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1. Introduction

This paper intends to discuss call flow for initiating routing indicator update during and after UE registration. In addition, this paper discusses how to apply security protection to RoutingID update information.
2. Call flow
2.1 General

The purpose of the control plane solution for Routing indicator update in 5GS procedure is to allow the HPLMN to re-configure the UE's routing indicator information by providing the HPLMN protected routing indicator via NAS signalling. In addition, the HPLMN can request the UE to provide an acknowledgement of successful reception of the routing indicator information.

If security check on the routing indicator information fails, no update will be made to the UE's routing indicator configuration.

It is mandatory for a PLMN to transparently forward to the UE the routing indicator information received from HPLMN and to transparently forward to the HPLMN the acknowledgement of successful reception of the routing indicator information received from UE, both while the UE is trying to register onto the PLMN as described in subclause 2.2, and after the UE has registered onto the PLMN as described in subclause 2.3.

The procedure in this annex can be initiated by the network while the UE is trying to register onto a PLMN as described in subclause 2.2, or after the UE has registered onto a PLMN as described in subclause 2.3.

2.2
Updating the UE's routing indicator during registration

The steps for the home operator to initiate routing indicator update during registration are described below in figure E.2.1:
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Figure 1: Procedure for initiating routing indicator update during registration

1)
The UE initiates registration by sending REGISTRATION REQUEST message to the AMF;

2)
The AMF executes the registration procedure as defined in subclause 4.2.2.2.2 of 3GPP TS 23.502 [63]. As part of the registration procedure, the AMF invokes Nudm_SDM_Get service operation message to the HPLMN UDM to get amongst other information the Access and Mobility Subscription data for the UE (see step 14b in subclause 4.2.2.2.2 of 3GPP TS 23.502 [63]);

3)
If the user subscription information indicates to initiate the routing indicator update, then HPLMN UDM shall provide the routing indicator information to the UE in a secured packet (see 3GPP TS 31.115 [67]);

4)
The HPLMN UDM sends a response to the Nudm_SDM_Get service operation to the AMF, which includes the routing indicator information within the Access and Mobility Subscription data. The Access and Mobility Subscription data type is defined in subclause 5.2.3.3.1 of 3GPP TS 23.502 [63]). The HPLMN may also request the UE to acknowledge the successful security check of the received routing information, by providing the indication in the Nudm_SDM_Get response service operation;

5)
As part of the registration procedure, the AMF also invokes Nudm_SDM_Subscribe service operation to the HPLMN UDM to subscribe to notification of changes of the subscription data received in step 4) including notification of routing indicator information included in the Access and Mobility Subscription data (see step 14c in subclause 4.2.2.2.2 of 3GPP TS 23.502 [63]);

6)
The AMF shall transparently send the received routing indicator information and the indication that the UDM requests an acknowledgement from the UE (if included by the HPLMN UDM), to the UE in the REGISTRATION ACCEPT message;

7)
If routing indicator information is received and the security check is successful, then the ME shall upload the secured packet to the USIM using procedures in 3GPP TS 31.111 [41] and continue the registration procedure as specified in 3GPP TS 24.501 [64].

NOTE:
How the ME handles UICC responses and failures in communication between the ME and UICC is implementation specific and out of scope of this release of the specification.
8)
If the routing indicator information is received but the security check is not successful, then the ME shall discard the received routing indicator information and continue the registration procedure as specified in 3GPP TS 24.501 [64]:

9)
If the UDM has requested an acknowledgement from the UE and the UE verified that the routing indicator information  has been provided by the HPLMN in step 7, the UE sends the REGISTRATION COMPLETE message to the serving AMF with a transparent container including the UE acknowledgement;

10)
The AMF sends a Nudm_SDM_Info request message. If a transparent container with a UE acknowledgement was received in the REGISTRATION COMPLETE message, the AMF includes the transparent container in the Nudm_SDM_Info request message. If the HPLMN decided that the UE is to acknowledge the successful security check of the routing indicator information in step 4, the UDM verifies that the acknowledgement is provided by the UE as specified in 3GPP TS 33.501 [66];

E.3
Updating the UE's routing indicator after registration

The steps for the home operator to initiate routing indicator update after registration are described below in figure E.3.1:
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Figure 2: Procedure for initiating routing indicator update after registration
1)
Routing indicator re-configuration triggers the HPLMN UDM to initiate update notification. The UDM includes the routing indicator update information in a secured packet (see 3GPP TS 31.115 [67]);

2).
The UDM notifies the changes of the user profile to the affected AMF by the means of invoking Nudm_SDM_UpdateNotification service operation. The Nudm_SDM_UpdateNotification service operation contains secured packet with the routing indicator information that needs to be delivery transparently to the UE over NAS within the Access and Mobility Subscription data. If the HPLMN decided that the UE is to acknowledge successful security check of the routing indicator information, the Nudm_SDM_UpdateNotification service operation also contains an indication that the UDM requests an acknowledgement from the UE;

3).
The AMF sends a DL NAS TRANSPORT message to the served UE. The AMF includes the secured packet with the routing indicator information received from the UDM in a transparent container in the DL NAS TRANSPORT message. Upon receiving the secured packet with the routing indicator information, the UE shall perform security check to verify that the secured packet with the routing indicator information included in the DL NAS TRANSPORT message is provided by HPLMN;

a)
if the security check is successful, the ME shall upload the secured packet to the USIM using procedures in 3GPP TS 31.111 [41]; or

NOTE:
How the ME handles UICC responses and failures in communication between the ME and UICC is implementation specific and out of scope of this release of the specification.
b)
if the security check is not successful, then the ME shall discard the received secured packet with routing indicator information and continue the registration procedure as specified in 3GPP TS 24.501 [64];
4).
If the UDM has requested an acknowledgement from the UE in the DL NAS TRANSPORT message and the UE verified that the routing indicator information has been provided by HPLMN, the UE sends an UL NAS TRANSPORT message to the serving AMF with a transparent container including the UE acknowledgement; 

5).
The AMF sends a Nudm_SDM_Info request message to the UDM. If a transparent container with a UE acknowledgement was received in the UL NAS TRANSPORT message, the AMF includes the transparent container in the Nudm_SDM_Info request message. If the HPLMN decided that the UE is to acknowledge successful security check of the routing indicator information in step 2, the UDM verifies that the acknowledgement is provided by the UE.
3. Discussion

At Figure 1 step 3 and Figure 2 step 1, when routing indicator has been reconfigured and UDM decides to update the routing information stored in USIM, the UDM needs to apply security protection to the information first. There are two methods for security protection:

1) use SoR like security mechanism 

2) use secure packet mechanism

Method 1) is specified in TS 33.501. Integrity protection and replay protection is provided by AUSF using the key derived from UE authentication procedure. Also the UDM can request the UE to send acknowledgement on reception of Routing ID update. The RoutingID update is terminated at the ME. The acknowledgement is generated by the ME upon receiving the RoutingID update, and also security protected by the same mechanism.
Observation 1: SoR like security mechanism supports integrity and replay protection. However the protection is from network to the ME only.

Observation 2: SoR like security mechanism supports acknowledgement. However the acknowledgement is sent by the ME and cannot guarantee that the packet is forwarded to the USIM
Method 2) secure packet mechanism is specified in TS 31.115 and ETSI 102 225. Integrity protection and replay protection are supported. A secure packet command header indicating the security mechanism and parameters used  is prepended to the routingID update message. Also sender can indicate request for response in the command header. The RoutingID update is terminated at the USIM. The response packet is generated by USIM and also security protected by the same mechanism. 
Observation 3: Secure packet mechanism supports integrity and replay protection. The protection is from the network to the USIM.

Observation 4: Secure packet mechanism supports acknowledgement when requested in command packet. Acknowledgement is sent by the USIM.
When UDM applies security protection to RoutingID update information, 3 variants are possible:

Variant 1: apply security protection only via SoR like security mechanism

Variant 2: apply security protection only via secure packet mechanism

Variant 3: apply security protection via both SoR like security mechanism and secure packet mechanism

Note that both Variant 1 and 3 are used for SoR configuration update. However it can be seen from the observations that:

-  Variant 1 cannot directly update the Routing ID stored in USIM. Also Variant 1 cannot provide end2end security protection requested by SA3 (see discussion on SA3 option 4)
- For Variant 2, it can update Routing ID stored in USIM. Also the security protection is end2end towards USIM.

- For Variant 3, it can also update Routing ID stored in USIM. The security protection is end2end towards USIM. However there are duplicated security protection function which would slow down the update process.

Observation 5: Both Variant 2 and 3 can provide end2end secure update of RoutingID information. Variant 3 involves double/duplicated protection which makes the update more complex and could slow down the update process.
Given that apply security protection only via secure packet mechanism is already sufficient to meet SA3 end2end security protection requirements for routing ID update, it may be proferred to only include one security protection layer (Variant 2). 
4. Conclusion

It is proposed to discuss the call flow for initiating routing indicator update during and after UE registration.

It is proposed to discuss how to apply security protection to RoutingID update information. Given that apply security protection via secure packet mechanism is already sufficient to meet SA3 end2end security protection requirements for routing ID update, it may be proferred to only include one security protection layer via secure packet (Variant 2). 
Observation 1: SoR like security mechanism supports integrity and replay protection. However the protection is from network to the ME only.

Observation 2: SoR like security mechanism supports acknowledgement. However the acknowledgement is sent by the ME and cannot guarantee that the packet is forwarded to the USIM
Observation 3: Secure packet mechanism supports integrity and replay protection. The protection is from the network to the USIM.

Observation 4: Secure packet mechanism supports acknowledgement when requested in command packet. Acknowledgement is sent by the USIM.
Observation 5: Both Variant 2 and 3 can provide end2end secure update of RoutingID information. Variant 3 involves double/duplicated protection which makes the update more complex and could slow down the update process.
CRs implementing Variant 3 are provided in C1-186092 and C1-186093. 





































































