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	Reason for change:
	Change #1
A) For EAP-based AKA’, section 5.4.1.2.2.3 of TS 24.501 V15.1.0 specifies:
“The ME shall derive CK' and IK' from CK and IK. Furthermore, the ME shall generate EMSK from CK' and IK', the KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA and the KSEAF as described in 3GPP TS 33.501 [24], shall create a partial native 5G NAS security context identified by the ngKSI value received together with the EAP-request/AKA'-challenge message in subclause 5.4.1.2.4.2 in the volatile memory of the ME, shall store the KAMF in the created partial native 5G NAS security context, and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40].”
However the following is specified in TS 33.501 V15.2.0 for EAP-AKA’:
Step 4, section 6.1.3.1:
“In fact, SEAF shall include the ngKSI and ABBA parameter in all EAP-Authentication request message. ngKSI will be used by the UE and AMF to identify the partial native security context that is created if the authentication is successful”
Step 11, section 6.1.3.1:
“On receiving the EAP-Success message, the UE derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The ME uses the first 256 bits of the EMSK as the KAUSF and then calculates  KSEAF in the same way as the AUSF. The UE shall derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex  A.7.”
As can be seen from the SA3 text, the 5G NAS security context is to be created when the authentication is SUCCESSFUL i.e. when the UE receives the EAP-success message.
Although the UE may derive a partial 5G NAS security context before receiving the EAP-success message i.e. the UE may derive the keys after receiving the Authentication Request message, this should not be mandatory for the UE. As such, the current description in TS 24.501 has to be updated accordingly.

Similarly for EAP TLS, the 5G NAS security context is created when the EAP-success message is received as indicated below (see section B.2.1.1 of 33.501, step 21):

“On receiving the EAP-Success message, the UE derives EMSK and uses the first 256 bits of the EMSK as the KAUSF and then calculates KSEAF in the same way as the AUSF. The UE derives the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7.”

Therefore, similar changes are required for EAP TLS.
B) On Security Mode Command

B1) On the other hand, the UE shall create the 5G NAS security context when the Security Mode Command message with EAP-success is received and if the UE had not yet derived any 5G NAS security context (i.e. at reception of Authentication Request)
B2) The Authentication Result can carry EAP-success (see below from 24.501): 

“If the authentication of the UE completes successfully and the serving AMF does not intend to initiate a security mode control procedure bringing into use the partial native 5G NAS security context created by the EAP based primary authentication and key agreement procedure, then the EAP-success message, and the ngKSI are transported from the network to the UE using the AUTHENTICATION RESULT message of the EAP result message transport procedure”

Therefore, the text handling of EAP-success message has to be updated to describe the creation of the partial 5G NAS security context which is currently missing. Similarly, the description in the EAP result transport has to be updated to refer to the handling of EAP-success message or EAP-failure message (see bullet C below)

C) If the UE had optionally created a partial 5G NAS security context after receiving Authentication Request message but EAP-failure is later received, then the UE has to delete any partial 5G NAS security context. This is currently missing
D) Section 5.4.1.2.3 on EAP-TLS would require similar clarifications as described in B2 (i.e. handling of EAP-success) and C (handling of EAP-failure)
E) SA3 agreed document S3-183076 which indicates that the ABBA can be sent in Security Mode Command or Authentication Result. Therefore, TS 24.501 has to be aligned accordingly (see note 4 in section 6.1.3.1 and note 21 in section B.2.1.1 of the SA3 CR).
Note also that ABBA value is set to 2 octets as indicated in TS 33.501, section A.7.1: “The SEAF shall set the ABBA parameter to 0x0000.”



	
	

	Summary of change:
	Change #1

A) It is optional for the UE to derive a partial 5G NAS security context upon reception of Authentication Request message. Hence “shall” is changed to “may” in section 5.4.1.2.2.3 (EAP-AKA’) and section 5.4.1.2.3 (EAP-TLS)
B1) If the UE receives an EAP-success message in the Security Mode Command message, the UE shall derive the partial 5G NAS security context if it was not already derived by the UE after receiving Authentication Request message. The UE then considers this context to be the current full native 5G NAS security context.
B2) Handling of EAP-success message is updated such that the UE shall create a partial 5G NAS security context when this message is received if the UE has not already created the context after receiving Authentication Request message.
Also, the section on EAP result message transport is updated to refer to handling of either EAP-success or EAP-failure depending on which is received.
C) If the UE gets EAP-failure message, the UE shall delete the partial 5G NAS secuirty context if it was already created when Authentication Request message was received

D) Section 5.4.1.2.3 on EAP-TLS has been extended to also include handling of EAP-success and EAP-failure in a similar manner as B2 and C for EAP-AKA’



	
	

	Consequences if not approved:
	A) Incorrect mandate of partial 5G NAS security context derivation for the UE and misaligned specification with SA3
B1), B2), C) and D) Incomplete specification 
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***** Next change *****
5.4.1.2.2.3
UE successfully authenticates network
If a USIM is present and the SNN check is successful, the UE shall handle the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40]. The USIM shall derive CK and IK and compute the authentication response (RES) using the 5G authentication challenge data received from the ME, and pass RES to the ME. The ME shall derive CK' and IK' from CK and IK, and EMSK from CK' and IK'. Furthermore, the ME may generate KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA received together with the EAP-request/AKA'-challenge message, and the KSEAF as described in 3GPP TS 33.501 [24], and create a partial native 5G NAS security context identified by the ngKSI value received together with the EAP-request/AKA'-challenge message in subclause 5.4.1.2.4.2 in the volatile memory of the ME. If the KAMF and the partial native 5G NAS security context are created, the ME shall store the KAMF in the created partial native 5G NAS security context, and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40].

If the EAP-request/AKA'-challenge message contains AT_RESULT_IND attribute, the UE may include AT_RESULT_IND attribute in the EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40].

***** Next change *****
5.4.1.2.2.8
UE handling EAP-success message

Upon receiving an EAP-success message, if the ME has not generated a partial native 5G NAS security context as described in subclause 5.4.1.2.2.3,  the ME shall generate the KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA that was received with the EAP-success message, and the KSEAF as described in 3GPP TS 33.501 [24], shall create a partial native 5G NAS security context identified by the ngKSI value in the volatile memory of the ME, and shall store the KAMF in the created partial native 5G NAS security context. 
The UE shall consider the procedure complete.

***** Next change *****
5.4.1.2.2.11
UE handling EAP-failure message

Upon receiving an EAP-failure message, the UE shall delete the partial native 5G NAS security context if any was created as described in subclause 5.4.1.2.2.3. 
The UE shall consider the procedure complete.

***** Next change *****
5.4.1.2.3.1
General

The UE may support acting as EAP-TLS peer as specified in 3GPP TS 33.501 [24]. The AUSF may support acting as EAP-TLS server as specified in 3GPP TS 33.501 [24].

The EAP-TLS enables mutual authentication of the UE and the network.

When initiating an EAP based primary authentication and key agreement procedure using EAP-TLS, the network shall select an ngKSI value. When initiating the EAP based primary authentication and key agreement procedure using EAP-TLS, if an ngKSI is contained in an initial NAS message during a 5GMM procedure, the network shall select a different ngKSI value.
When the EAP based primary authentication and key agreement procedure uses EAP-TLS, the ME and the AUSF shall generate EMSK as described in 3GPP TS 33.501 [24].
When handling of an EAP request message results into generation of EMSK, the ME may generate the KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA received together with the EAP-request/AKA'-challenge message, and the KSEAF as described in 3GPP TS 33.501 [24], and create a partial native 5G NAS security context identified by the ngKSI value received together with the EAP-request message in subclause 5.4.1.2.4.2, in the volatile memory of the ME. If the KAMF and the partial native 5G NAS security context are created, the ME shall store the KAMF in the created partial native 5G NAS security context.

When handling of an EAP response message results into generation of EMSK, the AUSF shall generate the KAUSF from the EMSK, and the KSEAF from the KAUSF as described in 3GPP TS 33.501 [24].

NOTE:
The AUSF provides the KSEAF to the SEAF. Upon reception of the KSEAF, the SEAF generates the KAMF based on the ABBA and the KSEAF as described in 3GPP TS 33.501 [24], and provides ngKSI and the KAMF to the AMF. Upon reception of the ngKSI and the KAMF, the AMF creates a partial native 5G NAS security context identified by the ngKSI, and stores the KAMF in the created partial native 5G NAS security context.

***** Next change *****
5.4.1.2.3.X
UE handling EAP-success message
Upon receiving an EAP-success message, if the ME has not generated a partial native 5G NAS security context as described in subclause 5.4.1.2.2.3,  the ME shall generate the KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA that was received with the EAP-success message, and the KSEAF as described in 3GPP TS 33.501 [24], shall create a partial native 5G NAS security context identified by the ngKSI value in the volatile memory of the ME, and shall store the KAMF in the created partial native 5G NAS security context. 

The UE shall consider the procedure complete.

***** Next change *****
5.4.1.2.3.Y
UE handling EAP-failure message
Upon receiving an EAP-failure message, the UE shall delete the partial native 5G NAS security context if any was created as described in subclause 5.4.1.2.2.3. 

The UE shall consider the procedure complete.

***** Next change *****
5.4.2.3
NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities have not been altered compared to the latest values that the UE sent to the network. 
When the SECURITY MODE COMMAND message includes an EAP-success message the UE handles the EAP-success message and the ABBA as described in subclause 5.4.1.2.2.8.

If the UE is registered for emergency services, performing initial registration for emergency services or establishing a PDU session for emergency services and the SECURITY MODE COMMAND message is received with ngKSI value "000" and 5G-IA0 and 5G-EA0 as selected 5G NAS security algorithms, the UE shall locally derive and take in use 5G NAS security context. The UE shall delete existing current 5G NAS security context.

The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm" 5G-EA0 as the selected 5G NAS integrity algorithm only if the message is received when the UE is registered for emergency services, performing initial registration for emergency services or establishing a PDU session for emergency services.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the ngKSI matches a valid non-current native 5G NAS security context held in the UE while the UE has a mapped 5G NAS security context as the current 5G NAS security context, the UE shall take the non-current native 5G NAS security context into use which then becomes the current native 5G NAS security context and delete the mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5G NAS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

a)
the SECURITY MODE COMMAND message is received in order to take a 5G NAS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)
the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5G NAS security context, if it is a mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted and a new 5G NAS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm" 5G-IA0 as the selected NAS integrity algorithm, the UE shall:

-
if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5G NAS security context to 0;

-
otherwise the UE shall set the downlink NAS COUNT of this new 5G NAS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.

If the SECURITY MODE COMMAND message includes the horizontal derivation parameter indicating "KAMF derivation is required", the UE shall derive a new KAMF', as specified in 3GPP TS 33.501 [24] for KAMF to KAMF' derivation in mobility, and set both uplink and downlink NAS COUNTs to zero.

If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5G NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, then the UE shall check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5G NAS security context, in order not to re-generate the K'AMF.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5G NAS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.

If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure, the SECURITY MODE COMMAND message includes a HASHAMF, the UE shall compare HASHAMF with a hash value locally calculated as described in 3GPP TS 33.501 [24] from the entire plain REGISTRATION REQUEST message that the UE had sent to initiate the procedure. If HASHAMF and the locally calculated hash value are different, the UE shall include the complete REGISTRATION REQUEST message which the UE had previously sent in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.

If, prior to receiving the SECURITY MODE COMMAND message, the UE had sent an initial NAS message containing a limited set of IEs needed to establish security context, the UE shall include the complete initial message in the NAS SECURITY MODE COMPLETE message.
If the UE operating in the single-registration mode receives the Selected EPS NAS security algorithms IE, the UE shall use the IE according to 3GPP TS 33.501 [24].
