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	Reason for change:
	1/

During inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode, even if the UE operating in single-registration mode has no valid native 5G NAS security context, it needs to be allowed that:

1) the UE uses a mapped 5G NAS security context when it integrity-protects a REGISTRAION REQUEST message; and

2) the secure exchange of NAS messages is re-established by AMF’s replying with a REGISTRATION ACCEPT message that is integrity protected and ciphered using the mapped 5G NAS security context
in case:
1) the UE has a PDN connection for emergency bearer services;

2) the UE has a current EPS security context including the KSI value set to "000" and the NAS security algorithms corresponding to EIA0 and EEA0; and

3) the UE received an "interworking without N26 not supported" indication from the network;

because the result of SMC with a mapped 5G NAS security context or SMC after primary authentication and key agreement would be the same: making use of null security algorithms.
In addition, taking into account that the UE can turn to idle mode during a call, unnecessary signalling has to be avoided to ensure less interruption in the call.
2/

After receiving the REGISTRATION REQUEST message without integrity protection and encryption, if interworking without N26 is supported, creating a fresh mapped 5G NAS security context should not be an option After receiving the REGISTRATION REQUEST message without integrity protection and encryption, if interworking without N26 is supported because the AMF supporting interworking without N26 cannot receive an EPS security context from the source MME.

3/

Description on establishment of secure exchange of NAS messages between the MME and the UE during inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode is missing.
4/

Description on establishment of secure exchange of NAS messages between the MME and the UE during inter-system change from N1 mode to S1 mode in 5GMM-IDLE mode is missing.

	
	

	Summary of change:
	1/
In the case described above, the secure exchange of NAS messages is re-established using the mapped 5G NAS security context.

2/

After receiving the REGISTRATION REQUEST message without integrity protection and encryption, if interworking without N26 is supported, the AMF has to trigger a primary authentication and key agreement procedure.
3/

Description on establishment of secure exchange of NAS messages between the MME and the UE during inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode is added.
4/

Description on establishment of secure exchange of NAS messages between the MME and the UE during inter-system change from N1 mode to S1 mode in 5GMM-IDLE mode is added.

rev 1

What network supports or not support is N26, not interworking without N26.
Explicit indication of security algorithms (i.e. 5G-IA0 and 5G-EA0) used to create a mapped 5G NAS security context

Changes on the N1 mode to S1 mode inter-system change is removed as this should be reflected in subclause 4.4.2.3 of 3GPP TS 24.301.

	
	

	Consequences if not approved:
	Unnecessary 5GMM procedures initiated worsening user experience for a critical call
Missing description on establishment of secure exchange of NAS messages between the MME and the UE during inter-system change fromN1 mode to S1 mode 
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	Other comments:
	


4.4.2.5
Establishment of secure exchange of NAS messages
Secure exchange of NAS messages via a NAS signalling connection is usually established by the AMF during the registration procedure by initiating a security mode control procedure. After successful completion of the security mode control procedure, all NAS messages exchanged between the UE and the AMF are sent integrity protected using the current 5G security algorithms, and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the UE and the AMF are sent ciphered using the current 5G security algorithms.

During inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, secure exchange of NAS messages is established between the AMF and the UE by:

a)
the transmission of NAS security related parameters encapsulated in the AS signalling from the AMF to the UE triggering the inter-system change in 5GMM-CONNECTED mode (see 3GPP TS 33.501 [24]). The UE uses these parameters to generate the mapped 5G NAS security context (see subclause 8.6.2 of 3GPP TS 33.501 [24]); and
b)
after the inter-system change in 5GMM-CONNECTED mode, the transmission of a REGISTRATION REQUEST message from the UE to the AMF. The UE shall send this message integrity protected using the mapped 5G NAS security context, but unciphered. From this time onward, all NAS messages exchanged between the UE and the AMF are sent integrity protected using the mapped 5G NAS security context, and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the UE and the AMF are sent ciphered using the mapped 5G NAS security context.

During inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode, if the UE is operating in single-registration mode and:
a)
if the UE has a valid native 5G NAS security context, the UE shall transmit a REGISTRATION REQUEST message integrity protected with the native 5G NAS security context. The UE shall include the ngKSI indicating the native 5G NAS security context value in the REGISTRATION REQUEST message.

After receiving the REGISTRATION REQUEST message including the ngKSI indicating a native 5G NAS security context value, the AMF shall check whether the ngKSI included in the REGISTRATION REQUEST message belongs to a 5G NAS security context available in the AMF, and shall verify the MAC of the REGISTRATION REQUEST message. If the verification is successful, the AMF deletes the EPS security context received from the source MME if any, and the AMF re-establishes the secure exchange of NAS messages by either:

1)
replying with a REGISTRATION ACCEPT message that is integrity protected and ciphered using the native 5G NAS security context. From this time onward, all NAS messages exchanged between the UE and the AMF are sent integrity protected and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the UE and the AMF are sent ciphered; or

2)
initiating a security mode control procedure. This can be used by the AMF to take a non-current 5G NAS security context into use or to modify the current 5G NAS security context by selecting new NAS security algorithms.

b)
if the UE has no valid native 5G NAS security context and:

1)
if the UE has no PDN connection for emergency bearer services, the UE has a current EPS security context not including the NAS security algorithms set to EIA0 and EEA0, or the UE received an "interworking without N26 supported" indication from the network, the UE shall send the REGISTRATION REQUEST message without integrity protection and encryption.

After receiving the REGISTRATION REQUEST message without integrity protection and encryption:
i)
if N26 is supported, the AMF shall either create a fresh mapped 5G NAS security context (see subclause 8.6.2 of 3GPP TS 33.501 [24]) or trigger a primary authentication and key agreement procedure to create a fresh native 5G NAS security context; or
ii)
if N26 is not supported, the AMF shall trigger a primary authentication and key agreement procedure.

The newly created 5G NAS security context is taken into use by initiating a security mode control procedure and this context becomes the current 5G NAS security context in both the UE and the AMF. This re-establishes the secure exchange of NAS messages; or
2)
if the UE has a PDN connection for emergency bearer services, the UE has a current EPS security context including the NAS security algorithms set to EIA0 and EEA0, and the UE received an "interworking without N26 not supported" indication from the network, the UE shall create a mapped 5G NAS security using NAS security algorithms set to 5G-IA0 and 5G-EA0, compute the ngKSI based on the current EPS security context (see subclause 8.6.2 of 3GPP TS 33.501 [24]), and transmit a REGISTRATION REQUEST message integrity protected with the mapped 5G NAS security context. The UE shall include the ngKSI indicating the mapped 5G NAS security context value in the REGISTRATION REQUEST message.

After receiving the REGISTRATION REQUEST message including the ngKSI indicating the mapped 5G NAS security context value "000", the AMF supporting N26 shall derive a mapped 5G NAS security context from the EPS security context (see subclause 8.6.2 of 3GPP TS 33.501 [24]) and check whether the ngKSI included in the REGISTRATION REQUEST message matches the ngKSI of the mapped 5G NAS security context. If the check is successful, the AMF re-establishes the secure exchange of NAS messages by replying with a REGISTRATION ACCEPT message that is integrity protected and ciphered using the mapped 5G NAS security context.
During an N1 mode to N1 mode handover, secure exchange of NAS messages is established between the AMF and the UE by:

-
the transmission of NAS security related parameters encapsulated in the AS signalling from the target AMF to the UE triggering the N1 mode to N1 mode handover (see 3GPP TS 33.501 [24]). The UE uses these parameters to create a new 5G NAS security context.

The secure exchange of NAS messages shall be continued after N1 mode to N1 mode handover. It is terminated after inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode or when the NAS signalling connection is released.




When a UE in 5GMM-IDLE mode establishes a new NAS signalling connection and has a valid current 5G NAS security context, the UE shall transmit the initial NAS message integrity protected with the current 5G NAS security context, but unciphered. The UE shall include the ngKSI indicating the current 5G NAS security context value in the initial NAS message. The AMF shall check whether the ngKSI included in the initial NAS message belongs to a 5G NAS security context available in the AMF, and shall verify the MAC of the NAS message. If the verification is successful, the AMF may re-establish the secure exchange of NAS messages:

a)
by replying with a NAS message that is integrity protected and ciphered using the current 5G NAS security context. From this time onward, all NAS messages exchanged between the UE and the AMF are sent integrity protected and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the UE and the AMF are sent ciphered; or

b)
by initiating a security mode control procedure. This can be used by the AMF to take a non-current 5G NAS security context into use or to modify the current 5G NAS security context by selecting new NAS security algorithms.



