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	Reason for change:
	TS 23.502 (text added by S2-189025) states:

---------------------

4.12.5
UE Requested PDU Session Establishment via Untrusted non-3GPP Access

4a.
The N3IWF shall send to UE an IKE Create_Child_SA request according to the IKEv2 specification in RFC 7296 [3] to establish the first IPsec Child SA for the PDU Session. The IKE Create_Child_SA request indicates that the requested IPsec Child SA shall operate in tunnel mode. This request shall include a 3GPP-specific Notify payload which contains (a) the QFI(s) associated with the Child SA, (b) the identity of the PDU Session associated with this Child SA, (c) optionally, a DSCP value associated with the Child SA, (d) optionally a Default Child SA indication, and (e) an UP_IP_ADDRESS. The use of the UP_IP_ADDRESS is specified in step 8 below.


If a DSCP value is included, then the UE and the N3IWF shall mark all IP packets sent over this Child SA with this DSCP value. There shall be one and only one Default Child SA per PDU session. The UE shall send all QoS Flows to this Child SA for which there is no mapping information to a specific Child SA. The IKE Create_Child_SA request also contains other information (according to RFC 7296 [3]) such as the SA payload, the Traffic Selectors (TS) for the N3IWF and the UE, etc.

---------------------

Furthemore, in subclause 8.3.2, signalling IPsec SA is used instead of usage of user plane IPsec SA.

	
	

	Summary of change:
	Indication whether the child SA is the default child SA is introduced and used.
In subclause 8.3.2, usage of signalling IPsec SA is changed to usage of user plane IPsec SA.

	
	

	Consequences if not approved:
	Uplink user data packet not delivered to the network.
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***** change *****
4.4.2.3
QoS differentiation in user plane
For uplink, the UE associates an uplink user data packet with a QFI as specified in 3GPP TS 24.501 [4]. The UE shall then encapsulate the uplink user data packet and the QFI associated with the uplink user data packet in the GRE header and select IPsec child SA based on PDU session and QFI associated with the uplink user data packet as specified in subclause 8.3.

For downlink, the UPF maps the user data packet to a QoS flow. The N3IWF shall determine the IPsec child SA to use for sending of the downlink user data packet over NWu based on mapping of the QoS flow to the IPsec child SA based on QFI of the QoS flow of the user data packet and the identity of the PDU Session of the user data packet.

***** change *****
7.5.2
Child SA creation procedure initiation
The N3IWF shall initiate the Child SA creation procedure by sending a CREATE_CHILD_SA request message to the UE as specified in IETF RFC 7296 [6].
The CREATE_CHILD_SA request message shall include:
a)
 a UP_IP4_ADDRESS notify payload or a UP_IP6_ADDRESS notify payload; and

b)
5G_QOS_INFO Notify payload as specified in subclause 9.3.1.1, which contains:
1)
PDU session ID;
2)
zero or more QFIs;
3)
optionally a DSCP value; and

4)
optionally an indication of whether the child SA is the default child SA. For a given PDU session ID, there can be only up to one child SA which is the default child SA.
The IKE Create_Child_SA request also contains the SA payload for the requested Child SA. 


***** change *****
7.5.3
Child SA creation procedure accepted by the UE
If the UE accepts the CREATE_CHILD_SA request message with a 5G_QOS_INFO Notify payload:

a)
the UE shall send a CREATE_CHILD_SA response message as specified in IETF RFC 7296 [6]; and
b)
the UE shall associate the created child SA with the PDU session ID, the zero or more QFIs (if indicated), the DSCP value (if indicated) and the indication of whether the child SA is the default child SA (if indicated) in the 5G_QOS_INFO Notify payload.
The CREATE_CHILD_SA response message shall include:
a)
USE_TRANSPORT_MODE notification.
Any IKEv2 Notify payload indicating an error shall not be included in the CREATE_CHILD_SA response message.
***** change *****
8.3.1
General

After the completion of PDU Session establishment via untrusted non-3GPP access, user plane IPsec SAs are established as specified in subclause 7.5. The UE is able to send and receive packets over non-3GPP access network via N3IWF. GRE encapsulation of user plane data packets is described in subclause 8.3.2.

For an uplink user data packet associated with a PDU session ID and a QFI:

a)
if there is a user plane IPsec SA:

1)
associated with a PDU session ID matching the PDU session ID associated with the uplink user data packet; and

2)
associated with a QFI matching the QFI associated with the uplink user data packet;


the UE shall select that user plane IPsec SA;

b)
otherwise, the UE shall select the user plane IPsec SA:

1)
associated with a PDU session ID matching the PDU session ID associated with the uplink user data packet; and
2)
associated with the indication that the child SA is the default child SA.
***** change *****
8.3.2
GRE encapsulation

If a user data packet message is transmitted over non-3GPP access between the UE and the N3IWF, the user data packet message shall be encapsulated as an GRE user data packet with a GRE header as specified in subclause 9.3.3. In the GRE encapsulated user data packet:

-
the payload packet field is set to the user data packet;

-
the QFI field of the key field of the GRE header field is set to the QFI associated with the user data packet;
-
if the N3IWF needs to send RQI for a downlink user data packet, the RQI field of the key field of the GRE header is set to "RQI is indicated"; and
-
if the N3IWF does not need to send RQI for a downlink user data packet or the UE sends an uplink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not indicated";
and:

a)
if the IKE_AUTH response message contained the INTERNAL_IP4_ADDRESS attribute in subclause 7.3.2 and the CREATE_CHILD_SA request message creating the user plane IPsec SA contained the UP_IP4_ADDRESS notify payload in subclause 7.5.4, an inner IPv4 datagram shall be constructed where:

1)
the GRE user data packet shall be encapsulated as the payload of the inner IPv4 datagram with IPv4 header where:

A)
if the UE constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute and the destination address field shall be set to the IPv4 address in the UP_IP4_ADDRESS notify payload;

B)
if the N3IWF constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the UP_IP4_ADDRESS notify payload and the destination address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute; and
C)
the protocol field shall be set to 2FH;

2)
the inner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the security parameter index field shall be set to the SPI of the user plane IPsec SA; and

B)
the next header field sall be set to 04H, 


and the inner IPv4 datagram encapsulating the GRE encapsulated user data can be fragmented as described in IETF RFC 791 [24] before being protected by ESP protocol; and 

3)
the IP packet encapsulating the ESP protected inner IPv4 datagram shall be sent to the peer for the SPI of the user plane IPsec SA; or

b)
if the IKE_AUTH response message contained the INTERNAL_IP6_ADDRESS attribute in subclause 7.3.2 and the CREATE_CHILD_SA request message creating the user plane IPsec SA contained the UP_IP6_ADDRESS notify payload in subclause 7.5.4, an inner IPv6 datagram shall be contrcuted where:

1)
the GRE user data packet shall be encapsulated as the payload of the inner IPv6 datagram with IPv6 header where:

A)
if the UE constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute and the destination address field shall be set to the IPv6 address in the UP_IP6_ADDRESS notify payload;

B)
if the N3IWF constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the UP_IP6_ADDRESS notify payload and the destination address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute; and
C)
the protocol field shall be set to 3BH;

Editor's note: The value 3BH for the protocol field is FFS.
2)
the inner IPv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the security parameter index field shall be set to the SPI of the user plane IPsec SA; and

B)
the next header field sall be set to 29H;


and the inner IPv6 datagram encapsulating the GRE encapsulated user data can be fragmented as described in IETF RFC 8200 [25] before being protected by ESP protocol; and

3)
theIP packet encapsulating the ESP protected inner IPv6 datagram shall be sent to the peer for the SPI of the user plane IPsec SA.

If a user data packet message is transmitted over non-3GPP access between the UE and the N3IWF, if fragmentation is needed:

-
the inner IP IPv4 datagram or inner IP IPv6 datagram shall be fragmented; and

-
the IP packet encapsulating the ESP protected inner IPv4 datagram and the IP packet encapsulating the ESP protected inner IPv6 datagram shall not be fragmented.

***** change *****
9.3.1.1
5G_QOS_INFO Notify payload

The 5G_QOS_INFO payload is used to indicate the PDU session identity, zero or more QFIs, optionally a DSCP value associated with the child SA and an indication of whether the child SA is the default child SA.

The 5G_QOS_INFO payload is coded according to figure 9.3.1.1-1 and table 9.3.1.1-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	PDU Session Identity
	6

	Number of QFIs
	7

	QFI List
	8 - x

	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	DCISI
	DSCPI
	x+1

	DSCP
	x+2*


Figure 9.3.1.1-1: 5G_QOS_INFO Notify payload format

Table 9.3.1.1-1: 5G_QOS_INFO Notify payload value

	Octet 1 is defined in IETF RFC 7296 [6]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 55501 to indicate the 5G_QOS_INFO.



	Octet 5 is the Length field. This field indicates the length in octets of the 5G_QOS_INFO Value field.



	Octet 6 is PDU Session Identity field. This field indicates the PDU session associated with the child SA for user plane.

Octet 7 is Number of QFIs field. This field indicates the number of QFIs in the QFI list.
Octets 8 to octet x is QFI List field. This field indicates those QoS flows associated with the child SA. Every QFI is coded as the QFI field in the QoS rule defined in 3GPP TS 24.501 [4].

Octet x+1, bit 0 is the DSCP included field (DSCPI).

0
DSCP field is not included.

1
DSCP field is included.

Octet x+1, bit 1 is the indication of whether the child SA is the default child SA (DCISI).

0
the child SA is not the default child SA.

1
the child SA is the default child SA.

Octet x+2 is the DSCP field. If included, this field indicates the DSCP marking for all IP packets sent over this child SA.




