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2. #BB:
syntactical error in the QoS operation

3. #CC:
semantic error in packet filter(s)
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3. Exception handling in QoS operation and packet filters are specified in the sub-clause of “Network-requested PDU session modification procedure not accepted by the UE”
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***** Next change *****
6.2.5.1.1.2
Signalled QoS rules

The NAS protocol enables the network to provide the UE with signalled QoS rules associated with a PDU session.
The network can provide the UE with one or more signalled QoS rules associated with a PDU session at the PDU session establishment or at QoS flow establishment.
Each signalled QoS rule contains:

a)
an indication of whether the QoS rule is the default QoS rule;
b)
a QoS rule identifier (QRI);
c)
a QoS flow identifier (QFI);
d)
optionally, a set of packet filters;

e)
a precedence value;
f)
if the flow is a GBR QoS flow:

1)
Guaranteed flow bit rate (GFBR) for UL;
2)
Guaranteed flow bit rate (GFBR) for DL;
3)
Maximum flow bit rate (MFBR) for UL;
4)
Maximum flow bit rate (MFBR) for DL; and

5)
optionally averaging window, applicable for both UL and DL;

g)
5QI, if the QFI is not the same as the 5QI of the QoS flow identified by the QFI;

h)
optionally, an EPS bearer identity (EBI) if the QoS flow can be mapped to an EPS bearer as specified in subclause 4.11.2 of 3GPP TS 23.502 [9].
NOTE:
The default QoS rule indication (DQR) of a signalled QoS rule cannot be changed.
For case d) above:

1)
If the QoS rule is the default rule of a PDU session of IPv4, IPv6, IPv4v6 or Ethernet PDU session type, the set of packet filters contains zero or more packet filters for DL direction, and may additionaly contain one of the following:

A)
a match-all packet filter for UL direction;

B)
a match-all packet filter for UL and DL directions;

C)
zero or more packet filters for UL direction (other than the match-all packet filter for UL direction);
D)
zero or more packet filters for UL and DL directions (other than the match-all packet filter for UL and DL directions); or

E)
one or more packet filters for UL direction (other than the match-all packet filter for UL direction) and one or more packet filters for UL and DL directions (other than the match-all packet filter for UL and DL directions).

The set of packet filters for the default rule shall not be empty. If the default QoS rule contains a match-all packet filter, then the highest precedence value shall be used for the default QoS rule.

2)
If the QoS rule is a QoS rule of a PDU session of IPv4, IPv6, IPv4v6 or Ethernet PDU session type and is not the default QoS rule, the set of packet filters contains zero or more packet filters for the DL direction, and may additionally contain one of the following:

A)
zero or more packet filters for UL direction (other than the match-all packet filter for UL direction); and

B)
zero or more packet filters for both UL and DL directions (other than the match-all packet filter for UL and DL directions).
The set of packet filters for the QoS rule shall not be empty.
3)
For PDU session of unstructured PDU session type, there is only one QoS rule associated with it and the set of packet filters of that QoS rule is empty.
If the UE requests a new QoS flow, it shall assign a precedence value for the signalled QoS rule which is not in the range from 70 to 99 (decimal).

If the averaging window is not included in a QoS rule for a GBR QoS flow with a 5QI indicated in 3GPP TS 23.501 [8] table 5.7.4-1, the averaging window associated with the 5QI in 3GPP TS 23.501 [8] table 5.7.4-1 applies for the averaging window.

If the averaging window is not included in a QoS rule for a GBR QoS flow with a 5QI not indicated in 3GPP TS 23.501 [8] table 5.7.4-1, the standardized value of two seconds is used as the averaging window.

Within a PDU session:

a)
each signalled QoS rule has a unique QRI;

b)
there is at least one signalled QoS rule;

c)
one signalled QoS rule is the default QoS rule; and
d)
there can be zero, one or more signalled QoS rules associated with a given QFI.
***** Next change *****
6.3.2.4
Network-requested PDU session modification procedure not accepted by the UE

Upon receipt of a PDU SESSION MODIFICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, if the UE rejects the PDU SESSION MODIFICATION COMMAND message, the UE considers the PDU session as not modified and the UE shall create a PDU SESSION MODIFICATION COMMAND REJECT message.
If the PDU SESSION MODIFICATION COMMAND message contains the PTI value allocated in the UE-requested PDU session modification procedure, the UE shall release the PTI indicated by the PTI IE and shall stop the timer T3581.

The UE shall set the 5GSM cause IE of the PDU SESSION MODIFICATION COMMAND REJECT message to indicate the reason for rejecting the PDU session modification.
The 5GSM cause IE typically indicates one of the following 5GSM cause values:

#26
insufficient resources;

#43
invalid PDU session identity;
#AA
semantic error in the QoS operation;
#BB
syntactical error in the QoS operation;
#CC
semantic error in packet filter(s); or
#DD
syntactical error in packet filter(s).
If the selected SSC mode of the PDU session is "SSC mode 3" and the PDU SESSION MODIFICATION COMMAND messages includes 5GSM cause #39 "reactivation requested", while the UE does not have sufficient resources for initiating the PDU session establishment procedure as specified in subclause 6.4.1 then the UE shall set cause IE to #26 "insufficient resources".
If the PDU SESSION MODIFICATION COMMAND message includes a request to add a new QoS rule, and the UE decides to reject the addition of the new QoS rule due to e.g. the supported number of QoS rules or number of packet filters associated with a PDU session having reached the maximum number, then the UE shall set the 5GSM cause IE to #26 "insufficient resources".
NOTE:
The maximum number of supported QoS rules or packet filters associated with a PDU session is implementation specific.
The UE shall check the QoS rule provided in the PDU SESSION MODIFICATION COMMAND message for different types of QoS rules IE errors as follows:

a)
Semantic errors in QoS operations:

1)
When the rule operation is "Modify existing QoS rule and add packet filters", "Modify existing QoS rule and replace packet filters", "Modify existing QoS rule and delete packet filters" or "Modify existing QoS rule without modifying packet filters" on the default QoS rule and the DQR bit is set to "the QoS rule is not the default QoS rule".
2)
When the rule operation is "Modify existing QoS rule and add packet filters", "Modify existing QoS rule and replace packet filters", "Modify existing QoS rule and delete packet filters" or "Modify existing QoS rule without modifying packet filters" on a QoS rule which is not the default QoS rule and the DQR bit is set to "the QoS rule is the default QoS rule". 
3)
When the rule operation is "Create new QoS rule" and the DQR bit is set to "the QoS rule is the default QoS rule" when there’s already a default QoS rule.
4)
When the rule operation is "Delete existing QoS rule" on the default QoS rule.

5)
When the rule operation is "Create new QoS rule", "Modify existing QoS rule and add packet filters" or "Modify existing QoS rule and replace packet filters", and two or more QoS rules associated with this PDU session would have identical precedence values.
6)
When the rule operation is "Modify existing QoS rule and delete packet filters", the QoS rule is a QoS rule of a PDU session of IPv4, IPv6, IPv4v6 or Ethernet PDU session type, and the packet filter list in the resultant QoS rule is empty.

In case 4, the UE shall release the PDU session.

In case 5, if the old QoS rule is not the default QoS rule, the UE shall not diagnose an error, shall further process the new request and, if it was processed successfully, shall delete the old QoS rule which has identical precedence value. Furthermore, the UE shall perform a UE requested PDU session modification procedure to delete the QoS rule for which it has deleted.


In case 5, if the QoS rule is the default QoS rule, the UE shall release the PDU session. 

In case 6, the UE shall delete the QoS rule. If the QoS rule is the default QoS rule, the UE shall release the PDU session.
Editor's note:
Handling of the other cases is FFS.

Otherwise, the UE shall reject the PDU SESSION MODIFICATION COMMAND message with 5GSM cause #AA "semantic error in the QoS operation".
b)
Syntactical errors in QoS operations:

1)
When the rule operation is "Create new QoS rule", "Modify existing QoS rule and add packet filters", "Modify existing QoS rule and replace packet filters" or "Modify existing QoS rule and delete packet filters" and the packet filter list in the QoS rule is empty.
2)
When the rule operation is "Delete existing QoS rule" or "Modify existing QoS rule without modifying packet filters" with a non-empty packet filter list in the QoS rule.

3)
When the rule operation is "Modify existing QoS rule and replace packet filters" and the packet filter to be replaced does not exist in the original QoS rule.

4)
When the rule operation is "Modify existing QoS rule and delete packet filters" and the packet filter to be deleted does not exist in the original QoS rule.

5)
When the rule operation is "Modify existing QoS rule and delete packet filters" with a packet filter list also including packet filters in addition to the packet filter identifiers.

6)
When there are other types of syntactical errors in the coding of the QoS rules IE, such as a mismatch between the number of packet filters subfield, and the number of packet filters in the packet filter list.

In case 3 the UE shall not diagnose an error, further process the replace request and, if no error according to items c and d was detected, include the packet filters received to the existing QoS rule.


In case 4 the UE shall not diagnose an error, further process the deletion request and, if no error according to items c and d was detected, consider the respective packet filter as successfully deleted.


Otherwise the UE shall reject the PDU SESSION MODIFICATION COMMAND message with 5GSM cause #BB "syntactical error in the QoS operation".
c)
Semantic errors in packet filters:
1)
When a packet filter consists of conflicting packet filter components which would render the packet filter ineffective, i.e. no IP packet will ever fit this packet filter. How the UE determines a semantic error in a packet filter is outside the scope of the present document.


The UE shall reject the PDU SESSION MODIFICATION COMMAND message with 5GSM cause #CC "semantic error in packet filter(s)".

d)
Syntactical errors in packet filters:

1)
When the rule operation is "Create new QoS rule", "Modify existing QoS rule and add packet filters" or "Modify existing QoS rule and replace packet filters", and two or more packet filters in the resultant QoS rule would have identical packet filter identifiers.

2)
When there are other types of syntactical errors in the coding of packet filters, such as the use of a reserved value for a packet filter component identifier.

In case 1, if two or more packet filters with identical packet filter identifiers are contained in the PDU SESSION MODIFICATION COMMAND message, the UE shall reject the PDU SESSION MODIFICATION COMMAND with 5GSM cause #DD "syntactical errors in packet filter(s)". Otherwise, the UE shall not diagnose an error, further process the PDU SESSION MODIFICATION COMMAND message and, if it was processed successfully, delete the old packet filters which have the identical packet filter identifiers.


Otherwise the UE shall reject the PDU SESSION MODIFICATION COMMAND message with 5GSM cause #DD "syntactical errors in packet filter(s)". 




The UE shall transport the PDU SESSION MODIFICATION COMMAND REJECT message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5.
Upon receipt of a PDU SESSION MODIFICATION COMMAND REJECT message, the SMF shall stop timer T3591 and shall consider the PDU session as not modified.
***** Next change *****
B.1
Causes related to nature of request

Cause #26 – Insufficient resources


This 5GSM cause is used by the UE or by the network to indicate that the requested service cannot be provided due to insufficient resources.
Cause #27 – Missing or unknown DNN

This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the DNN was not included although required or if the DNN could not be resolved.
Cause #28 – Unknown PDU session type


This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the requested PDU session type could not be recognised or is not allowed.

Cause #29 – User authentication or authorization failed


This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN due to a failed user authentication or revoked by the external DN or revoked by the external packet data network.

Cause #31 – Request rejected, unspecified


This 5GSM cause is used by the network or by the UE to indicate that the requested service or operation or the request for a resource was rejected due to unspecified reasons.

Cause #34 – Service option temporarily out of order


This 5GSM cause is sent when the network cannot serve the request because of temporary outage of one or more functions required for supporting the service.

Cause #35 – PTI already in use


This 5GSM cause is used by the network to indicate that the PTI included by the UE is already in use by another active UE requested procedure for this UE.

Cause #36 – Regular deactivation


This 5GSM cause is used to indicate a regular UE or network initiated release of PDU session resources.

Cause #39 – Reactivation requested

This 5GSM cause is used by the network to request a PDU session reactivation.
Cause #43 –Invalid PDU session identity

This 5GSM cause is used by the network or the UE to indicate that the PDU session identity value provided to it is not a valid value or the PDU session context identified by the PDU session identity IE in the request or the command is not active.
Cause #50 – PDU session type IPv4 only allowed


This 5GSM cause is used by the network to indicate that only PDU session type IPv4 is allowed for the requested IP connectivity.

Cause #51 – PDU session type IPv6 only allowed


This 5GSM cause is used by the network to indicate that only PDU session type IPv6 is allowed for the requested IP connectivity.

Cause #54 –PDU session does not exist

This 5GSM cause is used by the network to indicate that the network does not have any information about the PDU session which is requested by the UE to transfer between 3GPP access and non-3GPP access or from the EPS to the 5GS.

Cause #67 – Insufficient resources for specific slice and DNN

This 5GSM cause is by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice and DNN.
Cause #68 – Not supported SSC mode

This 5GSM cause is used by the network to indicate that the requested SSC mode is not supported.
Cause #69 –Insufficient resources for specific slice

This 5GSM cause is used by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice.
Cause #70 – Missing or unknown DNN in a slice

This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the DNN was not included although required or if the DNN could not be resolved, in the slice.

Cause #81 – Invalid PTI value


This 5GSM cause is used by the network or UE to indicate that the PTI provided to it is unassigned or reserved.
Cause #AA – Semantic error in the QoS operation.


This 5GSM cause is used by the network or the UE to indicate that the requested service was rejected due to a semantic error in the QoS operation included in the request.

Cause #BB – Syntactical error in the QoS operation.


This 5GSM cause is used by the network or the UE to indicate that the requested service was rejected due to a syntactical error in the QoS operation included in the request.

Cause #CC – Semantic errors in packet filter(s)


This 5GSM cause is used by the network or the UE to indicate that the requested service was rejected due to one or more semantic errors in packet filter(s) of the QoS rule included in the request.

Cause #DD – Syntactical error in packet filter(s)


This 5GSM cause is used by the network or the UE to indicate that the requested service was rejected due to one or more syntactical errors in packet filter(s) of the QoS rule included in the request.
