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9.2.x
IKEv2 Notify Message Type value

9.2.x.1
General
The IKEv2 Notify Message Type is specified in IETF RFC 7296 [6].
The Notify Message Type with a value (in decimal) in the range 0 - 16383 are intended for reporting errors, where: 
-
value range between 0 and 8191 is defined in IETF RFC 7296 [6];

-
value range between 8192 and 16383 is reserved for private error usage;

The Notify Message Type with a value (in decimal) in the range 16384 - 65535 are intended for reporting status, where:
-
value range between 16384  and 40959 is defined in IETF RFC 7296 [6];

-
value range between 40960 and 65535 is reserved for private status usage.;

9.2.x.2
Private Notify Message - Error Types

The Private Notify Message Error Types defined in table 9.2.x.2-1 are error notifications which indicates an error while negotiating an IKEv2 SA or IPsec SA . Refer to table 9.2.x.2-1 for more details on what each error type means.

Table 9.2.x.2-1: Private Error Types

	Notify Message
	Value
(in decimal)
	Descriptions

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


In the present specification, only the private notify message error type values between 15500 and 15599 shall be allocated to a Notify payload.
The private notify message error type values:

-
between 9950 and 9999;

-
between 10950 and 10999;

-
between 11950 and 11999;

-
between 12950 and 12999;

-
between 13950 and 13999; and

-
between 14950 and 14999;

shall not be allocated to a Notify payload defined in the present specification.
9.2.x.3
Private Notify Message - Status Types

The Private Notify Message Status Types defined in table 9.2.x.3-1 are used to indicate status notifications or additional information in a Notify payload which may be added to an IKEv2 message or IKE_AUTH request or IKE_AUTH response message according to the procedures described in the present document. Refer to table 9.2.x.3‑1 for more details on what each status type means.

Table 9.2.x.3-1: Private Status Types

	Notify Message
	Value
(in decimal)
	Descriptions

	5G_QOS_INFO
	55501
	This status when present indicates 5G_QOS_INFO Notify payload coded according to subclause 9.3.1.1

	NAS_IP4_ADDRESS
	55502
	This status when present indicates NAS_IP4_ADDRESS Notify payload coded according to subclause 9.3.1.a.

	NAS_IP6_ADDRESS
	55503
	This status when present indicates NAS_IP6_ADDRESS Notify payload coded according to subclause 9.3.1.b.

	UP_IP4_ADDRESS
	55504
	This status when present indicates UP_IP4_ADDRESS Notify payload coded according to subclause 9.3.1.c.

	UP_IP6_ADDRESS
	55505
	This status when present indicates UP_IP6_ADDRESS Notify payload coded according to subclause 9.3.1.d.

	
	
	

	
	
	

	
	
	

	
	
	


In the present specification, only the private notify message error type values between 55500 and 55599 shall be allocated to a Notify payload.
The private notify message status type values:

-
between 49950 and 49999;

-
between 50950 and 50999;

-
between 51950 and 51999;

-
between 52950 and 52999;

-
between 53950 and 53999; and

-
between 54950 and 54999;

shall not be allocated to a Notify payload defined in the present specification.
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9.3.1.1
5G_QOS_INFO Notify payload

The 5G_QOS_INFO payload is used to indicate the PDU session identity, QFI and optionally a DSCP value associated with the child SA.

The 5G_QOS_INFO payload is coded according to figure 9.3.1.1-1 and table 9.3.1.1-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length
	5

	PDU Session Identity
	6

	Number of QFIs
	7

	QFI List
	8 - x

	DSCP
	x+1


Figure 9.3.1.1-1: 5G_QOS_INFO Notify payload format

Table 9.3.1.1-1: 5G_QOS_INFO Notify payload value

	Octet 1 is defined in IETF RFC 7296 [6]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 55501 to indicate the 5G_QOS_INFO.



	Octet 5 is the Length field. This field indicates the length in octets of the 5G_QOS_INFO Value field.



	Octet 6 is PDU Session Identity field. This field indicates the PDU session associated with the child SA for user plane.

Octet 7 is Number of QFIs field. This field indicates the number of QFIs in the QFI list.
Octets 8 to octet x is QFI List field. This field indicates those QoS flows associated with the child SA. Every QFI is coded as the QFI field in the QoS rule defined in 3GPP TS 24.501 [4].

Octet x+1 is the DSCP field. If included, this field indicates the DSCP marking for all IP packets sent over this child SA.
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