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	Reason for change:
	According to TS 23.003, SUCI is composed of Home Network Identifier (MCC+MNC), Routing Indicator, Protection Scheme Identifier, Home Network Public Key Identifier and Scheme Output.
2.2B
Subscription Concealed Identifier (SUCI)

The SUCI is a privacy preserving identifier containing the concealed SUPI. It is defined in subclause 6.12.2 of 3GPP TS 33.501 [124].
The SUCI is composed of the following parts:

1f)
Home Network Identifier, composed of two parts:

-
Mobile Country Code (MCC), consisting of three decimal digits. The MCC identifies uniquely the country of domicile of the mobile subscription;

-
Mobile Network Code (MNC), consisting of three decimal digits. It contains two or three digits for 3GPP network applications. The MNC identifies the home PLMN of the mobile subscription. The length of the MNC (two or three digits) depends on the value of the MCC. A mixture of two and three digit MNC codes within a single MCC area is not recommended and is outside the scope of this specification. If there are only 2 significant digits in the MNC, one "0" digit shall be inserted at the left side to fill the 3 digits coding of MNC;

2)
Routing Indicator, …;
3)
Protection Scheme Identifier, …;

4)
Home Network Public Key Identifier, …;

5)
Scheme Output,. ….

Protection Scheme is further defined in TS 33.501:
… Each protection scheme is identified using a 4-bit identifier. The defined values are:

null-scheme         "0x0";

Profile <A>         "0x1"; and
Profile <B>         "0x2".
The values 0x3 - 0xB are reserved for future standardized protection schemes. The values 0xC - 0xF are reserved for propietary protection schemes.

Furthermore, SUPI can be defined either in IMSI or NAI format according to 23.501: 
The SUPI may contain:

-
an IMSI as defined in TS 23.003 [19], or

-
a network-specific identifier, used for private networks as defined in TS 22.261 [2].

It is possible for a SUPI to take the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [20] based user identification as defined in TS 23.003 [19], for either IMSI based or non-IMSI based (e.g. when used over a non-3GPP Access Technology or for private networks) NAI.

Depending on the SUPI format/identity used, scheme output for SUCI would be different: 

Each protection scheme has scheme-output with following sizes:

null-scheme         size of input, i.e., size of MSIN or username;

….
MSIN corresponds to the representation in case the subscription id is in IMSI format and username corresponds to the representation in case the subscription id is in NAI format. 

Finally according to LS from SA3 (C1-185499/S3-182536):
1) Size of Home Network Public Key Identifier: SA3 had discussed the number of Home Network Public Keys, which may be configured by a HPLMN in the future. Up to 256 different values has been seen as sufficient for the Home Network Public Key identification.
Related SUCI encoding formats need to be reflected in subclause 9.10.3.4 5GS mobile identity.
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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

4G-GUTI
4G-Globally Unique Temporary Identifier

5GCN
5G Core Network

5G-GUTI
5G-Globally Unique Temporary Identifier

5GMM
5GS Mobility Management

5GS
5G System
5GSM
5GS Session Management
5G-S-TMSI
5G S-Temporary Mobile Subscription Identifier

5G-TMSI
5G Temporary Mobile Subscription Identifier

5QI
5G QoS Identifier

AKA
Authentication and Key Agreement

AMBR
Aggregate Maximum Bit Rate

AMF
Access and Mobility Management Function

APN
Access Point Name

DL
Downlink

DN
Data Network

DNN
Data Network Name

E-UTRAN
Evolved Universal Terrestrial Radio Access Network

EAP-AKA'
Improved Extensible Authentication Protocol method for 3rd generation Authentication and Key Agreement
ECIES
Elliptic Curve Integrated Encryption Scheme

EPD
Extended Protocol Discriminator

EMM
EPS Mobility Management

EPC
Evolved Packet Core Network

EPS
Evolved Packet System

ESM
EPS Session Management

Gbps
Gigabits per second

GFBR
Guaranteed Flow Bit Rate
GUAMI
Globally Unique AMF Identifier

IP-CAN
IP-Connectivity Access Network

KSI
Key Set Identifier

LADN
Local Area Data Network

LMF
Location Management Function

LPP
LTE Positioning Protocol

Mbps
Megabits per second

MFBR
Maximum Flow Bit Rate

MICO
Mobile Initiated Connection Only

N3IWF
Non-3GPP Inter-Working Function

NAI
Network Access Identifier

NR
New Radio

ngKSI
Key Set Identifier for Next Generation Radio Access Network

NSSAI
Network Slice Selection Assistance Information

PTI
Procedure Transaction Identity

QFI
QoS Flow Identifier

QoS
Quality of Service

QRI
QoS Rule Identifier

RQA
Reflective QoS Attribute

RQI
Reflective QoS Indication

(R)AN
(Radio) Access Network

S-NSSAI
Single NSSAI

SA
Security Association

SNN
Serving Network Name

SMF
Session Management Function

TA
Tracking Area

TAC
Tracking Area Code

TAI
Tracking Area Identity

Tbps
Terabits per second

UL
Uplink

UPDP
UE Policy Delivery Protocol

UPSC
UE Policy Section Code

UPSI
UE Policy Section Identifier

URN
Uniform Resource Name

URSP
UE Route Selection Policy
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9.10.3.4
5GS mobile identity
The purpose of the 5GS mobile identity information element is to provide either the SUCI, the 5G-GUTI, the IMEI, the IMEISV or the 5G-S-TMSI.

The 5GS mobile identity information element is coded as shown in figures 9.10.3.4.1, 9.10.3.4.2, 9.10.3.4.3 and 9.10.3.4.4, and table 9.10.3.4.1.

The 5GS mobile identity is a type 4 information element with a minimum length of 3 octets and a maximum length of TBD octets.
Editor’s note:
The maximum length of 5GS mobile identity is TBD and will be updated based on CT4 specification.
	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

	1
	1
	1
	1
	odd/

even

indic
	Type of identity
	octet 3

	MCC digit 2
	MCC digit 1
	octet 4

	MNC digit 3
	MCC digit 3
	octet 5

	MNC digit 2
	MNC digit 1
	octet 6

	AMF Region ID
	octet 7

	AMF Region ID (continued)
	octet 8

	AMF Set ID
	AMF Pointer
	octet 9

	5G-TMSI
	octet 10

	5G-TMSI (continued)
	octet 11

	5G-TMSI (continued)
	octet 12

	5G-TMSI (continued)
	octet 13


Figure 9.10.3.4.1: 5GS mobile identity information element for type of identity "5G-GUTI"

	8
	7
	6
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	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

	Identity digit 1


	odd/

even

indic
	Type of identity


	octet 3

	Identity digit p+1
	Identity digit p
	octet 4*


Figure 9.10.3.4.2: 5GS mobile identity information element for type of identity or "IMEI" or "IMEISV"
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	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

	0

Spare
	SUPI format
	odd/

even

indic
	Type of identity
	octet 3

	MCC digit 2
	MCC digit 1
	octet 4

	MNC digit 3
	MCC digit 3
	octet 5

	MNC digit 2
	MNC digit 1
	octet 6

	Routing indicator digit 2
	Routing indicator digit 1
	octet 7

	Routing indicator digit 4
	Routing indicator digit 3
	octet 8

	0

Spare
	0

Spare
	0

Spare
	0

Spare
	Protection scheme Id
	octet 9

	Home network public key identifier
	octet 10

	Scheme output
	octet 11 - x


Figure 9.10.3.4.2: 5GS mobile identity information element for type of identity "SUCI"
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	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

	1
	1
	1
	1
	odd/

even

indic
	Type of identity
	octet 3

	AMF Set ID
	AMF Pointer
	octet 4

	5G-TMSI
	octet 5

	5G-TMSI (continued)
	octet 6

	5G-TMSI (continued)
	octet 7

	5G-TMSI (continued)
	octet 8


Figure 9.10.3.4.3: 5GS mobile identity information element for type of identity "5G-S-TMSI"
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	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

	Identity digit 1


	odd/

even

indic
	Type of identity


	octet 3


Figure 9.10.3.4.4: 5GS mobile identity information element for type of identity "No identity"
Table 9.10.3.4.1: 5GS mobile identity information element

	Type of identity (octet 3)

Bits

	3
	2
	1
	

	0
	0
	0
	No identity (NOTE)

	0
	0
	1
	SUCI

	1
	1
	0
	5G-GUTI

	0
	1
	1
	IMEI

	1
	0
	0
	5G-S-TMSI

	1
	0
	1
	IMEISVI

	All other values are reserved.

	

	Odd/even indication (octet 3)

Bit

	4
	
	
	

	0
	
	
	even number of identity digits and also when the GUTI or 5G-TMSI is used

	1
	
	
	odd number of identity digits

	

	


	

	For the 5G-GUTI, then bits 5 to 8 of octet 3 are coded as "1111", octet 4 through 6 contain the MCC and MNC values as specified below, and bit 8 of octet 7 is the most significant bit and bit 1 of the last octet the least significant bit for the subsequent fields. The required fields for the 5G-GUTI are as defined in 3GPP TS 23.003 [4].



	MCC, Mobile country code (octet 4, octet 5 bits 1 to 4)

The MCC field is coded as in ITU-T Recommendation E.212 [42], annex A.

	

	MNC, Mobile network code (octet 5 bits 5 to 8, octet 6)

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 5 shall be coded as "1111".

The contents of the MCC and MNC digits are coded as octets 6 to 8 of the Temporary mobile group identity IE in figure 10.5.154 of 3GPP TS 24.008 [12].

	

	Identity digit (octet 3 bits 5 to 8, octet 4 etc.)



	For the IMEI, Identity digit field is coded using BCD coding. If the number of identity digits is even then bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111". The format of the IMEI is described in 3GPP TS 23.003 [4].

	

	For the IMEISV, Identity digit field is coded using BCD coding. Bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111". The format of the IMEISV is described in 3GPP TS 23.003 [4].

	

	For the SUCI, bit 5-7 of octet 3 is the SUPI format and coded as shown below. Bit 8 of octet 3 is spare and shall be coded as zero, octet 4 through 6 contain the MCC and MNC values as specified below, and bit 8 of octet 7 is the most significant bit and bit 1 of the last octet the least significant bit for the subsequent fields. The required fields for the SUCI are as defined in 3GPP TS 23.003 [4].



	SUPI format (octet 3, bit 5-7)

Bit

	7
	6
	5
	
	

	0
	0
	0
	
	IMSI

	0
	0
	1
	
	Network Specific Identifier

	All other values are interpreted as IMSI by this version of the protocol.

	

	MCC, Mobile country code (octet 4, octet 5 bits 1 to 4)

The MCC field is coded as in ITU-T Recommendation E.212 [42], annex A.


	MNC, Mobile network code (octet 5 bits 5 to 8, octet 6)

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 5 shall be coded as "1111".

The contents of the MCC and MNC digits are coded as octets 6 to 8 of the Temporary mobile group identity IE in figure 10.5.154 of 3GPP TS 24.008 [12].

	

	Routing indicator (octet 7-8)

Routing Indicator shall consist of 1 to 4 digits. The coding of this field is the responsibility of home network operator but BCD coding shall be used. If a network operator decides to assign less than 4 digits to Routing Indicator, the remaining digits shall be coded as "1111" and inserted at the left side to fill the 4 digits coding of Routing Indicator.

	

	Protection scheme identifier (octet 9 bits 1 to 4)

Bits

4  3  2  1

0  0  0  0

Null scheme
0  0  0  1

ECIES scheme profile A 
0  0  1  0

ECIES scheme profile B 
0  0  1  1



to


Reserved

1  0  1  1
1  1  0  0


to


Operator-specific protection scheme
1  1  1  1

	

	Bit 5-8 of octet 9 are spare and shall be coded as zero.

	

	Home network public key identifier (octet 10)

The Home network public key identifier (PKI) field is coded as defined in 3GPP TS 23.003 [4]. Home network public key identifier shall be coded as "00000000" when Protection scheme identifier is set to "0000" ("Null scheme").
Bits

8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 0

Home network PKI value 0
0 0 0 0 0 0 0 1




to



Home network PKI value (1-254)
1 1 1 1 1 1 1 0

1 1 1 1 1 1 1 1

Reserved

 

	

	Scheme output (octet 11 to x)

The Scheme output field is coded as defined in 3GPP TS 23.003 [4].

	

	For the 5G-S-TMSI, bits 5 to 8 of octet 3 are coded as "1111" and bit 8 of octet 4 is the most significant bit and bit 1 of the last octet is the least significant bit. The coding of the 5G-S-TMSI is left open for each administration.

	

	For Type of identity "No identity", the identity digit bits shall be encoded with all 0s and the length of mobile identity contents parameter shall be set to 1.

	

	NOTE:
This can be used when the requested identity is not available at the UE during the identification procedure.


Editor's note:
Further encoding details for Scheme Ouput fields of SUCI identity type is FFS by SA3 and CT4.

Editor's note:
Further encoding details when SUPI format is Non-IMSI based NAI are FFS.
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