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Introduction
There is a requirement in 23.228 that the identity of the diverting user is attested. This implies that a verstat parameter can be attached to the History-Info entry representing the served (diverting) user in the diverting network and that this identity should be able to be signed using the Ms reference point and later verified in the terminating network of the diverted-to user.
Basic diversion use case
Assume A calls B (+12345678) and B diverts the call using CFU to C (+23456789). Then the diversion AS at user B would add a History-Info header field:


History-Info: 
<sip:+12345678@home1.net; user=phone >;index=1,



<sip:+23456789@example.com; user=phone;cause=302>;index=1.1;mp=1
In this case the identity of userB needs to be asserted. A verstat parameter needs to be added:

History-Info: 
<sip:+12345678;verstat=TN-Validation-Passed@home1.net; user=phone >;index=1,



<sip:+23456789@example.com;user=phone;cause=302>;index=1.1;mp=1
The div extension to the PASSporT does not support the orig-id claim, although it is still possible to add an Origination-Id header field if desired. An Origination-Id header field can already be present based on attestation of the originating identity.
We can now have:

1)
User C is in a different network, in which case the request needs to be signed. The identity will then be sent by the IBCF over the Ms reference point to the AS for signing. 
2)
User C is in the same network. User C is the terminating user and then the verstat parameter can be kept.
3)
User C is in the same network, and diverts the call to user D. This means that a new verstat parameter is created for user C identity.
Procedures to support signing in the above 3 cases:

1)
In order to add an Identity header field for a diverted party there must already exist an Identity header field (for the originating party). The IBCF will need to populate an HTTP POST request towards the signing AS with a JSON object containing a div claim with userB address. draft-ietf-stir-passport-divert-02 also allows the index parameter to be added to the div claim. This option should be supported, in order to simplify the parsing of the History-Info header field. Dest claim shall according to draft-ietf-stir-passport-divert-02 be user C and orig claim should be as in the existing Identity header field.
2)
This use case is the simplest. No signing is needed, and the verstat is already there.
3)
In this case a verstat parameter is added to the user C and a HI entry is added for user D. There is nothing new in this case. The alternatives 1)-3) above happen again.
Procedures to support verification
When a request with more than one Identity header is received, and an IBCF shall verify these Identity header fields the IBCF needs to decode the Base64 encoding in order to determine which identity is to be verified. The IBCF can find this identity in the History-Info header field, possibly using the index parameter, if included in the div claim. If the index parameter is not in the div claim, the IBCF can identify the diverting identities in the History-Info header field by finding the "cause" SIP URI parameters. The divVerficationRequest needs to include

-
the diverting identity to be verified as described above

-
the contents of the Identity header field.
The result would be a verstat as for the originating identity.
Proposal

It is proposed to discuss and agree on the above procedures and Ericsson can contribute to CT1#112.
