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	Reason for change:
	The sub-clause 9.1 contains the description of the general message format of every 5GS NAS message and states, quote:
[image: image1.emf]1)   if the message is a plain 5G S   NAS message:   a)   extend ed protocol discriminator;   b)   security header type   or  PDU session identity ;   c)   procedure transaction identity;   d)   message type;   e)   other information elements, as required.   2)   if the message is a security protected 5G S   NAS   message:   a)   extended protocol discriminator;   b)   security header type ;   c)   message authentication code ;   d)   sequence number ;   e)   plain  5GS  NAS message, as defined in item   1  

HoHowever, the bullet items b) are incorrect as the security header type in the octet 2 needs to be associated with a spare half octet so the whole octet 2 is filled when the security header type is included. Note that this actually shown for all necessary NAS messages (under clause 8), e.g:
[image: image2.emf]Table   8 . 2 . 1 .1 .1 :  AUTHENTICATION REQUEST  message content  

IEI  Information Element  Type/Reference  Presenc e  Format  Length  

 Extended protocol discriminator  Extended protocol discriminator   9.2  M  V  1  

 Security header type  Security header type   9.3  M  V  1/2  

 Spare half octet  Spare half octet   9.5  M  V  1/2  

 Authentication request message  identity  Message type   9.7  M  V  1  

 ngKSI   NAS key set identifier   9. 10 .3. 2 9  M  V  1/2  

 Spare half octet  Spare half octet   9.5  M  V  1/2  

21  Authentication parameter RAND  (5G authentication challenge)  Authentication parameter RAND   9. 10 .3. 1 3  O  TV  17  

20  Authentication parameter AUTN  (5G aut hentication challenge)  Authentication parameter AUTN   9. 10 .3. 1 4  O  TLV  18  

78  EAP message  EAP message   9. 10 . 2 . 2  O  TLV - E  7 - 1503  

 


Further to that, the figures 9.9.1.1 and 9.9.1.2 illustrate how a plain 5GS NAS message and a security protected 5GS NAS message consist of. Octet 2 of a plain 5GS NAS message contains the security header type associated with a half spare octet or PDU session identity while the octet of a security protected 5GS NAS message always contains security header type associated with a spare half octet.

We propose to align TS 24.501 and therefore correct the sub-clause 9.1.

	
	

	Summary of change:
	The sub-clause 9.1 is updated in order to indicate in the bullet items b) that the security header type associated with a half spare.

	
	

	Consequences if not approved:
	The text for the description of the general message format of every 5GS NAS message is incorrect as when a security header type is included in the octet 2 is it’s not associated with a spare half octet. The specification is not consistent itself as the NAS message described under clause 8 shows that a security hearder type is associated with a spare half octet. The lack of consistency in the specification can lead to different understanding by implementers.
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***** Next change *****
9.1
Overview

Within the protocols defined in the present document, every 5GS NAS message is a standard L3 message as defined in 3GPP TS 24.007 [11]. This means that the message consists of the following parts:

1)
if the message is a plain 5GS NAS message:

a)
extended protocol discriminator;

b)
security header type associated with a half spare octet or PDU session identity;

c)
procedure transaction identity;

d)
message type;

e)
other information elements, as required.

2)
if the message is a security protected 5GS NAS message:

a)
extended protocol discriminator;

b)
security header type associated with a half spare octet;

c)
message authentication code;

d)
sequence number;

e)
plain 5GS NAS message, as defined in item 1
The organization of a plain 5GS NAS message is illustrated in the example shown in figure .9.1.1.
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	Extended protocol discriminator
	octet 1

	Security header type associated with a spare half octet; or

PDU session identity
	octet 2

	Procedure transaction identity
	octet 2a*

	Message type
	octet 3

	
	octet 4

	Other information elements as required
	

	
	octet n


Figure .9.1.1: General message organization example for a plain 5GS NAS message

The PDU session identity and the procedure transaction identity are only used in messages with extended protocol discriminator 5GS session management. Octet 2a with the procedure transaction identity shall only be included in these messages.
The organization of a security protected 5GS NAS message is illustrated in the example shown in figure 9.1.2.
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	Extended protocol discriminator
	octet 1

	Security header type associated with a spare half octet
	octet 2

	
	octet 3

	Message authentication code
	

	
	

	
	octet 6

	Sequence number
	octet 7

	
	octet 8

	Plain 5GS NAS message
	

	
	octet n


Figure 9.1.2: General message organization example for a security protected 5GS NAS message

Unless specified otherwise in the message descriptions of clause 8 and Annex D, a particular information element shall not be present more than once in a given message.

When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The most significant bit of the field is represented by the highest numbered bit of the lowest numbered octet of the field. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field.
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