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1. Introduction

Back to 2017, RAN2, RAN3 and SA3 have agreed to enhance the existing RRC connection re-establishment procedure for Control Plane (CP) CIoT EPS optimisation in Rel-14 based on several rounds of LS coordination. Related LSes, RAN2 CRs, RAN3 CRs and SA3 CRs see references [1]-[11].

The use case is a radio link failure (RLF) was detected during the ongoing CIoT small data transfer over CP and the problem to be resolved is how to re-establish the RRC connection after RLF to maintain the service continuity of data transfer over CP. The end-to-end procedure for this can refer Annex A.

However, CT1 was not involved into related discussion but the final agreement actually added new NAS-AS interaction at the UE which requires CT1 alignment work. This paper attempts to analyse the required CT1 work for this topic based on the current situation in RAN2 and SA3.

2. Discussion

2.1 Current RAN2 situation
When the UE lower layers detect a RLF, for NB-IoT UE, as specified in TS 36.331 sub 5.3.11.3, it will initiate the RRC connection re-establishment procedure:
"2>
if AS security has not been activated:

3> if the UE is a NB-IoT UE:

4> if the UE supports RRC connection re-establishment for the Control Plane CIoT EPS optimisation:

5>
initiate the RRC connection re-establishment procedure as specified in 5.3.7;"
Then in TS 36.331 sub 5.3.7.4, the UE behaviour was specified as below:
"5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

……

1>
for a NB-IoT UE for which AS security has not been activated, set the ue-Identity as follows:

2>
request upper layers for calculated ul-NAS-MAC and ul-NAS-Count using the cellIdentity of the PCell in which the trigger for the re-establishment occurred;

2>
set the s-TMSI to the S-TMSI provided by upper layers;

2>
set the ul-NAS-MAC to the ul-NAS-MAC value provided by upper layers;

2>
set the ul-NAS-Count to the ul-NAS-Count value provided by upper layers;"
Observation #1: During the RRC connection re-establishment procedure triggered by RLF, the UE AS layer will request the NAS layer to calculate a ul-NAS-MAC and ul-NAS-Count and then provide them to the AS layer.
Furthermore, as per current TS 36.331, when the UE lower layers detect a RLF during an ongoing CIOT small data trasfer over CP, it will not send a transmission failure indication to the NAS layer due to, as shown above, the AS layer will trigger the RRC connection re-establishment procedure to continue the RRC connection. Hence, the CIoT data PDU can be sent to the target eNB in a smooth way.

Observation #2: There is no transmission failure indication from UE lower layers when a RLF was detected during an ongoing CIOT small data trasfer over CP.

2.2 Current SA3 situation
Considering the NB-IoT UE using CP CIoT EPS optimisation only has no AS security available, SA3, co-worked with RAN2 and RAN3, has agreed an enhenced security mechanism for the RRC connection re-establishment procedure triggered by RLF. Details were specified in TS 33.401 sub 7.4.4:

"In order to protect the the re-establishment procedure, the AS part of the UE triggers the NAS part of the UE to provide the UL_NAS_MAC and XDL_NAS_MAC. These parameter are used to show that the UE is requesting the re-establishment and that the UE is talking to a genuine network repsectively. 

The UE calculates a UL_NAS_MAC and XDL_NAS_MAC by using the curently used NAS integrity algorithm with the following inputs, KNASint as the key, the uplink NAS COUNT that would be used for the next uplink NAS message and, the Target Cell ID as the message to be protected to calculate NAS-MAC (see Annex B.2.1).

The uplink NAS COUNT is increased by the UE in exactly the same way as if it had sent a NAS message. The first 16 bits of NAS-MAC form UL_NAS_MAC and the last 16 bits form XDL_NAS_MAC, which is stored by the UE.

The UE shall send the RRCConntectionRestablishmentRequest message to the Target eNB and shall include S-TMSI, the 5 least significant bits (LSB) of the NAS COUNT that was used to calculate NAS-MAC and UL_NAS_MAC in the message. 

……

The MME shall set DL_NAS_MAC to the last 16 bits of NAS-MAC and send DL_NAS_MAC to the Target eNB in the Connection Establishment Indication message. The Target eNB shall send the DL_NAS_MAC to the UE in the RRCConnectionReestablisment message. The UE shall check that the received DL_NAS_MAC equal to the stored XDL_NAS_MAC. If so, the UE shall complete the re-establishment procedure."

One can see SA3 provided a consistent description with RAN2 on UE behaviour from security perspective. Additionally, based SA3 description, we could have:
Observation #3: The UE NAS layer calcuates a 32-bit NAS MAC using the existig paramers stored in the current NAS security context (i.e. NAS integrity algorithm, KNASint, UL NAS COUNT) together with Target Cell ID as the message to be protected provided by the AS layer.
Observation #4: The UE NAS layer only needs to provide the calcuated 32-bit NAS MAC and the 5 LSB of the UL NAS COUNT to the AS layer and the UE AS layer splits the 32-bit NAS-MAC to 16-bit UL_NAS_MAC and 16-bit XDL_NAS_MAC.
Observation #5: After the calculation of the NAS_MAC, the UE shall increase the uplink NAS COUNT by one.
2.3 Required CT1 work

Based on the current RAN2 and SA3 situation, the required CT1 alignment work includes:

(1) During the transport of user data via the control plane procedure, upon receipt of a new indication from lower layers on NAS-MAC calculation, the UE shall calculate an NAS_MAC as specified in 3GPP TS 33.401 [19]; and
(2) The UE NAS layer provides the calculated NAS_MAC and 5 LSB of the stored uplink NAS COUNT to lower layers.
Considering the RLF will not happen often, hence, it is reasonable to cover it as an abnormal case.

Proposal: CT1 covers the alignment work as an abnormal case of the transport of user data via the control plane procedure.

From Observation #2, here the RLF is different from the transmission failure of CIoT data PDU, for which it was already covered in current TS 24.301 sub 6.6.4.4 as below:

"b)
Transmission failure of the ESM DATA TRANSPORT message indication from lower layers

If lower layers indicate a TAI change and the current TAI is not in the TAI list, the transport of user data via the control plane procedure shall be aborted and re-initiated after successfully performing a tracking area updating procedure if the control plane CIoT EPS optimisation is still used and the user data exists. The "signalling active" flag shall be set in the TRACKING AREA UPDATE REQUEST message.


If lower layers indicate a TAI change, but the current TAI is still part of the TAI list, or the TAI has not changed, the transport of user data via the control plane procedure shall be re-initiated immediately if the user data still exists by including the ESM DATA TRANSPORT message in a CONTROL PLANE SERVICE REQUEST message."
3. Conclusion and Proposal

This paper analysed the required CT1 work for the enhancement of the existing RRC connection re-establishment procedure for Control Plane (CP) CIoT EPS optimisation based on the current situation in RAN2 and SA3.

Based on the discussion, below obervations were provided:

Observation #1: During the RRC connection re-establishment procedure triggered by RLF, the UE AS layer will request the NAS layer to calculate a ul-NAS-MAC and ul-NAS-Count and then provide them to the AS layer.

Observation #2: There is no transmission failure indication from UE lower layers when a RLF was detected during an ongoing CIOT small data trasfer over CP.

Observation #3: The UE NAS layer calcuates a 32-bit NAS MAC using the existig paramers stored in the current NAS security context (i.e. NAS integrity algorithm, KNASint, UL NAS COUNT) together with Target Cell ID as the message to be protected provided by the AS layer.

Observation #4: The UE NAS layer only needs to provide the calcuated 32-bit NAS MAC and the 5 LSB of the UL NAS COUNT to the AS layer and the UE AS layer splits the 32-bit NAS-MAC to 16-bit UL_NAS_MAC and 16-bit XDL_NAS_MAC.

Observation #5: After the calculation of the NAS_MAC, the UE shall increase the uplink NAS COUNT by one.

Based on these observations, we would propose:

Proposal: CT1 covers the alignment work as an abnormal case of the transport of user data via the control plane procedure.

The proposal is covered in CRs C1- 184325 for Rel-14 and C1- 184326 for Rel-15.
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Annex A: End-to-end procedure of RRC connection re-establishment procedure for CIoT CP optimisation
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