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***** First change *****
6.2.3
PDU session management

The SMF is responsible for the session management functions to provide the PDU connectivity service to the UE via the SM signalling between UE and SMF. The session management procedures includes:

a)
the UE-requested PDU session establishment procedure;

b)
the PDU session authentication and authorization procedure;

c)
the UE-requested PDU session modification procedure;
d)
the network-requested PDU session modification procedure;
e)
the UE-requested PDU session release procedure; and

f)
the network-requested PDU session release procedure.

A UE may establish multiple PDU sessions, to the same data network or to different data networks, via 3GPP and via and Non-3GPP access networks at the same time.

The session management messages between UE and SMF are transferred via AMF as specified in subclause 8.3.
***** Next change *****
6.3.1.1
General

The purpose of the PDU session authentication and authorization procedure is to enable the DN:

a)
to authenticate the upper layers of the UE, when establishing the PDU session;

b)
to authorize the upper layers of the UE, when establishing the PDU session;

c)
both of the above; or

d)
to re-authenticate the upper layers of the UE after establishment of the PDU session.

The PDU session authentication and authorization procedure can be performed only during or after the UE-requested PDU session procedure establishing a non-emergency PDU session. The PDU session authentication and authorization procedure shall not be performed during or after the UE-requested PDU session establishment procedure establishing an emergency PDU session.

The network authenticates the UE using the Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [32].

EAP has defined four types of EAP messages:

a)
an EAP-request message;

b)
an EAP-response message;

c)
an EAP-success message; and

d)
an EAP-failure message.

The EAP-request message is transported from the network to the UE using the PDU SESSION AUTHENTICATION COMMAND message of the PDU EAP message reliable transport procedure.

The EAP-response message to the EAP-request message is transported from the UE to the network using the PDU SESSION AUTHENTICATION COMPLETE message of the PDU EAP message reliable transport procedure.

If the PDU session authentication and authorization procedure is performed during the UE-requested PDU session establishment procedure:

a)
and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT ACCEPT message.

b)
and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure:

a)
and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE using the PDU SESSION AUTHENTICATION RESULT message of the PDU EAP result message transport procedure.

b)
and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the PDU SESSION RELEASE COMMAND message of the network-requested PDU session release procedure.

There can be several rounds of exchange of an EAP-request message and a related EAP-response message for the DN to complete the authentication and authorization of the request for a PDU session (see example in figure 6.3.1.1).

The SMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [34] subclause 4.3 to infinite value.

NOTE:
The PDU session authentication and authorization procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer of the SMF do not occur.
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Figure 6.3.1.1: PDU session authentication and authorization procedure
***** Next change *****
6.3.2.3
Network-requested PDU session modification procedure accepted by the UE
Upon receipt of the PDU SESSION MODIFICATION COMMAND message, if the UE provided a DNN for the establishment of the PDU session, the UE shall stop timer T3396, if it is running for the DNN provided by the UE. If the UE did not provide a DNN for the establishment of the PDU session and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop the timer T3396 associated with no DNN if it is running. If the PDU SESSION MODIFICATION COMMAND message was received for an emergency PDU session, the UE shall not stop the timer T3396 associated with no DNN if it is running.
Upon receipt of the PDU SESSION MODIFICATION COMMAND message, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running.
Upon receipt of the PDU SESSION MODIFICATION COMMAND message, if the UE provided an S-NSSAI for the establishment of the PDU session, the UE shall stop timer T35ef, if it is running for the S-NSSAI provided by the UE. If the UE did not provide an S-NSSAI for the establishment of the PDU session and the request type was different from "initial emergency request", the UE shall stop the timer T35ef associated with no S-NSSAI if it is running. If the PDU SESSION MODIFICATION COMMAND message was received for an emergency PDU session, the UE shall not stop the timer T35ef associated with no S-NSSAI if it is running.
Editor's note: it is FFS whether to stop the timer T35ef in the procedures above.
The UE shall replace the stored authorized QoS rules, session-AMBR and mapped EPS bearer contexts of the PDU session with the received value(s), if any, in the PDU SESSION MODIFICATION COMMAND message. And if a new EPS bearer identity parameter in QoS rules IE is received for a QoS flow which can be transferred to EPS, the UE shall update the association between the QoS flow and the mapped EPS bearer context, based on the new EPS bearer identity and the mapped EPS bearer contexts. If the "Delete existing EPS bearer" operation code in the Mapped EPS bearer contexts IE was received, the UE shall discard the association between the QoS flow and the corresponding mapped EPS bearer context.
Upon receipt of a PDU SESSION MODIFICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, if the UE accepts the PDU SESSION MODIFICATION COMMAND message, the UE considers the PDU session as modified and the UE shall create a PDU SESSION MODIFICATION COMPLETE message.

If the PDU SESSION MODIFICATION COMMAND message contains the PTI value allocated in the UE-requested PDU session modification procedure, the UE shall stop the timer T3581. The UE should ensure that the PTI value assigned to this procedure is not released immediately.

NOTE 1:
The way to achieve this is implementation dependent. For example, the UE can ensure that the PTI value assigned to this procedure is not released during the time equal to or greater than the default value of timer T3591.

While the PTI value is not released, the UE regards any received PDU SESSION MODIFICATION COMMAND message with the same PTI value as a network retransmission (see subclause 7.3.1).
If the selected SSC mode of the PDU session is "SSC mode 3" and the PDU SESSION MODIFICATION COMMAND message includes 5GSM cause #39 "reactivation requested", the UE can provide to the upper layers the PDU session address lifetime if received in the PDU session address lifetime PCO parameter of the Extended protocol configuration options IE of the PDU SESSION MODIFICATION COMMAND message, and the UE should re-initiate the UE-requested PDU session establishment procedure with a new PDU session ID as specified in subclause 6.4.1 for the PDU session type, the SSC mode, the DNN, and the S-NSSAI if provided in the UE-requested PDU session establishment procedure of the present PDU session, after the completion of the network-requested PDU session modification procedure. The UE shall include the PDU session ID of the old PDU session which is about to get released in the old PDU session ID IE of the UL NAS TRANSPORT message that transports the PDU SESSION ESTABLISHMENT REQUEST message.

NOTE 2:
The UE is expected to maintain the PDU session for which the PDU SESSION MODIFICATION COMMAND message including 5GSM cause #39 "reactivation requested" is received during the time indicated by the PDU session address lifetime value or until receiving an indication from upper layers (e.g. that the old PDU session is no more needed).
If the selected PDU session type of the PDU session is "Unstructured" or "Ethernet", the UE supports inter-system change from N1 mode to S1 mode, the UE does not support establishment of a PDN connection for the PDN type set to "non-IP" in S1 mode, and the parameters list field of one or more QoS rules received in the QoS rules IE of the PDU SESSION MODIFICATION COMMAND message contains an EPS bearer identity (EBI) then the UE shall locally remove the EPS bearer identity (EBI) from the parameters list field of such one or more QoS rules.
The UE shall transport the PDU SESSION MODIFICATION COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5.
Upon receipt of a PDU SESSION MODIFICATION COMPLETE message, the SMF shall stop timer T3591 and shall consider the PDU session as modified. If the selected SSC mode of the PDU session is "SSC mode 3" and the PDU SESSION MODIFICATION COMMAND message included 5GSM cause #39 "reactivation requested", the SMF shall start timer T3593. If the PDU Session Address Lifetime value is sent to the UE in the PDU SESSION MODIFICATION COMMAND message then timer T3593 shall be started with the same value, otherwise it shall use a default value.
***** Next change *****
6.5.3
5GSM status received in the SMF
If the SMF receives a 5GSM STATUS message the SMF shall take different actions depending on the received 5GSM cause value:

#81

(Invalid PTI value);

The SMF shall abort any ongoing 5GSM procedure related to the received PTI value and stop any related timer.

#97
(Message type non-existent or not implemented).

The SMF shall abort any ongoing 5GSM procedure related to the PTI or PDU session Id and stop any related timer.
The local actions to be taken by the SMF on receipt of a 5GSM STATUS message with any other 5GSM cause value are implementation dependent.
***** Next change *****
8.2.29.1
Message definition

The 5GMM STATUS message is sent by the UE or by the AMF at any time to report certain error conditions. See table 8.2.28.1.1.

Message type:
5GMM STATUS

Significance:

local

Direction:


both

Table 8.2.29.1.1: 5GMM STATUS message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	5GMM STATUS message identity
	Message type

9.7
	M
	V
	1

	
	5GMM cause
	5GMM cause

9.10.3.2
	M
	V
	1


***** End of change *****
