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	Recent updates in 33.501 mandates the ABBA parameter at 5G based primary authentication by inclusion in the AUTHENTICATION REQUEST message. This change needs to be reflected in stage 3.
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***** First change *****
5.4.1.3.2
Authentication initiation by the network

The network may initiate a 5G AKA based primary authentication and key agreement procedure for a UE in 5GMM-CONNECTED mode at any time. For restrictions applicable after handover or inter-system change to N1 mode in 5GMM-CONNECTED mode, see subclause 5.4.1.2.3.

The network initiates the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3560 (see example in figure 5.4.1.3.2.1). The AUTHENTICATION REQUEST message contains the ABBA parameter and the parameters necessary to calculate the authentication response (see 3GPP TS 33.501 [24]).
If an ngKSI is contained in an initial NAS message during a 5GMM procedure, the network shall include a different ngKSI value in the AUTHENTICATION REQUEST message when it initiates a 5G AKA based primary authentication and key agreement procedure.
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Figure 5.4.1.3.2.1: 5G AKA based primary authentication and key agreement procedure
***** Next change *****
8.2.1
Authentication request

8.2.1.1
Message definition

The AUTHENTICATION REQUEST message is sent by the AMF to the UE to initiate authentication of the UE identity. See table 8.2.1.1.1.

Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to UE
Table 8.2.1.1.1: AUTHENTICATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Authentication request message identity
	Message type

9.7
	M
	V
	1

	
	ngKSI 
	NAS key set identifier

9.10.3.29
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	21
	Authentication parameter RAND (5G authentication challenge)
	Authentication parameter RAND

9.10.3.13
	O
	TV
	17

	20
	Authentication parameter AUTN (5G authentication challenge)
	Authentication parameter AUTN

9.10.3.14
	O
	TLV
	18

	78
	EAP message
	EAP message

9.10.2.2
	O
	TLV-E
	7-1503

	x
	ABBA
	ABBA

9.10.3.x
	O
	TLV
	TBD


***** Next change *****
8.2.1.y
ABBA
ABBA IE is included if the AUTHENTICATION REQUEST message is used in a 5G AKA based primary authentication and key agreement procedure.

***** Next change *****
9.10.3.x
ABBA

The purpose of the ABBA information element is to enable the bidding down protection of security features that can be introduced in later releases of the present document.

The ABBA information element is coded as shown in figure 9.10.3.x.1 and table 9.10.3.x.1.
The ABBA is a type 4 information element with a minimum length of 3 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	ABBA IEI
	octet 1

	Length of ABBA contents
	octet 2

	ABBA
	octet 3

octet n


Figure 9.10.3.x.1: ABBA information element
Table 9.10.3.x.1: ABBA information element
	ABBA (octet 3 to octet n), minimum length of one octet.

ABBA as described in 3GPP TS 33.501 [24].




***** End of changes *****
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