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1. Abstract
This discussion paper proposes:

-
how to align generation of KAUSF, KSEAF and KAMF in 24.501 with stage-2 in TS 33.501 v15.1.0; and
-
how to specify creation of partial native 5G NAS security context;

during the EAP based primary authentication.
2. Discussion
TS 33.501 v15.1.0 states:
-------------

6.1.3.1
Authentication procedure for EAP-AKA'

...

The selection of using EAP-AKA' is described in sub-clause 6.1.2 of the present document. 
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 Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'
The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:

...

11.
The SEAF shall send the EAP Success message to the UE in the N1 message. This message shall also include the ngKSI and the ABBA parameter. The SEAF shall set the ABBA to the default value of all zeros.  

NOTE 4: 
Step 11 could be NAS Security Mode Command. 

NOTE 5: 
The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later.  

The key received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key, KSEAF in the sense of the key hierarchy in sub-clause 6.2 of the present document. The SEAF shall then derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7 and send it to the AMF. On receiving the EAP-Success message, the UE derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The ME uses the first 256 bits of the EMSK as the KAUSF and then calculates  KSEAF in the same way as the AUSF. The UE shall derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex  A.7.
...
B.2.1
EAP TLS 

B.2.1.1
Security procedures

...

21.
The SEAF forwards the EAP-Success message to the UE and the authentication procedure is finished. This message also includes the ngKSI and the ABBA parameter. The SEAF shall set the ABBA to the default value of all zeros. Then the SEAF derives the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7, and provides the ngKSI and the KAMF to the AMF.
On receiving the EAP-Success message, the UE derives EMSK and uses the first 256 bits of the EMSK as the KAUSF and then calculates KSEAF in the same way as the AUSF. The UE derives the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7.
NOTE 3:
Step 21 could be NAS Security Mode Command. 

NOTE 4: 
The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later. 

...
-------------

Observation-1: according to TS 33.501 v15.1.0, when EAP based primary authentication is performed, the UE is provided with EAP-success, ngKSI and ABBA in the same N1 message.

Observation-2: according to TS 33.501 v15.1.0, when EAP based primary authentication is performed, ngKSI is NOT provided before sending of EAP-Success.
24.501 v15.0.0 states:

-------------

If the authentication of the UE completes successfully and the serving AMF intends to initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure, then the EAP-success message is transported from the network to the UE using the SECURITY MODE COMMAND message of the security mode control procedure (see subclause 5.4.2).

If the authentication of the UE completes successfully and the serving AMF does not intend to initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure, then the EAP-success message is transported from the network to the UE using the AUTHENTICATION RESULT message of the EAP result message transport procedure.

NOTE 1:
The serving AMF will not initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure e.g. in case of AMF relocation during registration procedure.

-------------
Observation-3: according to TS 24.501 v15.0.0, the UE is provided with EAP-success either in SECURITY MODE COMMAND or in AUTHENTICATION RESULT.
Proposal-1: ngKSI inclusion in AUTHENTICATION REQUEST needs to be made optional, to be included only when 5G-AKA' based primary authentication is performed.

Proposal-2: SECURITY MODE COMMAND carrying EAP-success needs to be extended to carry:


-
ABBA; and


-
EAP ngKSI, associated with the EAP-based primary authentication.
NOTE 1:
The existing ngKSI indicates the partial native 5G NAS security context to be taken into use. Given that the EAP based primary authentication procedure and security mode command procedure are independent, the EAP ngKSI associated with the EAP-based primary authentication might be different from the ngKSI indicating the partial native 5G NAS security context to be taken into use.

Proposal-3: AUTHENTICATION RESULT needs to be extended to carry ABBA.

TS 33.501 v15.1.0 (text introduced in SA3 agreed S3-181990 and SA3 agreed S3-181993) states:

-------------

6.1.3.1
Authentication procedure for EAP-AKA'

...

The selection of using EAP-AKA' is described in sub-clause 6.1.2 of the present document. 
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:

...
11.
The SEAF shall send the EAP Success message to the UE in the N1 message. This message shall also include the ngKSI and the ABBA parameter. The SEAF shall set the ABBA to the default value of all zeros.  

NOTE 4: 
Step 11 could be NAS Security Mode Command. 

NOTE 5: 
The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later.  

The key received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key, KSEAF in the sense of the key hierarchy in sub-clause 6.2 of the present document. The SEAF shall then derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7 and send it to the AMF. On receiving the EAP-Success message, the UE derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The ME uses the first 256 bits of the EMSK as the KAUSF and then calculates  KSEAF in the same way as the AUSF. The UE shall derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex  A.7.
...
B.2.1
EAP TLS 

B.2.1.1
Security procedures

...

21.
The SEAF forwards the EAP-Success message to the UE and the authentication procedure is finished. This message also includes the ngKSI and the ABBA parameter. The SEAF shall set the ABBA to the default value of all zeros. Then the SEAF derives the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7, and provides the ngKSI and the KAMF to the AMF.
On receiving the EAP-Success message, the UE derives EMSK and uses the first 256 bits of the EMSK as the KAUSF and then calculates KSEAF in the same way as the AUSF. The UE derives the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7.
NOTE 3:
Step 21 could be NAS Security Mode Command. 

NOTE 4: 
The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later. 

...
-------------

Observation-4: according to TS 33.501 v15.1.0, when EAP based primary authentication is performed, the UE derives EMSK, KAUSF, KSEAF and KAMF  upon receiving EAP-success.
Conclusion-1: as the UE is required to generate KAMF  only upon receiving EAP-success and as the EAP-success reception ends the EAP authentication, the UE needs to generate the EMSK, KAUSF, KSEAF and KAMF  and create the partial native 5G NAS security context upon receiving EAP-success.
Proposal-4: upon receiving EAP-success, the UE generates the EMSK, KAUSF, KSEAF and KAMF  and creates the partial native 5G NAS security context.
NOTE 2:
if EAP-Success in provided in SECURITY MODE COMMAND which ends the EAP based primary authentication and SECURITY MODE COMMAND also brings the partial native 5G NAS security context into use, the partial native 5G NAS security context immediately becomes the full native 5G NAS security context.

3. Conclusions

Observation-1: according to TS 33.501 v15.1.0, when EAP based primary authentication is performed, the UE is provided with EAP-success, ngKSI and ABBA in the same N1 message.

Observation-2: according to TS 33.501 v15.1.0, when EAP based primary authentication is performed, ngKSI is NOT provided before sending of EAP-Success.
Observation-3: according to TS 24.501 v15.0.0, the UE is provided with EAP-success either in SECURITY MODE COMMAND or in AUTHENTICATION RESULT.
Proposal-1: ngKSI inclusion in AUTHENTICATION REQUEST needs to be made optional, to be included only when 5G-AKA' based primary authentication is performed.

Proposal-2: SECURITY MODE COMMAND carrying EAP-success needs to be extended to carry:


-
ABBA; and


-
EAP ngKSI, associated with the EAP-based primary authentication.

NOTE 1:
The existing ngKSI indicates the partial native 5G NAS security context to be taken into use. Given that the EAP based primary authentication procedure and security mode command procedure are independent, the EAP ngKSI associated with the EAP-based primary authentication might be different from the ngKSI indicating the partial native 5G NAS security context to be taken into use.

Proposal-3: AUTHENTICATION RESULT needs to be extended to carry ABBA.

Observation-4: according to TS 33.501 v15.1.0, when EAP based primary authentication is performed, the UE derives EMSK, KAUSF, KSEAF and KAMF  upon receiving EAP-success.
Conclusion-1: as the UE is required to generate KAMF  only upon receiving EAP-success and as the EAP-success reception ends the EAP authentication, the UE needs to generate the EMSK, KAUSF, KSEAF and KAMF  and create the partial native 5G NAS security context upon receiving EAP-success.
Proposal-4: upon receiving EAP-success, the UE generates the EMSK, KAUSF, KSEAF and KAMF  and creates the partial native 5G NAS security context.
NOTE 2:
if EAP-Success in provided in SECURITY MODE COMMAND which ends the EAP based primary authentication and SECURITY MODE COMMAND also brings the partial native 5G NAS security context into use, the partial native 5G NAS security context immediately becomes the full native 5G NAS security context.

4. Proposal

It is proposed to discuss the above and agree the above.

It is proposed to agree C1-184051.
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