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1. Introduction
<Introduction part >

2. Reason for Change
5GMM cause #9 "UE identity cannot be derived by the network" is already introduced in the specification, but how the network uses it when the network rejects registration/service requests, is not specified.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 V1.1.1.
* * * First Change * * * *

5.3.1.2
Release of the N1 NAS signalling connection

The signalling procedure for the release of the N1 NAS signalling connection is initiated by the network.

In N1 mode, upon indication from lower layers that the access stratum connection has been released, the UE shall enter 5GMM-IDLE mode and consider the N1 NAS signalling connection released.
If the UE is configured for eCall only mode as specified in 3GPP TS 31.102 [20] then:

-
if the N1 NAS signalling connection that was released had been established for eCall over IMS, the UE shall start timer T3444; and

-
if the N1 NAS signalling connection that was released had been established for a call to an HPLMN designated non-emergency MSISDN or URI for test or terminal reconfiguration service, the UE shall start timer T3445.

NOTE:
Timers T3444 and T3445 are specified in 3GPP TS 24.301 [15].
To allow the network to release the N1 NAS signalling connection, the UE:

a)
shall start the timer T3540 if the UE receives any of the 5GMM cause values #11, #12, #13 (not applicable to the service request procedure);

b)
shall start the timer T3540 if:

1)
the UE receives a REGISTRATION ACCEPT message;

2)
the UE has not set the "follow-on request pending" indication in the REGISTRATION REQUEST message;

3)
the UE has not included the Uplink data status IE in the REGISTRATION REQUEST message;
4)
the UE has not included the Allowed PDU session status IE in the REGISTRATION REQUEST message;
5)
the registration for mobility and periodic registration update procedure has been initiated in 5GMM-IDLE mode; and

6)
the user-plane resources for PDU sessions have not been set up;

c)
shall start the timer T3540 if the UE receives a REGISTRATION REJECT message indicating:

the 5GMM cause value #9 or #10;

d)
shall start the timer T3540 if the UE receives a SERVICE REJECT message indicating:

the 5GMM cause value #9 or #10; and

e)
shall start the timer T3540 if:

1)
the UE receives a CONFIGURATION UPDATE COMMAND message indicating registration requested with new allowed NSSAI information included; and

2)
the user-plane resources for PDU sessions have not been set up.

Upon expiry of T3540,
-
in cases a) and b), the UE shall locally release the established NAS signalling connection;

-
in cases c) and d) the UE shall locally release the established N1 NAS signalling connection and the UE shall initiate the registration procedure as described in subclause 5.5.1.2.2 or 5.5.1.3.2; or

-
in case e), the UE shall locally release the established N1 NAS signalling connection and perform a new registration procedure as specified in subclause 5.5.1.3.2.
In case b),

-
upon an indication from the lower layers that the user-plane resources for PDU sessions are set up, the UE shall stop timer T3540 and may send uplink signalling via the existing N1 NAS signalling connection or user data via user plane. If the uplink signalling is associated with emergency services fallback or establishing a PDU session for emergency services, the UE shall stop timer T3540 and send the uplink signalling via the existing NAS signalling connection; or

-
upon receipt of a DEREGISTRATION REQUEST message, the UE shall stop timer T3540 and respond to the network-initiated de-registration request as specified in subclause 5.5.2.3.

In case c),

-
upon an indication from the lower layers that the access stratum connection has been released, the UE shall stop timer T3540 and perform a new registration procedure as specified in subclause 5.5.1.2.2 or 5.5.1.2.3.

-
upon receiving a request from upper layers to send NAS signalling associated with emergency services fallback or establishing a PDU session for emergency services, the UE shall stop timer T3540 and shall locally release the NAS signalling connection, before proceeding as specified in subclause 5.5.1.

In case d),

-
upon an indication from the lower layers that the RRC connection has been released, the UE shall stop timer T3540 and perform a new registration procedure as specified in subclause 5.5.1.2.2 or 5.5.1.2.3.

-
upon receiving a request from upper layers to send NAS signalling associated with emergency services fallback or establishing a PDU session for emergency services, the UE shall stop timer T3540 and shall locally release the NAS signalling connection, before proceeding as specified in subclause 5.5.1.

In case e),

-
upon an indication from the lower layers that the RRC connection has been released, the UE shall stop timer T3540 and perform a new registration procedure as specified in subclause 5.5.1.3.2.

* * * Next Change * * * *

5.5.1.3.5
Mobility and periodic registration update not accepted by the network
If the mobility and periodic registration update request cannot be accepted by the network, the AMF shall send a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value.
The UE shall take the following actions depending on the 5GMM cause value received in the REGISTRATION REJECT message.

#3

(Illegal UE);

#6

(Illegal ME);
#7

(5GS services not allowed);

The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall consider the USIM as invalid for 5GS services until switching off or the UICC containing the USIM is removed. The UE shall delete the list of equivalent PLMNs and shall move to 5GMM-DEREGISTERED state.


If the UE is operating in single-registration mode, the UE shall handle 4G-GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the normal tracking area updating procedure is rejected with the EMM cause with the same value. The USIM shall be considered as invalid also for non-EPS services until switching off or the UICC containing the USIM is removed. If the UE is in EMM-REGISTERED state, the UE shall move to EMM-DEREGISTERED state.
#9

(UE identity cannot be derived by the network);


The UE shall set the 5GS update status to 5U2 NOT UPDATED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall enter the state 5GMM-DEREGISTERED.


If the rejected request was not for initiating a PDU session for emergency services, the UE shall subsequently, automatically initiate the initial registration procedure.
NOTE 1:
User interaction is necessary in some cases when the UE cannot re-activate the PDU session(s) automatically.

If the UE is operating in single-registration mode, the UE shall handle 4G-GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the normal tracking area updating procedure is rejected with the EMM cause with the same value.
#10
(implicitly de-registered);


The UE shall enter the state 5GMM-DEREGISTERED.NORMAL-SERVICE. The UE shall delete any mapped 5G security context or partial native 5G security context.


If the rejected request was not for initiating a PDU session for emergency services, the UE shall perform a new initial registration procedure.

NOTE 2:
User interaction is necessary in some cases when the UE cannot re-activate the PDU session(s) automatically.

If the UE is operating in single-registration mode and the UE is in EMM-REGISTERED state, the UE shall move to EMM-DEREGISTERED state.
#11
(PLMN not allowed);


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall store the PLMN identity in the "forbidden PLMN list", delete the list of equivalent PLMNs, reset the registration attempt counter and enter the state 5GMM-DEREGISTERED.PLMN-SEARCH. The UE shall perform a PLMN selection according to 3GPP TS 23.122 [5].

If the UE is operating in single-registration mode, the UE shall in addition delete any 4G-GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the normal tracking area updating procedure is rejected with the EMM cause with the same value. The UE shall move to EMM-DEREGISTERED state.

#12
(Tracking area not allowed);


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall reset the registration attempt counter.

The UE shall store the current TAI in the list of "5GS forbidden tracking areas for regional provision of service" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE.

If the UE is operating in single-registration mode, the UE shall handle 4G-GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the normal tracking area updating procedure is rejected with the EMM cause with the same value.

#13
(Roaming not allowed in this tracking area);


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall delete the list of equivalent PLMNs and reset the registration attempt counter.

The UE shall store the current TAI in the list of "5GS forbidden tracking areas for roaming" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE or optionally 5GMM-DEREGISTERED.PLMN-SEARCH. The UE shall perform a PLMN selection according to 3GPP TS 23.122 [5].

If the UE is operating in single-registration mode, the UE shall handle 4G-GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the normal tracking area updating procedure is rejected with the EMM cause with the same value.

#22
(Congestion).


If the T3346 value IE is present in the REGISTRATION REJECT message and the value indicates that this timer is neither zero nor deactivated, the UE shall proceed as described below, otherwise it shall be considered as an abnormal case and the behaviour of the UE for this case is specified in subclause 5.5.1.3.6.

The UE shall abort the mobility and periodic registration update procedure. If the rejected request was not for initiating a PDU session for emergency services, the UE shall set the 5GS update status to 5U2 NOT UPDATED and change to state 5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE.

The UE shall stop timer T3346 if it is running.


If the REGISTRATION REJECT message is integrity protected, the UE shall start timer T3346 with the value provided in the T3346 value IE.


If the REGISTRATION REJECT message is not integrity protected, the UE shall start timer T3346 with a random value from the default range specified in 3GPP TS 24.008 [12].

The UE stays in the current serving cell and applies the normal cell reselection process. The mobility and periodic registration update procedure is started, if still necessary, when timer T3346 expires or is stopped.
#27
(N1 mode not allowed).

The UE capable of S1 mode shall disable the N1 mode radio capability (see subclause 4.9).
* * * Next Change * * * *

5.6.1.5
Service request procedure not accepted by the network
If the service request cannot be accepted, the network shall return a SERVICE REJECT message to the UE including an appropriate 5GMM cause value and stop timer T3517.
If the AMF needs to initiate PDU session status synchronisation or a PDU session status IE was included in the SERVICE REQUEST message, the AMF shall include a PDU session status IE in the SERVICE REJECT message to indicate which PDU sessions associated with the access type the SERVICE REJECT message is sent over are active in the AMF. If the PDU session status IE is included in the SERVICE REJECT message, then the UE shall deactivate all those PDU sessions locally (without peer-to-peer signalling between the network and the UE) which are active on the UE side associated with the access type the SERVICE REJECT message is sent over, but are indicated by the AMF as being inactive.

On receipt of the SERVICE REJECT message, if the message is integrity protected, the UE shall stop timer T3517 if running. If the SERVICE REJECT message was received without integrity protection, then the UE shall discard the message.

If the service request for mobile originated services is rejected due to general NAS level mobility management congestion control, the network shall set the 5GMM cause value to #22 "congestion" and assign a value for back-off timer T3346.
If the AMF determines that the UE is in a non-allowed area or is not in an allowed area as specified in subclause 5.3.5, then:

a)
if the service type IE in the SERVICE REQUEST message is set to "signalling" or "data", the AMF shall send a SERVICE REJECT message with the 5GMM cause value set to #28 "Restricted service area";

b)
otherwise, if the service type IE in the SERVICE REQUEST message is set to "mobile terminated services", "emergency services", "emergency services fallback" or "high priority access", the AMF shall continue the process as specified in subclause 5.6.1.4 unless for other reasons the service request cannot be accepted.

The UE shall take the following actions depending on the 5GMM cause value received in the SERVICE REJECT message.

#3

(Illegal UE);

#6

(Illegal ME); or
#7

(5GS services not allowed).

The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall consider the USIM as invalid for 5GS services until switching off or the UICC containing the USIM is removed. The UE shall enter the state 5GMM-DEREGISTERED.


If S1 mode is supported by the UE, the UE shall handle the EMM parameters EMM state, GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the service request procedure is rejected with the EMM cause with the same value. The USIM shall be considered as invalid also for non-EPS services until switching off or the UICC containing the USIM is removed.
NOTE 1:
The possibility to configure a UE so that the radio transceiver for a specific radio access technology is not active, although it is implemented in the UE, is out of scope of the present specification.

#9

(UE identity cannot be derived by the network);


The UE shall set the 5GS update status to 5U2 NOT UPDATED (and shall store it according to subclause 5.1.3.2.2) and shall delate any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall enter the state 5GMM-DEREGISTERED.

If the service request was initiated for emergency services fallback, the UE shall attempt to select an E-UTRA cell connected to EPC or 5GC according to the emergency services support indicator. If the UE finds a suitable E-UTRA cell, it then proceeds with the appropriate EMM or 5GMM procedures.

If the service request was initiated for any reason other than emergency services fallback or initiating a PDU session for emergency services, the UE shall perform a new initial registration procedure.
NOTE 2:
User interaction is necessary in some cases when the UE cannot re-activate the PDU session(s) automatically.

If the UE is operating in the single-registration mode, the UE shall handle the EMM parameters EMM state, GUTI, last visited registered TAI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the service request procedure is rejected with the EMM cause with the same value.
#10

(Implicitly de-registered).

The UE shall enter the state 5GMM-DEREGISTERED.NORMAL-SERVICE. The UE shall delete any mapped 5G NAS security context or partial native 5G NAS security context.

If the rejected request was not for initiating a PDU session for emergency services, the UE shall perform a new initial registration procedure.

NOTE 3:
User interaction is necessary in some cases when the UE cannot re-activate the PDU session(s) automatically.

If S1 mode is supported by the UE, the UE shall handle the EMM state as specified in 3GPP TS 24.301 [15] for the case when the service request procedure is rejected with the EMM cause with the same value.
#22
(Congestion).


If the T3346 value IE is present in the SERVICE REJECT message and the value indicates that this timer is neither zero nor deactivated, the UE shall proceed as described below, otherwise it shall be considered as an abnormal case and the behaviour of the UE for this case is specified in subclause 5.6.1.6.

If the rejected request was not for initiating a PDU session for emergency services, the UE shall abort the service request procedure and enter state 5GMM-REGISTERED, and stop timer T3517 if still running.


The UE shall stop timer T3346 if it is running.


If the SERVICE REJECT message is integrity protected, the UE shall start timer T3346 with the value provided in the T3346 value IE.


If the SERVICE REJECT message is not integrity protected, the UE shall start timer T3346 with a random value from the default range specified in 3GPP TS 24.008 [12].

For all other cases the UE stays in the current serving cell and applies normal cell reselection process. The service request procedure is started, if still necessary, when timer T3346 expires or is stopped.
#27
(N1 mode not allowed).

The UE capable of S1 mode shall disable the N1 mode radio capability (see subclause 4.9).
#28
(Restricted service area).

The UE shall perform the mobility registration update procedure.
* * * Next Change * * * *

10.2
Timers of 5GS mobility management

Timers of 5GS mobility management are shown in table 10.2.1 and table 10.2.2
Table 10.2.1: Timers of 5GS mobility management – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3510
	TBD
	5GMM-REGISTERED-INITIATED
	Transmission of REGISTRATION REQUEST message
	REGISTRATION ACCEPT message received or REGISTRATION REJECT message received
	Retransmission of REGISTRATION REQUEST message

	T3502
	TBD
	5GMM-REGISTERED
	At registration failure and the attempt counter is equal to 5
	Transmission of REGISTRATION REQUEST message
	Initiation of the registration procedure, if still required

	T3511
	TBD
	5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION
5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE
	At registration failure due to lower layer failure, T3510 timeout or registration rejected with other 5GMM cause values than those treated in subclause 5.5.1.2.5 for initial registration or subclause 5.5.1.3.5 for mobility and periodic registration
	Transmission of REGISTRATION REQUEST message
	Retransmission of the REGISTRATION REQUEST, if still required

	T3512
	TBD
	5GMM-REGISTERED
	In 5GMM-REGISTERED, when 5GMM-CONNECTED mode is left
	When entering state 5GMM-DEREGISTERED or when entering 5GMM-CONNECTED mode
	Initiation of the periodic registration procedure if the UE is not registered for emergency services.
Locally deregister if the UE is registered for emergency services

	T3516
	TBD
	5GMM-REGISTERED-INITIATED

5GMM-REGISTERED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	RAND and RES stored as a result of an 5G authentication challenge
	SECURITY MODE COMMAND received

SERVICE REJECT received

REGISTRATION ACCEPT received

AUTHENTICATION REJECT received

AUTHENTICATION FAILURE sent

5GMM-DEREGISTERED, 5GMM-NULL or

5GMM-IDLE mode entered
	Delete the stored RAND and RES

	T3517
	TBD
	5GMM-SERVICE-REQUEST-INITIATED
	Transmission of SERVICE REQUEST message
	SERVICE ACCEPT message received, or

SERVICE REJECT message received
	Abort the procedure

	T3520
	TBD
	5GMM-REGISTERED-INITIATED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (5GMM cause = #20 "MAC failure", #21 "synch failure", #26 "non-5G authentication unacceptable" or #29 “ngKSI already in use”) sent
	AUTHENTICATION REQUEST received or AUTHENTICATION REJECT received

or

SECURITY MODE COMMAND received

when entering 5GMM-IDLE mode

indication of transmission failure of AUTHENTICATION FAILURE message from lower layers
	On first expiry, the UE should consider the network as false and follow item g of subclause 5.4.1.3.7, if the UE is not registered for emergency services.

On first expiry, the UE will follow subclause 5.4.1.3.7 under "For items c, d, e and f:", if the UE is registered for emergency services.

	T3521
	TBD
	5GMM-DEREGISTERED-INITIATED
	Transmission of DEREGISTRATION REQUEST message when de-registration procedure is not due to a "switch off"
	DEREGISTRATION ACCEPT message received
	Retransmission of DEREGISTRATION REQUEST message

	T3540
	TBD
	5GMM-REGISTERED-INITIATED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	REGISTRATION REJECT, DEREGISTRATION REQUEST, with any of the 5GMM cause #8, #11, #12 or #13

SERVICE REJECT received with any of the 5GMM cause #8, #11, #12 or #13
	N1 NAS signalling connection released

PDU sessions have been set up
	Release the NAS signalling connection for the cases a) and b) as described in subclause 5.3.1.2

	
	
	5GMM-DEREGISTERED
5GMM-DEREGISTERED.NORMAL-SERVICE
	REGISTRATION REJECT, SERVICE REJECT with the 5GMM cause #9 or #10
	N1 NAS signalling connection released
	Release the NAS signalling connection for the cases c) as described in subclause 5.3.1.2 and initiation of the registration procedure as specified in subclause 5.5.1.2.2 or 5.5.1.3.2

	Non-3GPP de-registration timer
	Default 54 min.

NOTE 1

NOTE 2
	All 5GMM state over non-3GPP access except 5GMM-DEREGISTERED over non-3GPP access
	Entering 5GMM-IDLE mode over non-3GPP access
	N1 NAS signalling connection over non-3GPP access established or when entering state 5GMM-DEREGISTERED over non-3GPP access
	Implicitly de-register the UE for non-3GPP access on 1st expiry

	NOTE 1:
The value of this timer is provided by the network operator during the registration procedure.

NOTE 2:
The default value of this timer is used if the network does not indicate a value in the REGISTRATION ACCEPT message and the UE does not have a stored value for this timer.


Editor's note:
The exact default value of the non-3GPP de-registration timer is FFS.

Table 10.2.2: Timers of 5GS mobility management – AMF side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3550
	TBD
	5GMM-COMMON-PROCEDURE-INITIATED
	Transmission of REGISTRATION ACCEPT message at initial registration.

Transmission of REGISTRATION ACCEPT message with 5G-GUTI at mobility or periodic registration
	REGISTRATION COMPLETE message received
	Retransmission of REGISTRATION ACCEPT message

	T3560
	TBD
	5GMM-COMMON-PROCEDURE-INITIATED
	AUTHENTICATION REQUEST message sent

SECURITY MODE COMMAND message sent
	AUTHENTICATION RESPONSE message received

AUTHENTICATION FAILURE message received
SECURITY MODE COMPLETE message received

SECURITY MODE REJECT message received
	Retransmission of AUTHENTICATION REQUEST message or SECURITY MODE COMMAND message

	T3570
	TBD
	5GMM-COMMON-PROCEDURE-INITIATED
	Transmission of IDENTITY REQUEST message
	IDENTITY RESPONSE message received
	Retransmission of IDENTITY REQUEST message

	T3513
	TBD
	5GMM-REGISTERED
	Paging procedure initiated
	Paging procedure completed as specified in subclause 5.6.2.2.1
	Network dependent

	T3522
	TBD
	5GMM-DEREGISTERED-INITIATED
	Transmission of DEREGISTRATION REQUEST message
	DEREGISTRATION ACCEPT message received
	Retransmission of DEREGISTRATION REQUEST message

	T3555
	TBD
	5GMM-REGISTERED
	Transmission of CONFIGURATION UPDATE COMMAND message with Acknowledgement requested flag IE
	CONFIGURATION UPDATE COMPLETE message received
	Retransmission of CONFIGURATION UPDATE COMMAND message

	T3565
	TBD
	5GMM-REGISTERED
	Transmission of NOTIFICATION message
	SERVICE REQUEST message received
NOTIFICATION RESPONSE message received
	Retransmission of NOTIFICATION message

	Mobile reachable timer
	NOTE 1 
	All except 5GMM-DEREGISTERED
	Entering 5GMM-IDLE mode
	N1 NAS signalling connection established
	Network dependent, but typically paging is halted on 1st expiry, and start implicit de-registration timer, if the UE is not registered for emergency services.
Implicitly de-register the UE which is registered for emergency services

	Implicit de-registration timer
	NOTE 2
	All except 5GMM-DEREGISTERED
	The mobile reachable timer expires while the network is in 5GMM-IDLE mode
	N1 NAS signalling connection established
	Implicitly detach the UE on 1st expiry

	Non-3GPP implicit de-registration timer
	NOTE 3
	All except 5GMM-DEREGISTERED
	Entering 5GMM-IDLE mode over non-3GPP access
	N1 NAS signalling connection over non-3GPP access established
	Implicitly de-register the UE for non-3GPP access on 1s expiry

	NOTE 1:
The default value of this timer is 4 minutes greater than T3512. If the UE is registered for emergency services, the value of this timer is set equal to T3512.

NOTE 2:
The value of this timer is network dependent. If MICO is activated, the default value of this timer is 4 minutes greater than T3512.

NOTE 3:
The value of this timer is network dependent. The default value of this timer is 4 minutes greater than the non-3GPP de-registration timer.


* * * Next Change * * * *

A.1
Causes related to UE identification
Cause #3 – Illegal UE


This 5GMM cause is sent to the UE when the network refuses service to the UE either because an identity of the UE is not acceptable to the network or because the UE does not pass the authentication check.

Cause #6 – Illegal ME


This 5GMM cause is sent to the UE if the ME used is not acceptable to the network, e.g. blacklisted.

Cause #9 – UE identity cannot be derived by the network.


This 5GMM cause is sent to the UE when the network cannot derive the UE's identity from the 5G-GUTI or 5G-S-TMSI because of e.g. no matching identity/context in the network, failure to validate the UE's identity due to integrity check failure of the received message.
Cause #10 – Implicitly de-registered

This 5GMM cause is sent to the UE either if the network has implicitly de-registered the UE, e.g. after the implicit de-registration timer has expired, or if the 5GMM context data related to the subscription does not exist in the AMF e.g. because of a AMF restart, or because of a registration request for mobility or registration update is routed to a new AMF.
