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1
Overall description
CT1 thanks SA2 and SA3 for their LS on initial NAS message protection.
CT1 has discussed the initial NAS message protection defined in SA3 TS TS 33.501 v15.0.0 subclause 6.4.6 and would like to provide below information.

Based on SA2's LS response on the IEs (UE identity, Requested NSSAI, Last registered TAI, UE security information, Additional GUTI, indication that the UE is moving from EPC (called “UE status” in CT1) to be sent in the clear, CT1 noted that this SA3 feature could not be to enhance confidentiality and privacy protection of key NAS IEs in 5GS. This is because many identity and capability related NAS IEs (e.g. UE identity, UE security capability, S-NSSAIs, etc.) have been indicated by both SA2 and SA3 to be sent in cleartext. On the other hand, CT1 identified essential NAS protocol impacts on both UE and network sides, which CT1 has not fully analysed as CT1 is not aware of the reasons behind this enhancement. Hence CT1 like to understand justification for the work for this enhancement and would ask below questions:
Question#1 to SA3: What are technical problems resolved by this SA3 feature and what real benefits gained from this SA3 feature in case many identity and capability related NAS IEs are still sent in clear?

Question#2 to SA3: Based on which criteria SA3 decide some IEs need to be unciphered while others need to be ciphered?

Question#3 to SA3: Whether this initial NAS message protection is mandatory or optional for the UE and/or the network?

CT1 would also like to understand the criteria SA2 for determining these IEs are to be sent in the clear. Note some IEs included in the initial NAS messages (e.g. UE's usage setting) may not have been considered by SA2 and, any new IEs, CT1 decides to add to the initial NAS messages in the future would need to be considered to be sent in clear or ciphered. Hence CT1 needs to understand the applied criteria and logic.
Question#4 to SA2: Based on which criteria SA2 made the conclusion in the LS S2-184510 that some IEs need to be unciphered while others need to be ciphered?
Furthermore, several companies noted that there may be impacts on stage 2 procedure flows (e.g. registration procedure with AMF change and the integrity check fails at the old AMF) but nothing mentioned in the LS S2-184510.

Question#5 to SA2: Whether SA2 has evaluated possible impacts on stage 2 procedure flow for this SA3 feature? 

2
Actions
To SA3
ACTION: 
CT1 kindly asks SA3 to answer questions #1, #2 and #3.
To SA2
ACTION: 
CT1 kindly asks SA2 to answer question3 #4 and #5.
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