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1. Introduction
There is an editor's note in subclause 8.2.2 that needs to be addressed:

Editor's note:
The value of next header field is FFS.
According to RFC4303, the Next Header field is used to indicate the type of data contained in the payload data field:

The Next Header is a mandatory, 8-bit field that identifies the type
of data contained in the Payload Data field, e.g., an IPv4 or IPv6
packet, or a next layer header and data. The value of this field is
chosen from the set of IP Protocol Numbers defined on the web page of
the IANA, e.g., a value of 4 indicates IPv4, a value of 41 indicates
IPv6, and a value of 6 indicates TCP.

For message transport over Non-3GPP access, the signalling IPsec SA is dedicated to only transport NAS messages, so the traffic type is same (and all are NAS messages). So both the UE and N3IWF can determine the type of payload in an ESP packet by checking only the value of SPI field. If it is determined that the payload is for "signalling IPsec SA", it will be forwarded via the associated N2 connection. Therefore there is no use for the Next Header field, and it would simply be ignored. However since Next Header is a mandatory field, it is proposed to set the field to 'FF' (reserved value).
2. Reason for Change

It is proposed to set the Next Header field to 'FF' and clarify that this field is to be ignored.
The Editor's note is removed.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502.
* * * First Change * * * *

8.2.2
ESP encapsulation

When NAS messages are transported over Non-3GPP access between the UE and N3IWF, all the messages shall be encapsulated by ESP protocol in transport mode as specified in IETF RFC 4303 [11].
Editor's note: whether the UE and the N3IWF shall exchange the NAS messages via the TCP connection for exchange of NAS messages is FFS.

Editor's note: it is FFS towards which TCP port the UE establishes the TCP connection.

Editor's note: framing of NAS messages (i.e. determining when a particular NAS message ends and another NAS message starts) is FFS.
ESP packet format is shown in figure 8.2.2-1,

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (NAS message)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x


Figure 8.2.2-1: ESP packet format

In the ESP packet,

a)
the ESP Security Parameter Index is corresponding to the signalling IPsec SA; and
b)
the value of next header field shall be set to'FF' and ignored by the UE and the N3IWF.


* * * End Change * * * *

