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1. Introduction
The latest version of TS 24.501 is V1.1.1.

2. Reason for Change

It has been identified a number of editorials in the latest version of the TS and some minor errors which need to be fixed.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501V1.1.1.
* * * First Change * * * *

4.3.4
Change or determination of IMS voice availability

If the UE operates in single-registration mode, whenever the IMS voice availability is determined or changes, the UE shall execute procedures according to table 4.3.4.1:
Table 4.3.4.1: Change of IMS voice availability for a UE in single-registration mode
	Change of IMS voice available condition
	Procedure to execute

	"IMS voice not available" over 3GPP access and the UE’s usage setting is "voice centric"
	Disable the N1 mode radio capabilities (see subclause 4.9)



* * * Next Change * * * *

4.4.2.1
General

The security parameters for authentication, integrity protection and ciphering are tied together in a 5G NAS security context and identified by a key set identifier (ngKSI). The relationship between the security parameters is defined in 3GPP TS 33.501 [22].

Before security can be activated, the AMF and the UE need to establish a 5G NAS security context. Usually, the 5G NAS security context is created as the result of a primary authentication and key agreement procedure between the AMF and the UE. Alternatively, during inter-system change from S1 mode to N1 mode, the AMF and the UE derive a mapped 5G NAS security context from an EPS security context that has been established while the UE was in S1 mode.
The 5G NAS security context is taken into use by the UE and the AMF, when the AMF initiates a NAS security mode control procedure or during the inter-system change procedure from S1 mode to N1 mode. The 5G NAS security context which has been taken into use by the network most recently is called current 5G NAS security context. This current 5G NAS security context can be of type native or mapped, i.e. originating from a native 5G NAS security context or mapped 5G NAS security context.
The key set identifier ngKSI is assigned by the AMF either during the primary authentication and key agreement procedure or, for the mapped 5G NAS security context, during the inter-system change procedure. The ngKSI consists of a value and a type of security context parameter indicating whether a 5G NAS security context is a native 5G NAS security context or a mapped 5G NAS security context. When the 5G NAS security context is a native 5G NAS security context, the ngKSI has the value of KSIAMF, and when the current 5G NAS security context is of type mapped, the ngKSI has the value of KSIASME.
The 5G NAS security context which is indicated by an ngKSI can be taken into use to establish the secure exchange of NAS messages when a new N1 NAS signalling connection is established without executing a new primary authentication and key agreement procedure (see subclause 5.4.1) or when the AMF initiates a security mode control procedure. For this purpose the initial NAS messages (i.e. REGISTRATION REQUEST, DEREGISTRATION REQUEST and SERVICE REQUEST) and the SECURITY MODE COMMAND message contain an ngKSI in the NAS key set identifier IE indicating the current 5G NAS security context used to integrity protect the NAS message.
In the present document, when the UE is required to delete an ngKSI, the UE shall set the ngKSI to the value "no key is available" and consider also the associated keys KAMF or K'AMF, 5G NAS ciphering key and 5G NAS integrity key invalid (i.e. the 5G NAS security context associated with the ngKSI as no longer valid).

NOTE:
In some specifications the term ciphering key sequence number might be used instead of the term key set identifier (KSI).

As described in the subclause 4.8 in order to interwork with E-UTRAN connected to EPC, the UE supporting both S1 mode and N1 mode can operate in either single-registration mode or dual-registration mode. A UE operating in dual-registration mode shall independently maintain and use both EPS security context (see 3GPP TS 24.301 [15]) and 5G NAS security context. During inter-system change to S1 mode, the UE operating in dual-registration mode shall take into use an EPS security context and follow the handling of this security context as specified in 3GPP TS 24.301 [15]. However, during inter-system change to N1 mode, the UE operating in dual-registration mode shall take into use a 5G NAS security context and follow the handling of this security context as described in the present specification. A UE operating in single-registration mode shall maintain and use only 5G NAS security context and follow the handling of this security context as described in the present specification.

The UE and the AMF need to be able to maintain two 5G NAS security contexts simultaneously, i.e. a current 5G NAS security context and a non-current 5G NAS security context, since:

a)
after a 5G re-authentication, the UE and the AMF can have both a current 5G NAS security context and a non-current 5G NAS security context which has not yet been taken into use (i.e. a partial native 5G NAS security context); and

b)
after an inter-system change from S1 mode to N1 mode, the UE and the AMF can have both a mapped 5G NAS security context, which is the current 5G NAS security context, and a non-current native 5G NAS security context that was created during a previous access in N1 mode.

The number of 5G NAS security contexts that need to be maintained simultaneously by the UE and the AMF is limited by the following requirements:

a)
After a successful 5G (re-)authentication, which creates a new partial native 5G NAS security context, the AMF and the UE shall delete the non-current 5G NAS security context, if any;
b)
When a partial native 5G NAS security context is taken into use through a security mode control procedure, the AMF and the UE shall delete the previously current 5G NAS security context;
c)
When the AMF and the UE create a 5G NAS security context using null integrity and null ciphering algorithm during an initial registration procedure for emergency services, or a registration procedure for mobility and periodic registration update for a UE that has a PDU session for emergency services (see subclause 5.4.2.2), the AMF and the UE shall delete the previous current 5G NAS security context;
d)
When a new mapped 5G NAS security context or 5G NAS security context created using null integrity and null ciphering algorithm is taken into use during the inter-system change from S1 mode to N1 mode, the AMF and the UE shall not delete the previously current native 5G NAS security context, if any. Instead, the previously current native 5G NAS security context shall become a non-current native 5G NAS security context, and the AMF and the UE shall delete any partial native 5G NAS security context;


If no previously current native 5G NAS security context exists, the AMF and the UE shall not delete the partial native 5G NAS security context, if any;
e)
When the AMF and the UE derive a new mapped 5G NAS security context during inter-system change from S1 mode to N1 mode, the AMF and the UE shall delete any existing current mapped 5G NAS security context;
f)
When a non-current full native 5G NAS security context is taken into use by a security mode control procedure, then the AMF and the UE shall delete the previously current mapped 5G NAS security context; and

g)
When the UE or the AMF moves from 5GMM-REGISTERED to 5GMM-DEREGISTERED state, if the current 5G NAS security context is a mapped 5G NAS security context and a non-current full native 5G NAS security context exists, then the non-current 5G NAS security context shall become the current 5G NAS security context. Furthermore, the UE and the AMF shall delete any mapped 5G NAS security context or partial native 5G NAS security context.

The UE shall mark the 5G NAS security context on the USIM or in the non-volatile memory as invalid when the UE initiates an initial registration procedure as described in subclause 5.5.1,2 or when the UE leaves state 5GMM-DEREGISTERED for any other state except 5GMM-NULL.

The UE shall store the current native 5G NAS security context as specified in annex C and mark it as valid only when the UE enters state 5GMM-DEREGISTERED from any other state except 5GMM-NULL or when the UE aborts the initial registration procedure without having left 5GMM-DEREGISTERED.
* * * Next Change * * * *

4.5.1
General

When the UE wants to access the 5GS, the UE must first perform access control checks to determine if the access is allowed. Access control checks shall be perfomed for the access attempts defined by the following list of events:

a)
the UE is in 5GMM-IDLE mode over 3GPP access and an event that requires a transition to 5GMM-CONNECTED mode occurs; and

b)
the UE is in 5GMM-CONNECTED mode over 3GPP access or 5GMM-CONNECTED mode with RRC inactive indication and one of the following events occurs:

1)
5GMM receives an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication from upper layers;

2)
5GMM receives a request from upper layers to send a mobile originated SMS over NAS unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode;

3)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session establishment unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode;

4)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session modification unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode; and

5)
5GMM receives a request to re-establish the user-plane resources for an existing PDU session.

NOTE 1:
5GMM specific procedures initiated by NAS in 5GMM-CONNECTED mode are not subject to access control, e.g. a registration procedure after PS handover will not be prevented by access control (see subclause 5.5).

Editor's note:
Whether other events need to be considered in 5GMM-CONNECTED mode or 5GMM-CONNECTED mode with RRC inactive indication, is FFS.

When the NAS detects one of the above events, the NAS needs to perform the mapping of the kind of request to one or more access identities and one access category and lower layers will perform access barring checks for that request based on the determined access identities and access category.

NOTE 2:
The NAS is aware of the above events through indications provided by upper layers or when determing the need to start 5GMM procedures through normal NAS behaviour, or both.

To determine the access identities and the access category for a request, the NAS checks the reason for access, types of service requested and profile of the UE including UE configurations, against a set of access identities and access categories defined in 3GPP TS 22.261 [3], namely:

a)
a set of standardized access identities;

b)
a set of standardized access categories; and

c)
a set of operator-defined access categories, if available.

For the purpose of determining the applicable access identities from the set of standardized access identities defined in 3GPP TS 22.261 [3], the NAS shall follow the requirements set out in subclause 4.5.2 and the rules and actions defined in table 4.5.2.1.

For the purpose of determining the applicable access category from the set of standardized access categories and operator-defined access categories defined in 3GPP TS 22.261 [3], the NAS shall follow the requirements set out in subclause 4.5.2 and the rules and actions defined in table 4.5.2.2.

* * * Next Change * * * *

4.8.1
General

In order to interwork with E-UTRAN connected to EPC, the UE supporting both S1 mode and N1 mode can operate in single-registration mode or dual-registration mode (see 3GPP TS 23.501 [8]). Support of single-registration mode is mandatory for UEs supporting both S1 mode and N1 mode.

During the EPS attach procedure (3GPP TS 24.301 [15]) or initial registration procedure (see subclause 5.5.1.2), the mode for intersystem interworking is selected if the UE supports both S1 mode and N1 mode, and the network supports intersystem interworking.
* * * Next Change * * * *

5.4.1.2.2.3
UE successfully authenticates network
If a USIM is present and the SNN check is successful, the UE shall handle the EAP-request/AKA'-challenge message specified in IETF RFC 5448 [37]. The USIM shall derive CK and IK and compute the authentication response (RES) using the 5G authentication challenge data received from the ME, and pass RES to the ME. The ME shall derive CK’ and IK’ from CK and IK. Furthermore, the ME shall generate KAUSF, KSEAF, KAMF and MAC as described in 3GPP TS 33.501 [22] and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [31].

If the EAP-request/AKA'-challenge message contains AT_RESULT_IND attribute, the UE may include AT_RESULT_IND attribute in the EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [37].

* * * Next Change * * * *

5.4.1.2.4.2
EAP message reliable transport procedure initiation by the network

In order to initiate the EAP message reliable transport procedure, the AMF shall create an AUTHENTICATION REQUEST message.
The AMF shall set the EAP message IE of the AUTHENTICATION REQUEST message to the EAP-request message to be sent to the UE.

The AMF shall send the AUTHENTICATION REQUEST message to the UE, and the AMF shall start timer T3560 (see example in figure 5.4.1.2.4.2.1).
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Figure 5.4.1.2.4.2.1: EAP message reliable transport procedure

Upon receipt of an AUTHENTICATION REQUEST message with the EAP message IE, the UE handles the EAP message received in the EAP message IE of the AUTHENTICATION REQUEST message.

* * * Next Change * * * *

5.4.1.2.4.3
EAP message reliable transport procedure accepted by the UE
The UE shall create an AUTHENTICATION RESPONSE message.
If the received EAP message is an EAP-request message, the UE shall set the EAP message IE of the AUTHENTICATION RESPONSE message to the EAP-response message responding to the received EAP-request message.

The UE shall send the AUTHENTICATION RESPONSE message to the AMF.
Upon receipt of an AUTHENTICATION RESPONSE message, the AMF shall stop timer T3560. If the EAP message IE is included in the AUTHENTICATION RESPONSE message, the AMF handles the EAP message received in the EAP message IE of the AUTHENTICATION RESPONSE message.
* * * Next Change * * * *

5.4.1.3.1
General
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on a key KAMF (see 3GPP TS 33.501 [22]). The cases when the 5G AKA based primary authentication and key agreement procedure is used are defined in 3GPP TS 33.501 [22].

The 5G AKA based primary authentication and key agreement procedure is always initiated and controlled by the network. However, the UE can reject the 5G authentication challenge sent by the network.

The UE shall proceed with a 5G authentication challenge only if a USIM is present.

A partial native 5G NAS security context is established in the UE and the network when an 5G authentication is successfully performed. During a successful 5G AKA based primary authentication and key agreement procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute a new key, KAMF. KAMF is stored in the 5G NAS security contexts (see 3GPP TS 33.501 [22]) of both the network and in the volatile memory of the ME while registered to the network, and is the root for the 5GS integrity protection and ciphering key hierarchy.

The 5G AKA based primary authentication and key agreement procedure is initiated by an AUTHENTICATION REQUEST message without the EAP message IE.
* * * Next Change * * * *

5.4.1.3.3
Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.1.3.5, the UE shall process the 5G authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful 5G authentication challenge, the UE shall determine the PLMN identity to be used for the calculation of the new KAMF from the 5G authentication challenge data according to the following rules:

a)
When the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and

b)
After handover or inter-system handover to N1 mode,

1)
if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;

2)
if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and

3)
if the target cell is a shared network cell and the UE has a valid 4G-GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.

Editor's note:
Security context coordination between EPS and 5GS is FFS.

Upon a successful 5G authentication challenge, the new KAMF calculated from the 5G authentication challenge data shall be stored in a new 5G NAS security context in the volatile memory of the ME.

The USIM will compute the authentication response (RES) using the 5G authentication challenge data received from the ME, and pass RES to the ME. From the RES, RES* is then generated according to Annex A of 3GPP TS 33.501 [22].
In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES*, in the volatile memory of the ME. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the ME shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES*. If there is no valid stored RAND in the ME or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the ME shall pass the RAND to the USIM, shall override any previously stored RAND and RES* with the new ones and start, or reset and restart timer T3516.

The RAND and RES* values stored in the ME shall be deleted and timer T3516, if running, shall be stopped:

a)
upon receipt of a

1)
SECURITY MODE COMMAND message,

2)
SERVICE REJECT message,
3)
REGISTRATION REJECT message,

4)
REGISTRATION ACCEPT message, or

5)
AUTHENTICATION REJECT message;

b)
upon expiry of timer T3516;

1)
if the UE enters the 5GMM state 5GMM-DEREGISTERED or 5GMM-NULL; or

2)
if the UE enters 5GMM-IDLE mode.

* * * Next Change * * * *

5.4.1.3.6
Authentication not accepted by the UE

In the 5G authentication challenge, the UE shall check the 5G authentication challenge data (RAND, AUTN and ngKSI) received in the AUTHENTICATION REQUEST message to verify authenticity of the 5G core network.
The ME shall check that ngKSI received in the AUTHENTICATION REQUEST message is not already in use. The ME shall forward the RAND and AUTN to the USIM to check.
The UE may reject the core network due to an incorrect, AUTN or ngKSI parameter. If the UE has to reject the 5G authentication challenge, the UE shall return AUTHENTICATION FAILURE message to the network with a cause value indicating the reason for the failure (see 3GPP TS 33.501 [22]).

Incorrect 5G authentication challenge data contains four possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #20 "MAC failure". The UE shall then follow the procedure described in subclause 5.4.1.3.7, item c.
b)
Non-5G authentication unacceptable:


If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is set to 0, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #26 "non-5G authentication unacceptable" (see subclause 6.1.3 in 3GPP TS 33.501 [22]). The UE shall then follow the procedure described in subclause 5.4.1.3.7, item d.
c) 
ngKSI already in use


If the UE detects that ngKSI received in the AUTHENTICATION REQUEST message is already in use in the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #29 "ngKSI already in use". The UE shall then follow the procedure described in subclause 5.4.1.3.7, item e. 

d)
SQN failure:


If the UE finds the sequence number SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #21 "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [21]). The UE shall then follow the procedure described in subclause 5.4.1.3.7, item f.
If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3516, if running.
If the UE has a PDU session for emergency services established or is establishing such a PDU session, additional UE requirements are specified in subclause 5.4.1.3.7, under "for items c, d, e and f".
* * * Next Change * * * *

5.4.1.3.7
Abnormal cases

a)
Lower layer failure:


Upon detection of lower layer failure before the AUTHENTICATION RESPONSE message is received, the network shall abort the procedure.

b)
Expiry of timer T3560:


The network shall, on the first expiry of the timer T3560, retransmit the AUTHENTICATION REQUEST message and shall reset and start timer T3560. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3560, the network shall abort the authentication procedure and any ongoing 5GMM specific procedure and release the N1 NAS signalling connection.

c)
Authentication failure (5GMM cause #20 "MAC failure"):


The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #20 "MAC failure" according to subclause 5.4.1.3.6, to the network and start timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may initiate the identification procedure described in subclause 5.4.3. This is to allow the network to obtain the SUCI from the UE. The network may then check that the 5G-GUTI originally used in the 5G authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may also terminate the authentication procedure (see subclause 5.4.1.3.5).


If the mapping of 5G-GUTI to SUPI in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge information as normal. If the mapping of 5G-GUTI to SUPI in the network was correct, the network should terminate the authentication procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).

If the network is validated successfully (an AUTHENTICATION REQUEST message that contains a valid SQN and MAC is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST message while T3520 is running, and the MAC value cannot be resolved, the UE shall follow the procedure specified in this subclause, item c, starting again from the beginning, or if the message contains a UMTS authentication challenge, the UE shall follow the procedure specified in item d. If the SQN is invalid, the UE shall proceed as specified in item f.


[image: image2.emf]UE

AMF

Stop T3520

AUTHENTICATION REQUEST

Start T3520

Stop T3560

AUTHENTICATION FAILURE (cause = "xxx")

Start T3560

AUTHENTICATION REQUEST

Stop T3560

AUTHENTICATION RESPONSE

Start T3560


Figure 5.4.1.3.7.1: Authentication failure during 5G AKA based primary authentication and key agreement procedure

d)
Authentication failure (5GMM cause #26 "non-5G authentication unacceptable"):

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #26 "non-5G authentication unacceptable", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 "non-5G authentication unacceptable", the network may initiate the identification procedure described in subclause 5.4.3. This is to allow the network to obtain the SUCI from the UE. The network may then check that the 5G-GUTI originally used in the 5G authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.
NOTE 2:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 "non-5G authentication unacceptable", the network may also terminate the authentication procedure (see subclause 5.4.1.3.5).


If the mapping of 5G-GUTI to SUPI in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge information as normal. If the mapping of 5G-GUTI to SUPI in the network was correct, the network should terminate the authentication procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).
e)
Authentication failure (5GMM cause #29 "ngKSI already in use"):

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #29 "ngKSI already in use", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #29 "ngKSI already in use", the network performs necessary actions to select a new ngKSI and send the same 5G authentication challenge to the UE.

NOTE 3:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #29 "ngKSI already in use", the network may also re-initiate the authentication procedure (see subclause 5.4.1.3.2).


Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge information as normal.

f)
Authentication failure (5GMM cause #21 "synch failure"):


The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #21 "synch failure", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the 5GMM cause #21 "synch failure", the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the AMF to delete all unused authentication vectors for that SUPI and obtain new vectors from the UDM/AUSF. When re-synchronisation is complete, the network shall initiate the authentication procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3520, if running.

NOTE 4:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with 5GMM cause #21 "synch failure", the network may terminate the authentication procedure by sending an AUTHENTICATION REJECT message.


If the network is validated successfully (a new AUTHENTICATION REQUEST message is received which contains a valid SQN and MAC) while T3520 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


Upon receipt of an AUTHENTICATION REJECT message, the UE shall perform the actions as specified in subclause 5.4.1.3.5.
g)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 38.304 [26]). The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN or if the new ngKSI was already in use.
Editor's note:
It is FFS if the RRC will provide the barring service.
h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the authentication procedure is triggered by a mobility registration update procedure)


The UE shall stop the timer T3520, if running, and re-initiate the mobility registration update procedure.

i)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


The UE shall stop the timer T3520, if running.


If the current TAI is not in the TAI list, the authentication procedure shall be aborted and a mobility registration update procedure shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.

j)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication without TAI change from lower layers (if the authentication procedure is triggered by a service request procedure)


The UE shall stop the timer T3520, if running. It is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.
k)
Lower layers indication of non-delivered NAS PDU due to handover


If the AUTHENTICATION REQUEST message could not be delivered due to an intra AMF handover and the target TA is included in the TAI list, then upon successful completion of the intra AMF handover the AMF shall retransmit the AUTHENTICATION REQUEST message. If a failure of handover procedure is reported by the lower layer and the N1 NAS signalling connection exists, the AMF shall retransmit the AUTHENTICATION REQUEST message.

For items c, d, e, and f whether or not the UE is registered for emergency services:


The UE shall stop timer T3520, if the timer is running and the UE enters 5GMM-IDLE mode, e.g. upon detection of a lower layer failure, release of the N1 NAS signalling connection, or as the result of an inter-system handover to S1 mode.


The UE shall deem that the network has failed the authentication check or assume that the authentication is not genuine and proceed as described in item g above if any of the following occurs:

-
the timer T3520 expires;

-
the UE detects any combination of the authentication failures: 5GMM causes #20 "MAC failure", #21 "synch failure", #26 "non-5G authentication unacceptable" or #29 “ngKSI already in use”, during three consecutive 5G authentication challenges. The 5G authentication challenges shall be considered as consecutive only, if the 5G authentication challenges causing the second and third authentication failure are received by the UE, while the timer T3520 started after the previous authentication failure is running.

For items c, d, e, and f:


Depending on local requirements or operator preference for emergency services, if the UE has a PDU session for emergency services established or is establishing a PDU session for emergency services, the AMF need not follow the procedures specified for the authentication failure specified in the present subclause. The AMF may respond to the AUTHENTICATION FAILURE message by initiating the security mode control procedure selecting the "null integrity protection algorithm" 5G-IA0, null ciphering algorithm 5G-EA0 or may abort the authentication procedure and continue using the current security context, if any. The AMF shall release all non-emergency PDU sessions, if any, by initiating a PDU session release procedure. If there is an ongoing PDU session establishment procedure, the AMF shall release all non-emergency PDU sessions upon completion of the PDU session establishment procedure. The network shall consider the UE to be registered for emergency services.


If a UE has a PDU session for emergency services established or is establishing a PDU session for emergency services and sends an AUTHENTICATION FAILURE message to the AMF with the 5GMM cause appropriate for these cases (#20, #21, #26, or #29 respectively) and receives the SECURITY MODE COMMAND message before the timeout of timer T3520, the UE shall deem that the network has passed the authentication check successfully, stop timer T3520, respectively, and execute the security mode control procedure.

If a UE has a PDU session for emergency services established or is establishing a PDU session for emergency services when timer T3520 expires, the UE shall not deem that the network has failed the authentication check and not behave as described in item g. Instead the UE shall continue using the current security context, if any, release all non-emergency PDU sessions, if any, by initiating UE-requested PDU session release procedure. If there is an ongoing PDU session establishment procedure, the UE shall release all non-emergency PDU sessions upon completion of the PDU session establishment procedure. The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521) if:

-
they were running and stopped when the UE received the AUTHENTICATION REQUEST message and detected an authentication failure;

-
the procedures associated with these timers have not yet been completed.

The UE shall consider itself to be registered for emergency services.
* * * Next Change * * * *

5.4.2.2
NAS security mode control initiation by the network
The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3560 (see example in figure 5.4.2.2).

The AMF shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:

a)
to take into use the security context created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or

b)
upon receipt of REGISTRATION REQUEST message including an eKSI, if the AMF wishes to create a mapped 5G NAS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).

The AMF shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the 5GS integrity key based on KAMF or mapped K'AMF indicated by the ngKSI included in the message. The AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context".

Editor's note:
Handling at emergency registration and emergency PDU sessions is FFS.

Upon receipt of a REGISTRATION REQUEST message including an eKSI, if the AMF does not have the valid current 5GS security context indicated by the UE, the AMF shall indicate the use of the new mapped 5G NAS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system.

Editor's note:
Handling at non-existing 5G NAS security context indicated by the UE when an emergency PDU session exists is FFS.

While having a current mapped 5G NAS security context with the UE, if the AMF wants to take the native 5G NAS security context into use, the AMF shall include the ngKSI that indicates the native 5G NAS security context in the SECURITY MODE COMMAND message.

The AMF shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. E-UTRAN if the UE included them in the message to network), the replayed nonceUE when creating a mapped 5G NAS security context and if the UE included it in the message to the network, the selected 5GS ciphering and integrity algorithms and the ngKSI.

The AMF shall include both the nonceAMF and the nonceUE when creating a mapped 5G NAS security context during inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode.

The AMF may initiate a SECURITY MODE COMMAND in order to change the 5G security algorithms for a current 5G NAS security context already in use. The AMF re-derives the 5G NAS keys from KAMF with the new 5G algorithm identities as input and provides the new 5GS algorithm identities within the SECURITY MODE COMMAND message. The AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context".
If, during an ongoing registration procedure, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the REGISTRATION REQUEST message, but before sending a response to that message) and the REGISTRATION REQUEST message does not successfully pass the integrity check at the AMF, the AMF shall calculate the HASHAMF of the entire plain REGISTRATION REQUEST message as described in 3GPP TS 33.501 [22] and shall include the HASHAMF in the SECURITY MODE COMMAND message.
Additionally, the AMF may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

If the AMF does not support interworking procedures without N26 interface and the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message, the AMF shall select ciphering and integrity algorithms to be used in the EPS and indicate them to the UE via the Selected EPS NAS security algorithms IE in the SECURITY MODE COMMAND message.

NOTE 2:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.
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Figure 5.4.2.2: Security mode control procedure

* * * Next Change * * * *

5.4.2.1
General
The purpose of the NAS security mode control procedure is to take an 5G NAS security context into use, and initialise and start NAS signalling security between the UE and the AMF with the corresponding 5G NAS keys and 5G NAS security algorithms.
Furthermore, the network may also initiate the security mode control procedure in the following cases:

a)-
in order to change the 5G NAS security algorithms for a current 5G NAS security context already in use; and

b)
in order to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [22], subclause 8.3.1.4.2.
For restrictions concerning the concurrent running of a security mode control procedure with other security related procedures in the AS or inside the core network see 3GPP TS 33.501 [22], subclause 6.5.3.6.
* * * Next Change * * * *

5.4.2.3
NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to the latest values that the UE sent to the network. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'AMF (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped 5G NAS security context and the ngKSI matches the current 5G NAS security context, if it is a mapped 5G NAS security context).

Editor's note:
Handling at emergency PDU sessions is FFS.

Editor's note:
Handling of "null algorithms" is FFS.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native 5G NAS security context held in the UE while the UE has a mapped 5G NAS security context as the current 5G NAS security context, the UE shall take the non-current native 5G NAS security context into use which then becomes the current native 5G NAS security context and delete the mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5G NAS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

a)
the SECURITY MODE COMMAND message is received in order to take a 5G NAS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)
the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5G NAS security context, if it is a mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted and a new 5G NAS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm"5G-IA0 as the selected NAS integrity algorithm, the UE shall:

-
if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5G NAS security context to 0;

-
otherwise the UE shall set the downlink NAS COUNT of this new 5G NAS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.

If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5GS NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceAMF and the nonceUE, then the UE shall either:

-
generate K'AMF from both the nonceAMF and the nonceUE as indicated in 3GPP TS 33.501 [22];or

-
check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5G NAS security context, in order not to re-generate the K'AMF.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5G NAS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.

If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure, the SECURITY MODE COMMAND message includes a HASHAMF, the UE shall compare HASHAMF with a hash value locally calculated as described in 3GPP TS 33.501 [22] from the entire plain REGISTRATION REQUEST message that the UE had sent to initiate the procedure. If HASHAMF and the locally calculated hash value are different, the UE shall include the complete REGISTRATION REQUEST message which the UE had previously sent in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.

If, prior to receiving the SECURITY MODE COMMAND message, the UE had sent an initial NAS message containing a limited set of IEs needed to establish security context, the UE shall include the complete initial message in the NAS SECURITY MODE COMPLETE message.
If the UE operating in the single-registration mode receives the Selected EPS NAS security algorithms IE, the UE shall use the IE according to 3GPP TS 33.501 [22].
* * * Next Change * * * *

5.4.2.5
NAS security mode command not accepted by the UE
If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message. The SECURITY MODE REJECT message contains a 5GMM cause that typically indicates one of the following cause values:

#23
UE security capabilities mismatch.
#24
security mode rejected, unspecified.

Upon receipt of the SECURITY MODE REJECT message, the AMF shall stop timer T3560. The AMF shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure.

Both the UE and the AMF shall apply the 5G NAS security context in use before the initiation of the security mode control procedure, if any, to protect the SECURITY MODE REJECT message and any other subsequent messages according to the rules in subclause TBD.

Editor´s note:
The NAS security subclause in the present document is FFS.

* * * Next Change * * * *

5.5.1.2.4
Initial registration accepted by the network
During a registration procedure with 5GS registration type IE set to "emergency registration", the AMF shall not check for mobility and access restrictions, regional restrictions or subscription restrictions, when processing the REGISTRATION REQUEST message.
If the initial registration request is accepted by the network, the AMF shall send a REGISTRATION ACCEPT message to the UE and start timer T3550.

The AMF shall assign and include a TAI list as a registration area the UE is registered to in the REGISTRATION ACCEPT message. The UE, upon receiving a REGISTRATION ACCEPT message, shall delete its old TAI list and store the received TAI list.
The AMF may include service area restrictions in the Service area list IE in the REGISTRATION ACCEPT message. The UE, upon receiving a REGISTRATION ACCEPT message with the service area restrictions shall act as described in subclause 5.3.5.
If the Service area list IE is not included in the REGISTRATION ACCEPT message, any tracking area in the registered PLMN and its equivalent PLMN(s) is considered as an allowed tracking area as described in subclause 5.3.5.
The AMF shall include the LADN information in the LADN information IE of the REGISTRATION ACCEPT message, if there are valid LADN service area(s) for the subscribed DNN(s) of the UE in the current registration area. The UE, upon receiving the REGISTRATION ACCEPT message with the LADN information, shall store the received LADN information.

The 5G-GUTI reallocation may be part of the initial registration procedure. When the REGISTRATION REQUEST message includes the SUCI or PEI, or the AMF considers the 5G-GUTI provided by the UE is invalid, or the 5G-GUTI provided by the UE was assigned by another AMF, the AMF shall allocate a new 5G-GUTI to the UE. The AMF shall include in the REGISTRATION ACCEPT message the new assigned 5G-GUTI together with the assigned TAI list. In this case the AMF shall start timer T3550 and enter state 5GMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.1.3.2.3.3.

The AMF shall include the MICO indication IE in the REGISTRATION ACCEPT message only if the MICO indication IE was included in the REGISTRATION REQUEST message, the AMF supports and accepts the use of MICO mode. If the AMF supports and accepts the use of MICO mode, the AMF may indicate "all PLMN registration area allocated" in the MICO indication IE in the REGISTRATION ACCEPT message. If "all PLMN registration area allocated" is indicated in the MICO indication IE, the AMF shall not assign and include the TAI list in the REGISTRATION ACCEPT message.
The AMF shall include the T3512 value IE in the REGISTRATION ACCEPT message only if the REGISTRATION REQUEST message was sent over the 3GPP access.

The AMF shall include the non-3GPP de-registration timer value IE in the REGISTRATION ACCEPT message only if the REGISTRATION REQUEST message was sent for the non-3GPP access.

If the REGISTRATION ACCEPT message included an MICO indication IE indicating "all PLMN registration area allocated", the UE shall treat all TAIs in the current PLMN as a registration area and delete its old TAI list.

If the REGISTRATION ACCEPT message included a T3512 value IE, the UE shall use the value in the T3512 value IE as periodic registration update timer (T3512).

If the REGISTRATION ACCEPT message included a non-3GPP de-registration timer value IE, the UE shall use the value in non-3GPP de-registration timer value IE as non-3GPP de-registration timer.

If the REGISTRATION ACCEPT message contained a 5G-GUTI, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the received 5G-GUTI.
Upon receiving a REGISTRATION COMPLETE message, the AMF shall stop timer T3550 and change to state 5GMM-REGISTERED. The 5G-GUTI, if sent in the REGISTRATION ACCEPT message, shall be considered as valid.
If the REGISTRATION REQUEST message contained the SMS requested IE with the SMS requested bit set to "SMS over NAS supported"S, and SMSF selection is successful, then the AMF shall send the REGISTRATION ACCEPT message after the SMSF has confirmed that the activation of the SMS service was successful. When sending the REGISTRATION ACCEPT message, the AMF shall:

a)
include the SMS allowed IE in the REGISTRATION ACCEPT message with the SMS allowed bit of the SMS allowed IE set to "SMS over NAS supported" if the UE has set the SMS requested bit of the SMS requested IE to "SMS over NAS supported" and the network allows the SMS delivery over NAS; and

b)
store the SMSF address and the contents of the SMS allowed IE in the UE 5GMM context, and consider the UE available for SMS.

If SMSF selection in the AMF or SMS activation via the SMSF is not successful, then the AMF shall not include the SMS allowed IE in the REGISTRATION ACCEPT message. If the AMF does not allow the use of SMS over NAS, then the AMF shall not include the SMS allowed IE in the REGISTRATION ACCEPT message.

The AMF shall include the allowed NSSAI for the current PLMN and may include the mapping of the allowed NSSAI to the configured NSSAI for the HPLMN contained in the requested NSSAI from the UE if available, in the REGISTRATION ACCEPT message if the UE included the requested NSSAI in the REGISTRATION REQUEST message and the AMF allows one or more S-NSSAIs in the requested NSSAI. The AMF may also include rejected NSSAI in the REGISTRATION ACCEPT message. Rejected NSSAI contains S-NSSAI(s) which was included in the requested NSSAI but rejected by the network associated with rejection cause(s).
The UE receiving the rejected NSSAI in the REGISTRATION ACCEPT message takes the following actions based on the rejection cause in the rejected NSSAI:
"S-NSSAI not available in the current PLMN"

The UE shall add the rejected S-NSSAI(s) in the rejected NSSAI for the current PLMN as specified in subclause 4.6.2.2 and not attempt to use this S-NSSAI in the current PLMN until switching off the UE or the UICC containing the USIM is removed. 

"S-NSSAI not available in the current registration area"

The UE shall add the rejected S-NSSAI(s) in the rejected NSSAI for the current PLMN and registration area combination as specified in subclause 4.6.2.2 and not attempt to use this S-NSSAI in the current registration area until switching off the UE, the UE moving out of the current registration area or the UICC containing the USIM is removed.
If the UE did not include the requested NSSAI in the REGISTRATION REQUEST message or none of the requested NSSAI are present in the subscribed S-NSSAIs, and one or more subscribed S-NSSAIs (containing one or more S-NSSAIs each of which may be associated with a new S-NSSAI) marked as default are available, the AMF shall put the subscribed S-NSSAIs marked as default in the allowed NSSAI of the REGISTRATION ACCEPT message. The AMF shall determine a registration area such that all S-NSSAIs of the allowed NSSAI are available in the registration area.
If the REGISTRATION ACCEPT message contains the allowed NSSAI, then the UE shall store the included allowed NSSAI together with the PLMN identity of the registered PLMN and the registration area as specified in subclause 4.6.2.2.
If the UE included S1 mode supported indication in the REGISTRATION REQUEST message, the AMF supporting intersystem change with EPS shall set the IWK N26 bit to either:

a)
"interworking without N26 not supported" if the AMF does not support interworking procedures without N26 interface; or

b)
"interworking without N26 supported" if the AMF supports interworking procedures without N26 interface.
in the 5GS network feature support IE in the REGISTRATION ACCEPT message.

The UE shall operate in the mode for intersystem interworking with EPS as follows:

a)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 not supported", the UE shall operate in single-registration mode;

b)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 supported" and the UE supports dual-registration mode, the UE may operate in dual-registration mode;

NOTE:
The registration mode used by the UE is implementation dependent.
c)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 supported" and the UE only supports single-registration mode, the UE shall operate in single-registration mode; or;

d)
if the IWK N26 bit is not received by the UE, the UE shall operate in single-registration mode.
The UE shall treat the received interworking without N26 supported indication for intersystem change with EPS as valid in the entire PLMN and its equivalent PLMN(s).

The network informs the UE about the support of specific features, such as IMS voice over PS session, emergency services or emergency service fallback, in the 5GS network feature support information element. In a UE with IMS voice over PS session capability, the IMS voice over PS session indicator, the emergency service support indicator, and the emergency service fallback indicator shall be provided to the upper layers. The upper layers take the IMS voice over PS session indicator into account when selecting the access domain for voice sessions or calls. When initiating an emergency call, the upper layers also take the IMS voice over PS session indicator, the emergency service support indicator, and the emergency service fallback indicator into account for the access domain selection.
If the emergency service support indicator is set to "Emergency services not supported" and emergency services fallback is supported via E-UTRA connected to EPC, then the AMF may set the emergency service fallback indicator to "Emergency service fallback supported".
If the emergency service support indicator is set to "Emergency services supported in E-UTRA connected to 5GCN only" then the AMF may set the emergency service fallback indicator to "Emergency service fallback supported".

The network informs the UE that the use of access identity 1 is valid in the RPLMN or equivalent PLMN by setting the MPS indicator bit of the 5GS network feature support IE in the REGISTRATION ACCEPT message. Based on operator policy, the AMF sets the MPS indicator bit in the REGISTRATION ACCEPT message based on the MPS priority information in the user’s subscription context obtained from the UDM. Upon receiving a REGISTRATION ACCEPT message with the MPS indicator bit set, the UE shall act as described in subclause 4.5.2.
If the UE has indicated "follow-on request pending" in REGISTRATION REQUEST message, or the network has downlink signalling pending, the AMF shall not immediately release the NAS signalling connection after the completion of the registration procedure.
* * * Next Change * * * *

5.5.2.3.5
Abnormal cases in the network side
The following abnormal cases can be identified:

a)
T3522 time-out


On the first expiry of the timer, the network shall retransmit the DEREGISTRATION REQUEST message and shall start timer T3522. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3522, the de-registration procedure shall be aborted.
b)
Lower layer failure


The de-registration procedure is aborted.
c)
De-registration procedure collision


If the network receives a DEREGISTRATION REQUEST message with "switch off" indication, before the network-initiated de-registration procedure has been completed, both procedures shall be considered completed.


If the network receives a DEREGISTRATION REQUEST message without "switch off" indication, before the network-initiated de-registration procedure has been completed, the network shall send a DEREGISTRATION ACCEPT message to the UE.

d)
De-registration and registration procedure for intial registration collision


If the network receives a REGISTRATION REQUEST message indicating either "initial registration" or "5GS emergency registration" in the 5GS registration type IE before the network-initiated de-registration procedure with de-registration type "re-registration required" has been completed, the network shall aborted the de-registration procedure and the registration procedure shall be progressed after the PDU sessions associated with the access type the REGISTRATION REQUEST message is sent over have been deleted.

e)
De-registration and registration procedure for mobility and periodic registration update collision


If the network sent a DEREGISTRATION REQUEST message indicating "re-registration required" in the De-registration type IE and the network receives a REGISTRATION REQUEST message indicating either "mobility registration updating" or "mobility registration updating" in the 5GS registration type IE before the network-initiated de-registation procedure has been completed, the de-registration procedure shall be progressed, i.e. the REGISTRATION REQUEST message shall be ignored.

f)
De-registration and service request procedure collision


If the network receives a SERVICE REQUEST message before the network-initiated de-registration procedure has been completed (e.g. the DEREGISTRATION REQUEST message is pending to be sent to the UE) and the DEREGISTRATION REQUEST contains de-registration type "re-registration required", the network shall progress the de-registration procedure.
* * * Next Change * * * *

6.1.4
Coordination between 5GSM and ESM
Interworking to EPS is supported for a PDU session context, if the context includes the mapped EPS bearer. The SMF shall not include any mapped EPS bearer contexts associated with a PDU session for LADN. See coding of the mapped EPS bearer contexts IE in subclause 9.8.4.6.

Upon inter-system change from N1 mode to S1 mode in EMM-IDLE mode, the UE shall create the default EPS bearer context and the dedicated EPS bearer context(s) based on the parameters of mapped EPS bearer contexts in the PDU session context, if available. The UE uses the parameters from each PDU session context for which interworking to EPS is supported to create corresponding default EPS bearer context and optionally dedicated EPS bearer context(s) as follows:

a)
the PDU session type of the PDU session context shall be mapped to the PDN type of the default EPS bearer context as follows:

1)
the PDN type shall be set to "non-IP" if the PDU session type is "Ethernet" or "Unstructured";

2)
the PDN type shall be set to "IPv4" if the PDU session type is "IPv4";

3)
the PDN type shall be set to "IPv6" if the PDU session type is "IPv6"; and
4)
the PDN type shall be set to "IPv4v6" if the PDU session type is "IPv4v6";
b)
the PDU address of the PDU session context shall be mapped to the PDN address of the default EPS bearer context as follows:

1)
the PDN address of the default EPS bearer context is set to the PDU address of the PDU session context, if the PDU session type is "IPv4", "IPv6" or "IPv4v6"; and

2)
the PDN address of the default EPS bearer context is set to zero, if the PDU session type is "Ethernet" or "Unstructured";

c)
the DNN of the PDU session shall be mapped to the APN of the default EPS bearer context;

d)
the APN-AMBR and extended APN-AMBR received in the parameters of the default QoS rule in the PDU session context shall be mapped to the APN-AMBR and extended APN-AMBR of the default EPS bearer context;
e)
for each PDU session context of a PDU session in state PDU SESSION ACTIVE or PDU SESSION MODIFICATION PENDING the UE shall set the state of the mapped EPS bearer context(s) to BEARER CONTEXT ACTIVE; and

f)
for any other PDU session context of a PDU session the UE shall set the state of the mapped EPS bearer context(s) to BEARER CONTEXT INACTIVE.

Additionally, for each mapped EPS bearer context in the PDU session context:

a)
the EPS bearer identity shall be set to the EPS bearer identity received in the mapped EPS bearer context, or the EPS bearer identity associated with the QoS flow;

b)
the EPS QoS parameters shall be set to the mapped EPS QoS parameters of the EPS bearer received in the mapped EPS bearer context, or the EPS QoS parameters associated with the QoS flow;

c)
the extended EPS QoS parameters shall be set to the mapped extended EPS QoS parameters of the EPS bearer received in the mapped EPS bearer context, or the extended EPS QoS parameters associated with the QoS flow; and

d)
the traffic flow template shall be set to the mapped traffic flow template of the EPS bearer received in the mapped EPS bearer context, or the stored traffic flow template associated with the QoS flow, if available.

After inter-system change from N1 mode to S1 mode, the UE shall associate the PDU session identity, the S-NSSAI, and the session-AMBR with the default EPS bearer context, and for each EPS bearer context mapped from one or more QoS flows, associate the QoS rule(s) for the QoS flow(s) with the EPS bearer context.

When the UE is provided with a new S-NSSAI, a new session-AMBR, one or more new QoS rules in the Protocol configuration options IE or Extended protocol configuration options IE in the MODIFY EPS BEARER CONTEXT REQUEST message, the UE shall discard the corresponding association(s) and associate the new value(s) with the EPS bearer context.

Upon successful completion of an attach procedure or tracking area updating procedure after inter-system change from N1 mode to S1 mode (see 3GPP TS 24.301 [15]), the UE shall delete any UE derived QoS rules.
Interworking to 5GS is supported for a PDN connection, if the corresponding default EPS bearer context includes a PDU session identity, session AMBR and one or more QoS rules (see 3GPP TS 24.301 [15]).

Upon inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode, the UE uses the parameters from the default EPS bearer context of each PDN connection for which interworking to 5GS is supported to create a corresponding PDU session context as follows:

a)
the PDN type of the default EPS bearer context shall be mapped to the PDU session type of the PDU session context as follows:

1)
if the PDN type is "non-IP", the PDU session type is set to the locally available information associated with the PDN connection (either "Ethernet" or "Unstructured"), if available;

2)
if the PDN type is "IPv4" the PDU session type is set to "IPv4";

3)
if the PDN type is "IPv6", the PDU session type is set to "IPv6"; and
4)
the PDN type shall be set to "IPv4v6" if the PDU session type is "IPv4v6";
b)
the PDN address of the default EPS bearer context shall be mapped to PDU address of the PDU session context, if the PDN type is "IPv4", "IPv6" or "IPv4v6";

c)
the APN of the default EPS bearer context shall be mapped to the DNN of the PDU session context;

d)
for each default EPS bearer context in state BEARER CONTEXT ACTIVE the UE shall set the state of the mapped PDU session context to PDU SESSION ACTIVE; and

e)
for any other default EPS bearer context the UE shall set the state of the mapped PDU session context to PDU SESSION INACTIVE.

Additionally, the UE shall set:

a)
the PDU session identity of the PDU session context to the PDU session identity included by the UE in the -Pprotocol configuration options IE or Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST message, or the PDU session identity associated with the default EPS bearer context;
b)
the S-NSSAI of the PDU session context to the S-NSSAI included by the network in the Protocol configuration options IE or Extended protocol configuration options IE in the ACTIVATE DEFAULT EPS BEARER REQUEST message, or the S-NSSAI associated with the default EPS bearer context;
c)
the session-AMBR of the PDU session context to the session-AMBR included by the network in the Protocol configuration options IE or Extended protocol configuration options IE in the ACTIVATE DEFAULT EPS BEARER REQUEST message, or the session-AMBR associated with the default EPS bearer context; and 

d)
the SSC mode of the PDU session context to "SSC mode 1".
For each EPS bearer context of the PDN connection, the UE shall create QoS flow(s) each of which is associated with the QoS rule(s) received in the Protocol configuration options IE or Extended protocol configuration options IE in the ACTIVATE DEFAULT EPS BEARER REQUEST message, ACTIVATE DEDICATED EPS BEARER REQUEST message, and/or MODIFY EPS BEARER REQUEST message (see 3GPP TS 24.301 [15]), or the QoS rules(s) associated with EPS bearer context.
After inter-system change from S1 mode to N1 mode, for each QoS flow mapped from a EPS bearer context the UE shall associate the EPS bearer ID, the EPS QoS parameters, the extended EPS QoS parameters, and the traffic flow template, if available, of the EPS bearer context with the QoS flow.
When the UE is provided with a new EPS bearer ID, a new EPS QoS parameters, a new extended EPS QoS parameters, or a new traffic flow template in the Mapped EPS bearer context IE of the PDU SESSION MODIFICATION COMMAND message for a QoS flow, the UE shall discard the corresponding association(s) and associate the new value(s) with the QoS flow.
When a QoS flow is deleted, all the associated EPS bearer context information that are mapped from the deleted QoS flow shall be deleted from the UE and the network. When an EPS bearer is released, all the associated QoS flow context information that are mapped from the released EPS bearer shall be deleted from the UE and the network.
* * * Next Change * * * *

6.3.3.3
Network-requested PDU session release procedure accepted by the UE
Upon receipt of a PDU SESSION RELEASE COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE considers the PDU session as released and the UE shall create an PDU SESSION RELEASE COMPLETE message.

If the PDU SESSION RELEASE COMMAND message contains the PTI value allocated in the UE-requested PDU session release procedure, the UE shall stop the timer T3582. The UE should ensure that the PTI value assigned to this procedure is not released immediately. 

NOTE 1:
The way to achieve this is implementation dependent. For example, the UE can ensure that the PTI value assigned to this procedure is not released during the time equal to or greater than the default value of timer T3592.

While the PTI value is not released, the UE regards any received PDU SESSION RELEASE COMMAND message with the same PTI value as a network retransmission (see subclause 7.3.1).
If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #39 "reactivation requested", the UE should re-initiate the UE-requested PDU session establishment procedure as specified in subclause 6.4.1 for the PDU session type, the SSC mode, the DNN, and the S-NSSAI as provided in the UE-requested PDU session establishment procedure of the released PDU session, after completion of the network-requested PDU session release procedure.

If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #39 "reactivation requested" and the UE provided an S-NSSAI for the establishment of the PDU session, the UE shall stop timer T35ef if it is running for the S-NSSAI provided by the UE. The UE should then re-initiate the UE requested PDU session establishment procedure for the same S-NSSAI. If the UE did not provide an S-NSSAI for the establishment of the PDU session and the request type was different from "initial emergency request", the UE shall stop the timer T35ef associated with no S-NSSAI if it is running, and should re-initiate the UE requested PDU session establishment procedure without including an S-NSSAI. If the PDU SESSION RELEASE COMMAND message was received for an emergency PDU session, the UE shall not stop the timer T35ef associated with no S-NSSAI if it is running. 
If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #39 "reactivation requested" and the UE provided a DNN for the establishment of the PDU session, the UE shall stop timer T3396 if it is running for the DNN provided by the UE. The UE should then re-initiate the UE requested PDU session establishment procedure for the same DNN. If the UE did not provide a DNN for the establishment of the PDU session and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop the timer T3396 associated with no DNN if it is running, and should re-initiate the UE requested PDU session establishment procedure without including a DNN. If the PDU SESSION RELEASE COMMAND message was received for an emergency PDU session, the UE shall not stop the timer T3396 associated with no DNN if it is running. 
If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #39 "reactivation requested", the UE shall stop timer T35cd if it is running for the same [S-NSSAI, DNN] combination provided by the UE. The UE should then re-initiate the UE requested PDU session establishment procedure for the same [S-NSSAI, DNN] combination. If the UE did not provide a DNN for the establishment of the PDU session and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop the timer T35cd associated with [S-NSSAI, no DNN] if it is running, and should re-initiate the UE requested PDU session establishment procedure with the same S-NSSAI but without a DNN. If the PDU SESSION RELEASE COMMAND message was received for an emergency PDU session, the UE shall not stop the timer T3396 associated with [S-NSSAI, no DNN] if it is running.
NOTE 2:
User interaction is necessary in some cases when the UE cannot re-initiate the UE-requested PDU session establishment procedure automatically.

If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #26 "insufficient resources" and the Back-off timer value IE, the UE shall take different actions depending on the timer value received for timer T3396 in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T3396 associated with the corresponding DNN, if it is running. If the timer value indicates neither zero nor deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN if it is running. The UE shall then start timer T3396 with the value provided in the Back-off timer value IE and:

1)
shall not send a PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same DNN that was sent by the UE, until timer T3396 expires or timer T3396 is stopped; and

2)
shall not send a PDU SESSION ESTABLISHMENT REQUEST message without an DNN and with request type different from "initial emergency request" and different from "existing emergency PDU session", or a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", until timer T3396 expires or timer T3396 is stopped.

The UE shall not stop timer T3396 upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T3396 associated with the corresponding DNN, if it is running. If the timer value indicates that this timer is deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN if it is running. The UE:
1)
shall not send a PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same DNN until the UE is switched off or the USIM is removed, or the UE receives an PDU SESSION MODIFICATION REQUEST message for the same DNN from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same DNN from the network; and
2)
shall not send a PDU SESSION ESTABLISHMENT REQUEST message without an DNN and with request type different from "initial emergency request" and different from "existing emergency PDU session", or a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", until the UE is switched off or the USIM is removed, or the UE receives an PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an DNN provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without an DNN provided by the UE.
The timer T3396 remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE:
1)
shall stop timer T3396 associated with the corresponding DNN, if running, and may send a PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same DNN; and
2)
if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN, if running, and may send a PDU SESSION ESTABLISHMENT REQUEST message without a DNN, or a PDU SESSION MODIFICATION REQUEST message without an DNN provided by the UE.
If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #26 "insufficient resources" and the Back-off timer value IE is not included, then the UE may send a PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same DNN or without a DNN.
When the timer T3396 is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T3396 is running when the UE enters state 5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T3396 is kept running until it expires or it is stopped.
If the UE is switched off when the timer T3396 is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:

let t1 be the time remaining for T3396 timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
If the 5GSM cause value is #67 "insufficient resources for specific slice and DNN" and the Back-off timer value IE is included, the UE shall take different actions depending on the timer value received for timer T35cd in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. The UE shall then start timer T35cd with the value provided in the Back-off timer value IE. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until timer T35cd expires or timer T35cd is stopped;

The UE shall not stop timer T35cd upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same [S-NSSAI, DNN] combination from the network; and
The timer T35cd remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination that was sent by the UE, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST message or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
When the timer T35cd is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35cd is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35cd is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35cd is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:

-
let t1 be the time remaining for T35cd timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
The UE shall transport the PDU SESSION RELEASE COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5.
Upon receipt of a PDU SESSION RELEASE COMPLETE message, the SMF shall stop timer T3592 and shall consider the PDU session as released.
* * * Next Change * * * *

6.4.1.4.1
General

If the connectivity with the requested DN is rejected by the network, the SMF shall create a SM PDU SESSION ESTABLISHMENT REJECT message.

If the UE requests a PDU session establishment for an LADN when the UE is located outside the LADN service area, the SMF shall reject the request.

The SMF shall set the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message to indicate the reason for rejecting the PDU session establishment.

The 5GSM cause IE typically indicates one of the following SM cause values:

#26
insufficient resources;
#27
missing or unknown DNN;

#28
unknown PDU session type;
#29
user authentication failed;



#31
request rejected, unspecified;

#40
missing or unknown DNN in a slice;
#50
PDU session type IPv4 only allowed;

#51
PDU session type IPv6 only allowed;
#54
PDU session does not exist;

#67
insufficient resources for specific slice and DNN;
#68
not supported SSC mode; or
#69
insufficient resources for specific slice.
Editor's note:
Further 5GSM causes are FFS.
Editor's note:
Further contents of the PDU SESSION ESTABLISHMENT REJECT are FFS.
If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv6", and the subscription, the SMF configuration, or both, are limited to IPv4 only for the requested DNN, the SMF shall include the 5GSM cause value #50 "PDU session type IPv4 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv6", and the subscription, the SMF configuration, or both, support none of "IPv4" and "IPv6" PDU session types for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4", and the subscription, the SMF configuration, or both, are limited to IPv6 only for the requested DNN, the SMF shall include the 5GSM cause value #51 "PDU session type IPv6 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4", and the subscription, the SMF configuration, or both, support none of "IPv4" and "IPv6" PDU session types for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4v6", and the subscription, the SMF configuration, or both, support none of "IPv4v6", "IPv4" and "IPv6" PDU session types for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "Unstructured" or "Ethernet", and the subscription, the SMF configuration, or both, do not support the PDU session type for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message contains the SSC mode IE indicating an SSC mode not supported by the subscription, the SMF configuration, or both of them, and the SMF decides to rejects the PDU session establishment, the SMF shall include the 5GSM cause value #68 "not supported SSC mode" in the 5GSM cause IE and the SSC modes allowed by SMF in the Allowed SSC mode IE of the PDU SESSION ESTABLISHMENT REJECT message.

The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause value #26"insufficient resources" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #26"insufficient resources" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type in the PDU SESSION ESTABLISHMENT REQUEST message is set to "initial emergency request" or "existing emergency PDU session", the network shall not include a Back-off timer value IE.

The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause value #67 "insufficient resources for specific slice and DNN" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #67 "insufficient resources for specific slice and DNN" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type is "initial emergency request" or "existing emergency PDU session" in the PDU SESSION ESTABLISHMENT REQUEST message, the network shall not include a Back-off timer value IE.

Editor’s note:
Whether the SMF knows that the UE is a UE configured for high priority access so as not to include the Back-off timer is FFS.

The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause cause #69 "insufficient resources for specific slice" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #69 "insufficient resources for specific slice" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type is "initial emergency request" or "existing emergency PDU session" in the PDU SESSION ESTABLISHMENT REQUEST message, the network shall not include a Back-off timer value IE.

The SMF shall send the SM PDU SESSION ESTABLISHMENT REJECT message.

Upon receipt of a PDU SESSION ESTABLISHMENT REJECT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE shall stop timer T3580 shall release the allocated PTI value and shall consider that the PDU session was not established.
If the DN authentication of the UE was performed and completed unsuccessfully, the SMF shall include the 5GSM cause value #29 "user authentication failed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message and shall set the EAP message IE of the PDU SESSION ESTABLISHMENT REJECT message to an EAP-failure message as specified in IETF RFC 3748 [32], provided by the DN.

If:

-
the 5GSM cause value #26 "insufficient resources" and the Back-off timer value IE are included in the PDU SESSION ESTABLISHMENT REJECT message; or

-
an indication that the 5GSM message was not forwarded due to DNN based congestion control is received along a Back-off timer value and a PDU SESSION ESTABLISHMENT REQUEST message with the PDU session ID IE set to the PDU session ID of the PDU session;

the UE shall take different actions depending on the timer value received for timer T3396 in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T3396 associated with the corresponding DNN, if it is running. If the timer value indicates neither zero nor deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN if it is running. The UE shall then start timer T3396 with the value provided in the Back-off timer value IE and:

1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same DNN that was sent by the UE, until timer T3396 expires or timer T3396 is stopped; and

2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request" and different from "existing emergency PDU session", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", until timer T3396 expires or timer T3396 is stopped.

The UE shall not stop timer T3396 upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T3396 associated with the corresponding DNN, if it is running. If the timer value indicates that this timer is deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN if it is running. The UE:
1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same DNN until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same DNN from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same DNN from the network; and
2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request" and different from "existing emergency PDU session", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without a DNN provided by the UE.
The timer T3396b remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE:
1)
shall stop timer T3396 associated with the corresponding DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same DNN; and
2)
if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN, or another PDU SESSION MODIFICATION REQUEST message without a DNN provided by the UE.
If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same DNN or without a DNN.
When the timer T3396 is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T3396 is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T3396 is kept running until it expires or it is stopped.
If the UE is switched off when the timer T3396 is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:

-
let t1 be the time remaining for T3396 timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
If:

-
the 5GSM cause value #67 "insufficient resources for specific slice and DNN" and the Back-off timer value IE are included in the PDU SESSION ESTABLISHMENT REJECT message; or

-
an indication that the 5GSM message was not forwarded due to S-NSSAI and DNN based congestion control is received along a Back-off timer value and a PDU SESSION ESTABLISHMENT REQUEST message with the PDU session ID IE set to the PDU session ID of the PDU session;

the UE shall take different actions depending on the timer value received for timer T35cd in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. If the timer value indicates neither zero nor deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T35ab associated with [S-NSSAI, no DNN] combination if it is running. The UE shall then start timer T35cd with the value provided in the Back-off timer value IE and:

1) 
shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until timer T35cd expires or timer T35cd is stopped; and
2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or another PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, no DNN] combination that was sent by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, until timer T33cd expires or timer T33cd is stopped.

The UE shall not stop timer T35cd upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated, the UE:

1)
shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same [S-NSSAI, DNN] combination from the network; and

2)
shall not send a PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or a PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, no DNN] combination that was sent by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, until the UE is switched off or the USIM is removed, or the UE receives an PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, no DNN] combination from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same [S-NSSAI, no DNN] combination from the network.

The timer T35cd remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination that was sent by the UE, if running. The UE:

1)
may send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
2)
may send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, no DNN] combination if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session".

If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST message or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
When the timer T35cd is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35cd is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35cd is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35cd is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:

-
let t1 be the time remaining for T35cd timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
If:

-
the 5GSM cause value #69 "insufficient resources for specific slice" and the Back-off timer value IE are included  in the PDU SESSION ESTABLISHMENT REJECT message; or

-
an indication that the 5GSM message was not forwarded due to S-NSSAI only based congestion control is received along a Back-off timer value and a PDU SESSION ESTABLISHMENT REQUEST message with the PDU session ID IE set to the PDU session ID of the PDU session;

the UE shall take different actions depending on the timer value received for timer T35ef in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated and an S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ef associated with the corresponding S-NSSAI, if it is running. If the timer value indicates neither zero nor deactivated and no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ef associated with no S-NSSAI if it is running. The UE shall then start timer T35ef with the value provided in the Back-off timer value IE and:

1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI that was sent by the UE, until timer T35ef expires or timer T35ef is stopped; and

2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without an S-NSSAI and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an S-NSSAI provided by the UE, if no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until timer T35ef expires or timer T35ef is stopped.

The UE shall not stop timer T35ef upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated and an S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ef associated with the corresponding S-NSSAI, if it is running. If the timer value indicates that this timer is deactivated and no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ef associated with no S-NSSAI if it is running. The UE:
1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same S-NSSAI until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same S-NSSAI from the network; and
2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without an S-NSSAI and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an S-NSSAI provided by the UE, if no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an S-NSSAI provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without an S-NSSAI provided by the UE.
The timer T35ef remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE:
1)
shall stop timer T35ef associated with the corresponding S-NSSAI, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI; and
2)
if no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request ", the UE shall stop timer T35ef associated with no S-NSSAI, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message without an S-NSSAI, or another PDU SESSION MODIFICATION REQUEST message without an S-NSSAI provided by the UE.
If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI or without an S-NSSAI.
When the timer T35ef is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35ef is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35ef is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35ef is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:

-
let t1 be the time remaining for T35ef timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
* * * Next Change * * * *

6.4.1.3
UE-requested PDU session establishment procedure accepted by the network
If the connectivity with the requested DN is accepted by the network, the SMF shall create a PDU SESSION ESTABLISHMENT ACCEPT message.
The SMF shall set the authorized QoS rules IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the authorized QoS rules of the PDU session. If the received request type is "initial emergency request", the SMF shall set the authorized QoS rules IE according to the initial QoS parameters used for establishing emergency services configured in the SMF emergency configuration data.
If interworking to EPS is supported for the PDU session context, the SMF shall set in the PDU SESSION ESTABLISHMENT ACCEPT message:

a)
the Mapped EPS bearer contexts IE to the EPS bearer contexts mapped from one or more QoS flows of the PDU session context; and

b)
the EPS bearer identity parameter in the QoS rules IE to the EPS bearer identity corresponding to the QoS flow, for each QoS flow which can be transferred to EPS.

Furthermore, the SMF shall store the association between the QoS flow and the mapped EPS bearer context, for each QoS flow which can be transferred to EPS.
The SMF shall set the selected SSC mode IE of the PDU SESSION ESTABLISHMENT ACCEPT message to:
a)
the received SSC mode in the SSC mode IE included in the PDU SESSION ESTABLISHMENT REQUEST message based on the subscription, the SMF configuration, or both.;

b)
either the default SSC mode for the data network listed in the subscription or the SSC mode associated with the SMF configuration, if the SSC mode IE is not included in the PDU SESSION ESTABLISHMENT REQUEST message.
If the PDU session is an emergency PDU session, the SMF shall set the Selected SSC mode IE of the PDU SESSION ESTABLISHMENT ACCEPT message to "SSC mode 1". If the PDU session is a non-emergency PDU session of "Ethernet" or "Unstructured" PDU session type, the SMF shall set the Selected SSC mode IE to "SSC mode 1" or "SSC mode 2". If the PDU session is a non-emergency PDU session of "IPv4", "IPv6" or "IPv4v6" PDU session type, the SMF shall set the selected SSC mode IE to "SSC mode 1", "SSC mode 2", or "SSC mode 3".
If the PDU session is a non-emergency PDU session, the SMF shall set the S-NSSAI IE of the PDU SESSION ESTABLISHMENT ACCEPT message to:

a)
the S-NSSAI of the PDU session; and

b)
the mapped configured S-NSSAI for the HPLMN, if available, in roaming scenarios.

The SMF shall set the selected PDU session type IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the PDU session type of the PDU session.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4v6", the SMF shall select "IPv4", "IPv6" or "IPv4v6" as the selected PDU session type IE of the PDU session. If the subscription, the SMF configuration, or both, are limited to IPv4 only or IPv6 only for the requested DNN, the SMF shall include the 5GSM cause value #50 "PDU session type IPv4 only allowed", or #51 "PDU session type IPv6 only allowed", respectively, in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT ACCEPT message.

If the selected PDU session type is "IPv4", the SMF shall include the PDU address IE in the PDU SESSION ESTABLISHMENT ACCEPT message and shall set the PDU address IE to an IPv4 address is allocated to the UE in the PDU session.
If the selected PDU session type is "IPv6", the SMF shall include the PDU address IE in the PDU SESSION ESTABLISHMENT ACCEPT message and shall set the PDU address IE to an interface identifier for the IPv6 link local address allocated to the UE in the PDU session.
If the selected PDU session type is "IPv4v6", the SMF shall include the PDU address IE in the PDU SESSION ESTABLISHMENT ACCEPT message and shall set the PDU address IE to an IPv4 address and an interface identifier for the IPv6 link local address, allocated to the UE in the PDU session.
The SMF shall set the DNN IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the DNN of the PDU session.

The SMF shall set the Session-AMBR IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the Session-AMBR of the PDU session.

If the selected PDU session type is "IPv4", "IPv6", "IPv4v6" or "Ethernet" and if the PDU SESSION ESTABLISHMENT REQUEST message includes a 5GSM capability IE with the RQoS bit set to "Reflective QoS supported", the SMF shall consider that reflective QoS is supported for QoS flows belonging to this PDU session and may include the RQ timer IE set to an RQ timer value in the PDU SESSION ESTABLISHMENT ACCEPT message.

If the value of the RQ timer is set to "deactivated" or has a value of zero, the UE considers that RQoS is not applied for this PDU session.
NOTE:
If the 5G core network determines that reflective QoS is to be used for a QoS flow, the SMF sends reflective QoS indication (RQI) to UPF to activate reflective QoS. If the QoS flow is established over 3GPP access, the SMF also includes reflective QoS Attribute (RQA) in QoS profile of the QoS flow during QoS flow establishment. 

If the selected PDU session type is "IPv6" or "IPv4v6" and if the PDU SESSION ESTABLISHMENT REQUEST message includes a 5GSM capability IE with the MH6-PDU bit set to "Multi-homed IPv6 PDU session supported", the SMF shall consider that this PDU session is supported to use multiple IPv6 prefixes.

If the DN authentication of the UE was performed and completed successfully, the SMF shall set the EAP message IE of the PDU SESSION ESTABLISHMENT ACCEPT message to an EAP-success message as specified in IETF RFC 3748 [32], provided by the DN.

The SMF shall send the PDU SESSION ESTABLISHMENT ACCEPT message.
Upon receipt of a PDU SESSION ESTABLISHMENT ACCEPT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE shall stop timer T3580, shall release the allocated PTI value and shall consider that the PDU session was established.
The UE shall store the authorized QoS rules and session-AMBR received in the PDU SESSION ESTABLISHMENT ACCEPT message for the PDU session.

The UE shall store the mapped EPS bearer contexts, if received in the PDU SESSION ESTABLISHMENT ACCEPT message. Furthermore, the UE shall also store the association between the QoS flow and the mapped EPS bearer context, for each QoS flow which can be transferred to EPS, based on the received EPS bearer identity parameter in QoS rules IE and the mapped EPS bearer contexts.

If the UE requests the PDU session type "IPv4v6" and:

a)
the UE receives the selected PDU session type set to "IPv4" and does not receive the 5GSM cause value #50 "PDU session type IPv4 only allowed"; or

b)
 the UE receives the selected PDU session type set to "IPv6" and does not receive the 5GSM cause value #51 "PDU session type IPv6 only allowed";

the UE may subsequently request another PDU session for the other IP version using the UE-requested PDU session establishment procedure to the same DNN (or no DNN, if no DNN was indicated by the UE) and the same S-NSSAI (or no S-NSSAI, if no S-NSSAI was indicated by the UE) with a single address PDN type (IPv4 or IPv6) other than the one already activated.

If the UE requests the PDU session type "IPv4v6", receives the selected PDU session type set to "IPv4" and the 5GSM cause value #50 "PDU session type IPv4 only allowed", the UE shall not subsequently request another PDU session for "IPv6" using the UE-requested PDU session establishment procedure to the same DNN (or no DNN, if no DNN was indicated by the UE) and the same S-NSSAI (or no S-NSSAI, if no S-NSSAI was indicated by the UE) and the PDU session type "IPv6" until the PDU session is released.

If the UE requests the PDU session type "IPv4v6", receives the selected PDU session type set to "IPv6" and the 5GSM cause value #51 "PDU session type IPv6 only allowed", the UE shall not subsequently request another PDU session for "IPv4" using the UE-requested PDU session establishment procedure to the same DNN (or no DNN, if no DNN was indicated by the UE) and the same S-NSSAI (or no S-NSSAI, if no S-NSSAI was indicated by the UE) and the PDU session type "IPv4" until the PDU session is released.

If the selected PDU session type of the PDU session is "Unstructured" or "Ethernet", the UE supports intersystem change from N1 mode to S1 mode, the UE does not support establishment of a PDN connection for the PDN type set to "non-IP" in S1 mode, and the parameters list field of one or more QoS rules received in the QoS rules IE of the PDU SESSION ESTABLISHMENT ACCEPT message contains an EPS bearer identity (EBI) then the UE shall locally remove the EPS bearer identity (EBI) from the parameters list field of such one or more QoS rules.
* * * Next Change * * * *

9.8.3.5
5GS network feature support
The purpose of the 5GS network feature support information element is to indicate whether certain features are supported by the network.
The 5GS network feature support information element is coded as shown in figure 9.8.3.5.1 and table 9.8.3.5.1.

The 5GS network feature support is a type 4 information element with a minimum length of 3 octets and a maximum length of 5 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS network feature support IEI
	octet 1

	Length of 5GS network feature support contents
	octet 2

	0

Spare
	MPSI
	IWK N26
	EMF
	EMC
	IMS VoPS
	octet 3

	0
	0
	0
	0
	0
	0
	0
	0
	

	Spare
	octet 4*- 5*


Figure 9.8.3.5.1: 5GS network feature support information element

Table 9.8.3.5.1: 5GS network feature support information element
	IMS voice over PS session indicator (IMS VoPS) (octet 3, bit1 and bit 2)

	This bit indicates the support of IMS voice via 5GS

	Bit

	2
	1
	
	
	

	0
	0
	
	
	IMS voice over PS session not supported

	0
	1
	
	
	IMS voice over PS session supported over 3GPP access

	1
	0
	
	
	IMS voice over PS session supported over non-3GPP access

	1
	1
	
	
	reserved

	

	Emergency service support indicator (EMC) (octet 3, bit 3 and bit 4)

	This bit indicates the support of emergency services in 5GS

	Bit

	4
	3
	
	
	

	0
	0
	
	
	Emergency services not supported

	0
	1
	
	
	Emergency services supported in NR connected to 5GC only

	1
	0
	
	
	Emergency services supported in E-UTRA connected to 5GC only

	1
	1
	
	
	Emergency services supported in NR connected to 5GC and E-UTRA connected to 5GC

	

	Emergency service fallback indicator (EMF) (octet 3, bit 5)

	This bit indicates the support of emergency services fallback

	Bit

	5
	
	
	
	

	0
	
	
	
	Emergency service fallback not supported

	1
	
	
	
	Emergency service fallback supported

	

	Interworking without N26 interface indicator (IWK N26) (octet 3, bit 6)

	This bit indicates whether the network supports interworking procedure without N26 interface

	Bit

	6
	
	
	
	

	0
	
	
	
	Interworking without N26 not supported

	1
	
	
	
	Interworking without N26 supported

	

	MPS indicator (MPSI) (octet 3, bit 7)

	This bit indicates the support of MPS in the RPLMN or equivalent PLMN.

	Bit

	0
	
	
	
	Access identity 1 not valid in RPLMN or equivalent PLMN

	1
	
	
	
	Access identity 1 valid in RPLMN or equivalent PLMN

	

	Bit 8 of octet 3 is spare and shall be coded as zero

All bits in octets 4 to 5 are spare and shall be coded as zero, if the respective octet is included in the information element.


* * * Next Change * * * *

9.8.3.48
Sequence number
This IE includes the NAS message sequence number (SN) which consists of the eight least significant bits of the NAS COUNT for a security protected 5GS NAS message. The usage of SN is specified in subclause 4.4.3.
Editor's note:
Further description of the SN would be aligned with 3GPP TS 33.501 [22]. The usage of SN is FFS.

* * * Next Change * * * *

B.1
Causes related to nature of request

Cause #26 – Insufficient resources


This 5GSM cause is used by the UE or by the network to indicate that the requested service cannot be provided due to insufficient resources.
Cause #27 – Missing or unknown DNN

This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the DNN was not included although required or if the DNN could not be resolved.
Cause #28 – Unknown PDU session type


This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the requested PDU session type could not be recognised or is not allowed.

Cause #29 – User authentication failed


This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN due to a failed user authentication or revoked by the external DN.

Cause #40 – Missing or unknown DNN in a slice

This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the DNN was not included although required or if the DNN could not be resolved, in the slice.


Cause #31 – Request rejected, unspecified


This 5GSM cause is used by the network or by the UE to indicate that the requested service or operation or the request for a resource was rejected due to unspecified reasons.

Cause #36 – Regular deactivation


This 5GSM cause is used to indicate a regular UE or network initiated release of PDU session resources.

Cause #39 – Reactivation requested

This 5GSM cause is used by the network to request a PDU session reactivation.
Cause #43 –Invalid PDU session identity

This 5GSM cause is used by the network or the UE to indicate that the PDU session identity value provided to it is not a valid value or the PDU session context identified by the PDU session identity IE in the request or the command is not active.
Cause #50 – PDU session type IPv4 only allowed


This 5GSM cause is used by the network to indicate that only PDU session type IPv4 is allowed for the requested IP connectivity.

Cause #51 – PDU session type IPv6 only allowed


This 5GSM cause is used by the network to indicate that only PDU session type IPv6 is allowed for the requested IP connectivity.

Cause #54 –PDU session does not exist

This 5GSM cause is used by the network to indicate that the network does not have any information about the PDU session which is requested by the UE to transfer between 3GPP access and non-3GPP access or from the EPS to the 5GS.

Cause #67 – Insufficient resources for specific slice and DNN

This 5GSM cause is by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice and DNN.
Cause #68 – Not supported SSC mode

This 5GSM cause is used by the network to indicate that the requested SSC mode is not supported.
Cause #69 –Insufficient resources for specific slice

This 5GSM cause is used by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice.
Cause #81 – Invalid PTI value


This 5GSM cause is used by the network or UE to indicate that the PTI provided to it is unassigned or reserved.

* * * End of Change(s) * * * *
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