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1. Introduction
The handle of EAP-Request/Identity  is not specified yet in 3GPP TS24.501. 

 2. Reason for Change

RFC 4187 already clarified that, the network can send EAP message to request fast re-authentication identity, pseudonym identity or permanent identity (SUCI) from UE but this procedure is not specified yet in 3GPP TS24.501.

It is proposed to use AUTHENTICATION REQUEST and AUTHENTICATION RESPONSE messages to be the transport method for EAP-Request/Identity and EAP-Response/AKA-Identity messages
3. Conclusions

It is required to update sections 5.4.1.2 ” EAP based primary authentication and key agreement procedure” in 3GPP TS24.501, to specify  the EAP identity scenario.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501, v1.1.1
* * * First Change * * * *
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* * * Next Change * * * *

5.4.1.2.2.6
UE handling EAP-AKA' notification

Upon receiving an EAP-request/AKA'-notification message, the UE shall send an EAP-response/AKA'-notification message as specified in IETF RFC 5448 [37].

5.4.1.2.2.7
EAP based Identification initiation by the network

In order to initiate the EAP based identification procedure, the AUSF shall send an EAP-Request/Identity or  EAP-Request/AKA-Identity message as specified in IETF RFC 5448 [31] and IETF RFC 4187 [xx].
The AMF shall encapsulate the EAP-Request/Identity or EAP-Request/AKA-Identity message in the AUTHENTICATION REQUEST message and send it to the UE.

5.4.1.2.2.8
EAP based Identification response by the UE
Upon receipt of the AUTHENTICATION REQUEST message with EAP-Request/Identity message the UE shall send an AUTHENTICATION RESPONSE message with EAP-Response /Identity to the network. The EAP-Response /Identity message shall contain the UE identity as specified in IETF RFC 5448 [31] and IETF RFC 4187 [xx].
Upon receipt of the AUTHENTICATION REQUEST message with EAP-Request/AKA-Identity message the UE shall send an AUTHENTICATION RESPONSE message with EAP-Response/AKA-Identity to the network. Based on the attribute received in the EAP-Request/AKA-Identity (e.g. AT_ANY_ID_REQ, AT_FULL_AUTH_ID_REQ or AT_PERMANENT_ID_REQ), the UE shall provide the request identity in the EAP-Response/AKA-Identity message, as specified in IETF RFC 5448 [31] and IETF RFC 4187 [xx].
5.4.1.2.2.8
Network sending EAP-success message

Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [37] were successful, the AUSF shall send an EAP-success message as specified in IETF RFC 5448 [37] along with the KSEA and shall consider the procedure complete.

NOTE:
SEAF generates KAMF based on the received KSEAF immediately following the primary authentication and key agreement procedure and provides KAMF to AMF.

5.4.1.2.2.9
UE handling EAP-success message

Upon receiving an EAP-success message, the UE shall consider the procedure complete.

5.4.1.2.2.10
Network not successfully authenticates UE

Upon reception of the EAP-response/AKA'-challenge message, if procedures for handling an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [37] are not successful, the AUSF shall send an EAP-request/AKA'-notification message that implies failure as specified in IETF RFC 5448 [37].

5.4.1.2.2.11
Network sending EAP-failure message

Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [37] were not successful, the AUSF shall send an EAP-failure message as specified in IETF RFC 5448 [37] and shall consider the procedure complete.

5.4.1.2.2.12
UE handling EAP-success
Upon receiving an EAP-failure message, the UE shall consider the procedure complete.

* * * End of Change * * * *

