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1. Introduction
This document proposes changes to the section about ciphering of NAS signalling messages to support partial ciphering of NAS messages.
First: pCR C1-182747 at CT1#110 was not implemented in TS 24.501 V1.1.1. Therefore, this pCR is making changes on top of the text that was agreed in the last meeting. Changes on top of what was agreed is therefore shown in tracked changes. Otherwise, everything else should be assumed to be an exact copy of the pCR C1-182747.

Second: regarding the actual change. This pCR is updating the section about NAS ciphering to support partial ciphering of NAS messages. See discussion paper on partial ciphering in C1-183199.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 V1.1.1.
* * * First Change * * * *

4.4.x
Ciphering of NAS signalling messages
The use of ciphering in a network is an operator option subject to AMF configuration. When operation of the network without ciphering is configured, the AMF shall indicate the use of "null ciphering algorithm" 5G-EA0 (see subclause 9.8.3.29) in the current 5G NAS security context for all UEs. For setting the security header type in outbound NAS messages, the UE and the AMF shall apply the same rules irrespective of whether the "null ciphering algorithm" or any other ciphering algorithm is indicated in the 5G NAS security context.

When the UE establishes a new N1 NAS signalling connection, it shall send the initial NAS message
-
unciphered, if the initial NAS message is a REGISTRATION REQUEST message not including a NAS container information element; or
-
partially ciphered, if the initial NAS message is a REGISTRATION REQUEST message including a NAS container information element; or
-
partially ciphered, if the initial NAS message is a SERVICE REQUEST message including a NAS container information element; or
-
unciphered, if the initial NAS message is a NAS message other than REGISTRATION REQUEST or SERVICE REQUEST message.
The UE shall send the REGISTRATION REQUEST message always unciphered if the UE does not have a valid 5G NAS security context.
The UE shall partially cipher the REGISTRATION REQUEST message by ciphering the value part of the NAS container IE using the ciphering algorithm of the current 5G NAS security context.
The UE shall partially cipher the SERVICE REQUEST message by ciphering the value part of the NAS container IE using the ciphering algorithm of the current 5G NAS security context.
Except for the REGISTRATION REQUEST message including a NAS container IE, or for the SERVICE REQUEST message including a NAS container IE, the UE shall start the ciphering and deciphering of NAS messages when the secure exchange of NAS messages has been established for a N1 NAS signalling connection. From this time onward, unless explicitly defined, the UE shall send all NAS messages ciphered until the N1 NAS signalling connection is released, or the UE performs inter-system change to S1 mode.

The AMF shall start ciphering and deciphering of NAS messages as described in subclause 4.4.y.3. From this time onward, except for the SECURITY MODE COMMAND message, the AMF shall send all NAS messages ciphered until the N1 NAS signalling connection is released, or the UE performs inter-system change to S1 mode.

Ciphering is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is included.
Once the encryption of NAS messages has been started between the AMF and the UE, the receiver shall discard the unciphered NAS messages which shall have been ciphered according to the rules described in this specification. The AMF shall discard any REGISTRATION REQUEST message including a NAS container information element, or SERVICE REQUEST message including a NAS container information element which has not been partially ciphered according to the rules described above.
If the "null ciphering algorithm"5G-EA0 has been selected as a ciphering algorithm, the NAS messages with the security header indicating ciphering are regarded as ciphered.

Details of ciphering and deciphering of NAS signalling messages are specified in 3GPP TS 33.501 [16].

* * * End Change * * * *

