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1. Reason for change
At CT1#110, several solutions were discussed in C1-182186 to ensure that NAS messages are not lost when sent over non-3GPP access networks which do not support IP fragmentation. Several companies supported the solution consisting of using TCP to transport NAS messages (Solution C), while several other companies supported the solution consisting of not performign certain NAS procedures over non-3GPP access (Solution A). The decision was postponed to allow for more offline discussion.

The present pCR implements Solution C (use TCP to transport NAS messages).

2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502 v0.5.0.
* * * First Change * * * *

8.2.2
ESP encapsulation

The UE shall establish a TCP connection for exchange of NAS messages, protected by ESP protocol in transport mode as specified in IETF RFC 4303 [11] and the signaling IPsec SA, to the N3IWF. The UE and the N3IWF shall exchange the NAS messages via the TCP connection.

Editor's note: it is FFS towards which TCP port the UE establishes the TCP connection.

Editor's note: framing of NAS messages (i.e. determining when a particular NAS message ends and another NAS message starts) is FFS.
ESP packet format is shown in figure 8.2.2-1,

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (NAS message)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x


Figure 8.2.2-1: ESP packet format

In the ESP packet,

a)
the ESP Security Parameter Index is corresponding to the signalling IPsec SA; and
b)
the value of next header field shall be set to xxx.

Editor's note:
The value of next header field is FFS.
* * * End of Changes * * * *

