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1. Reason for Change
In LS S3-181545, SA3 observed that it is not needed to include the UE identity in the Security Mode Complete message following a hash check failure of the Security Mode Command message:
SA3 have observed that it is unnecessary to include the UE identity in the NAS Security Mode Complete message when the check of the hash in the NAS Security Mode Command fails in the UE (…). It may be beneficial not to send an identity as the SUCI parameter (when carrying a SUPI protected by a non-NULL scheme) will be significantly larger than a SUPI. Hence it would be efficient not to send it if it is not needed.
SA3 left it up to CT1 whether or not to implement this signalling optimization in stage 3:

SA3 also recognise that it may introduce additional complexity in defining the signalling to not send the SUCI. This complexity vs efficiency decision is better understood by CT1 than SA3, so SA3 leaves the decision on this to CT1.

In order to save OTA bits, it is proposed that the UE does not include the SUCI in the Security Mode Complete message following a hash check failure of the Security Mode Command message, and that the UE includes a 5GS mobile identity IE with Type of identity set to "No identity" instead.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 v1.1.1.
* * * First Change * * * *

5.4.2.3
NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to the latest values that the UE sent to the network. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'AMF (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped 5G security context and the ngKSI matches the current 5G NAS security context, if it is a mapped 5G NAS security context).

Editor's note:
Handling at emergency PDU sessions is FFS.

Editor's note:
Handling of "null algorithms" is FFS.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native 5G NAS security context held in the UE while the UE has a mapped 5G security context as the current 5G security context, the UE shall take the non-current native 5G security context into use which then becomes the current native 5G NAS security context and delete the mapped 5G security context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5G NAS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

a)
the SECURITY MODE COMMAND message is received in order to take a 5G NAS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)
the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5G NAS security context, if it is a mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted and a new 5G NAS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm"5G-IA0 as the selected NAS integrity algorithm, the UE shall:

-
if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5G NAS security context to 0;

-
otherwise the UE shall set the downlink NAS COUNT of this new 5G NAS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.

If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5GS NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceAMF and the nonceUE, then the UE shall either:

-
generate K'AMF from both the nonceAMF and the nonceUE as indicated in 3GPP TS 33.501 [22];or

-
check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5G NAS security context, in order not to re-generate the K'AMF.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5G NAS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.

If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure, the SECURITY MODE COMMAND message includes a HASHAMF, the UE shall compare HASHAMF with a hash value locally calculated as described in 3GPP TS 33.501 [22] from the entire plain REGISTRATION REQUEST message that the UE had sent to initiate the procedure. If HASHAMF and the locally calculated hash value are different, the UE shall:
a)
if the SUCI was included in the 5GS mobile identity IE of the REGISTRATION REQUEST message which the UE had previously sent, replace the 5GS mobile identity IE of the REGISTRATION REQUEST message with a 5GS mobile identity IE with Type of identity set to "No identity", and include the resulting REGISTRATION REQUEST message in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message; and

b)
if the SUCI was not included the 5GS mobile identity IE of the REGISTRATION REQUEST message which the UE had previously sent, include the complete REGISTRATION REQUEST message in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.

If, prior to receiving the SECURITY MODE COMMAND message, the UE had sent an initial NAS message containing a limited set of IEs needed to establish security context, the UE shall include the complete initial message in the NAS SECURITY MODE COMPLETE message.
If the UE operating in the single-registration mode receives the Selected EPS NAS security algorithms IE, the UE shall use the IE according to 3GPP TS 33.501 [22].
* * * Next Change * * * *

9.8.3.4
5GS mobile identity
The purpose of the 5GS mobile identity information element is to provide either the SUCI, the 5G-GUTI, the IMEI or the 5G-S-TMSI.

The 5GS mobile identity information element is coded as shown in figures 9.8.3.4.1, 9.8.3.4.2, 9.8.3.4.3 and 9.8.3.4.4, and table 9.8.3.4.1.

The 5GS mobile identity is a type 4 information element with a minimum length of 3 octets and a maximum length of 13 octets.
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	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

	1
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	1
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	Type of identity
	octet 3

	MCC digit 2
	MCC digit 1
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	MNC digit 2
	MNC digit 1
	octet 6

	AMF Region ID
	octet 7

	AMF Region ID (continued)
	octet 8
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	5G-TMSI
	octet 10

	5G-TMSI (continued)
	octet 11

	5G-TMSI (continued)
	octet 12

	5G-TMSI (continued)
	octet 13


Figure 9.8.3.4.1: 5GS mobile identity information element for type of identity "5G-GUTI"
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Figure 9.8.3.4.2: 5GS mobile identity information element for type of identity "SUCI" or "IMEI"
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	octet 8


Figure 9.8.3.4.3: 5GS mobile identity information element for type of identity "5G-S-TMSI"
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Figure 9.8.3.4.4: 5GS mobile identity information element for type of identity "No identity"
Table 9.8.3.4.1: 5GS mobile identity information element

	Type of identity (octet 3)

Bits

	3
	2
	1
	

	0
	0
	0
	No identity (NOTE)

	0
	0
	1
	SUCI

	1
	1
	0
	5G-GUTI

	0
	1
	1
	IMEI

	1
	0
	0
	5G-S-TMSI

	All other values are reserved.

	

	Odd/even indication (octet 3)

Bit

	4
	
	
	

	0
	
	
	even number of identity digits and also when the GUTI or 5G-TMSI is used

	1
	
	
	odd number of identity digits

	

	Identity digits (octet 4 etc.)

For the SUCI, this field is coded using BCD coding. If the number of identity digits is even then bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111".

	

	For the 5G-GUTI, then bits 5 to 8 of octet 3 are coded as "1111", octet 4 through 6 contain the MCC and MNC values as specified below, and bit 8 of octet 7 is the most significant bit and bit 1 of the last octet the least significant bit for the subsequent fields. The required fields for the 5G-GUTI are as defined in 3GPP TS 23.003 [4].



	MCC, Mobile country code (octet 4, octet 5 bits 1 to 4)

The MCC field is coded as in ITU-T Recommendation E.212 [39], annex A.

	

	MNC, Mobile network code (octet 5 bits 5 to 8, octet 6)

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 5 shall be coded as "1111".

The contents of the MCC and MNC digits are coded as octets 6 to 8 of the Temporary mobile group identity IE in figure 10.5.154 of 3GPP TS 24.008 [12].

	

	For the IMEI, this field is coded using BCD coding. The format of the IMEI is described in 3GPP TS 23.003 [4].

	

	For the 5G-S-TMSI, bits 5 to 8 of octet 3 are coded as "1111" and bit 8 of octet 4 is the most significant bit and bit 1 of the last octet is the least significant bit. The coding of the 5G-S-TMSI is left open for each administration.

	

	For Type of identity "No identity", the identity digit bits shall be encoded with all 0s and the length of mobile identity contents parameter shall be set to 1.

	

	NOTE:
This can be used when the requested identity is not available at the UE during the identification procedure or when the UE includes a REGISTRATION REQUEST message previously sent with SUCI in the Replayed NAS message container IE of a SECURITY MODE COMPLETE message.


* * * End of Changes * * * *

