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1. Abstract
This document compares alternatives for steering of UE in VPLMN and proposes an alternative to be specified in normative stage.
This document updates the evalution based on CRs submitted to Jan 2017 CT1 meeting and thus evaluates:

-
alternative 1 as in TR 24.890 v0.2.2 subclause 5.2.4.1 and C1-180163;

-
alternative 2 as in TR 24.890 v0.2.2  subclause 5.2.4.2; and

-
alternative 3 as in TR 24.890 v0.2.2 subclause 5.2.4.3, C1-180246 and C1-180254.
2. Discussion
2.0 General

This document evaluates the alternatives for steering of the UE in the VPLMN.
The UE is steered in the VPLMN by a list of preferred PLMN/access technology combinations provided by HPLMN.
The alternatives listed in TR 24.890 subclause 5.2.4 describe solutions for transport of the list of preferred PLMN/access technology combinations from the HPLMN to the UE.

Apart from stage-3 responsibility, CT1 is also responsible to document non-security stage-2 requirements for steering of the UE in the VPLMN, as agreed in C1-173751. The security stage-2 requirements for steering of the UE in the VPLMN will be specified by SA3.
2.1 Evaluation of alternative 1 specified in TR 24.890 subclause 5.2.4.1 and C1-180163
Advantages:
+
enables the HPLMN to send the list of preferred PLMN/access technology combinations to the UE at any time when the UE is in 5GMM-REGISTERED.
+
prevents attacks resulting to a UE leaving a correctly behaving VPLMN. DL NAS TRANSPORT message is integrity protected message and any fake DL NAS TRANSPORT message is discarded by the UE.

+
enables the HPLMN to detect that the UE receives the list. Upon reception of the list and if the integrity protection check is successful, the UE provides acknowledgement. Security procedures to be defined by SA3 would ensure that the steering acknowledgement cannot be spoofed.

+
enables the HPLMN to detect that misbehaving VPLMN discarded the list, if the list is sent immediately after AMF's registration in UDM. If the HPLMN sends the list immediately after the AMF registers in UDM (when the UE is expected to be reachable via the AMF), and if the UE does not provide the steering acknowledgement, then the HPLMN can conclude that the VPLMN is misbehaving.
+
enable HPLMN to provide the list to the UE if the UE is authenticated using either the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure.
+
enables to provide the list while the UE is trying to register on a VPLMN.
Disadvantages:
-
does not provide a reliable transport of the list of preferred PLMN/access technology combinations from the AMF to the UE. The AMF is unable to detect that the DL NAS TRANSPORT message carrying the list is lost on the way from the AMF to the UE.


-
incomplete non-security stage-2 description - alternative does not indicate which network function in the HPLMN initiates transport of the list and which reference point is used to provide the list from the HPLMN to the AMF.

-
does not enable the UE to detect that misbehaving VPLMN discarded the list. If the VPLMN does not send DL NAS TRANSPORT message including the list provided by the HPLMN, then the UE cannot detect so in the current description.

NOTE:
The above disadvantage can be resolved if HPLMN is mandated to provide the list (or indication-of-no-changes-of-the-list) in some events (e.g. during initial registration).

2.2 Evaluation of alternative 2 specified in TR 24.890 subclause 5.2.4.2

Advantages:
+
enables the HPLMN to send the list of preferred PLMN/access technology combinations to the UE at any time when the UE is in 5GMM-REGISTERED.
+
provides a reliable transport of the list from the AMF to the UE. If the CONFIGURATION UPDATE COMMAND message carrying the list is lost on the way from the AMF to the UE (and thus no CONFIGURATION UPDATE COMPLETE message is received from the UE), the AMF performs retransmission of the CONFIGURATION UPDATE COMMAND message.
+
enables the HPLMN to detect that the UE receives the list. Upon reception of the list and if the integrity protection check is successful, the UE provides steering acknowledgement. Security procedures to be defined by SA3 would ensure that the steering acknowledgement cannot be spoofed.

+
enables the HPLMN to detect that misbehaving VPLMN discarded the list, if the list is sent immediately after AMF's registration in UDM. If the HPLMN sends the list immediately after the AMF registers in UDM (when the UE is expected to be reachable via the AMF), and if the UE does not provide the steering acknowledgement, then the HPLMN can conclude that the VPLMN is misbehaving.
+
complete non-security stage-2 description - alternative indicates that the UDM initiates transport of the list and that N8 reference point is used to provide the list from the UDM to the AMF.

+
prevents attacks resulting to a UE leaving a correctly behaving VPLMN. CONFIGURATION UPDATE COMMAND message is integrity protected message and any fake CONFIGURATION UPDATE COMMAND message is discarded by the UE.

+
enable HPLMN to provide the list to the UE if the UE is authenticated using either the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure.
+
enables to provide the list while the UE is trying to register on a VPLMN.
Disadvantages:
-
does not enable the UE to detect that misbehaving VPLMN discarded the list. If the VPLMN does not send CONFIGURATION UPDATE COMMAND message including the list provided by the HPLMN, then the UE cannot detect so in the current description. 
NOTE:
The above disadvantage can be resolved if HPLMN is mandated to provide the list (or indication-of-no-changes-of-the-list) in some events (e.g. during initial registration).
2.3 Evaluation of alternative 3 specified in TR 24.890 subclause 5.2.4.3, C1-180246 and C1-180254
Advantages:
+
provides a reliable transport of the list of preferred PLMN/access technology combinations from the AMF to the UE. If the AUTHENTICATION REQUEST message carrying the list is lost on the way to the UE (and thus no AUTHENTICATION RESPONSE is received from the UE), the AMF performs retransmission of the AUTHENTICATION REQUEST message.
+
enables to provide the list while the UE is trying to register on a VPLMN.
+
enables the HPLMN to send the list of preferred PLMN/access technology combinations to the UE at any time when the UE is in 5GMM-REGISTERED.
+
enables the HPLMN to detect that the UE receives the list. Successful authentication in VPLMN indicates that the UE got the list, if sent by HPLMN.
+
complete non-security stage-2 description - alternative indicates that the UDM initiates transport of the list and that N13 and N12 reference point is used to provide the list from the UDM to the AMF.

-
enables the UE to detect that misbehaving VPLMN discarded the list but only if the VPLMN did not modify the indication in AV. 
NOTE:
The above reliens on HPLMN being mandated to provide the indication in AV.

Disadvantages:


-
does not enable the HPLMN to detect that misbehaving VPLMN discarded the list or modified the indication in AV. If the VPLMN does not include the list provided by the HPLMN into the AUTHENTICATION REQUEST message or if modifies the indication in AV, then the HPLMN cannot detect it - the HPLMN will only see failed authentication but cannot be sure why.


-
does not enable the UE to detect that misbehaving VPLMN discarded the list if the misbehaving VPLMN also modified the indication in AV. If the VPLMN also modified the indication in AV, then the UE authentication fails and the UE cannot be sure why.

-
enables attacks resulting to a UE leaving a correctly behaving VPLMN. AUTHENTICATION REQUEST message is not integrity protected message. Therefore, an attacker can send a fake AUTHENTICATION REQUEST message with a fake list. The UE would handle such message. The integrity protection check of the fake list would fail and this would force the UE to leave the VPLMN (assuming another VPLMN is available) even if the VPLMN behaves corectly - see C1-180246, 5.2.4.3.5.1, step 9.

-
does not enable HPLMN to provide the list to the UE if the UE is authenticated using the EAP based primary authentication and key agreement procedure. This alternative enables HPLMN to provide the list to the UE only if the UE is authenticated using the 5G AKA based primary authentication and key agreement procedure.
4. Proposal

It is proposed to progress Alternative 2 in the normative stage.
