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1. Introduction
The security algorithm information element is used to indicate which ciphering and intergrity protection algorithm is used during security involved procedure, such as handover or security mode command. 

2. Reason for Change
Add the NAS security algorithm for 5G. 
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501.
* * * 1st Change * * * *

<Proposed change in revision marks>

9.8.3.yy
NAS security algorithms

The purpose of the NAS security algorithms information element is to indicate the algorithms to be used for ciphering and integrity protection.

The NAS security algorithms information element is coded as shown in figure 9.8.3.yy and table 9.8.3.yy.1.

The NAS security algorithms is a type 3 information element with a length of 2 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5G NAS security algorithms IEI
	octet 1

	Type of ciphering algorithm
	Type of integrity protection algorithm
	octet 2


Figure 9.8.3.yy.1: NAS security algorithms information element

	Type of integrity protection algorithm (octet 2, bit 1 to 4)

	Bits

	4
	3
	2
	1
	
	

	0
	0
	0
	0
	
	5G integrity algorithm 5G-IA0 (null integrity protection algorithm)

	0
	0
	0
	1
	
	5G integrity algorithm 128-5G-IA1

	0
	0
	1
	0
	
	5G integrity algorithm 128-5G-IA2

	0
	0
	1
	1
	
	5G integrity algorithm 128-5G-IA3

	0
	1
	0
	0
	
	5G integrity algorithm 5G-IA4

	0
	1
	0
	1
	
	5G integrity algorithm 5G-IA5

	0
	1
	1
	0
	
	5G integrity algorithm 5G-IA6

	0
	1
	1
	1
	
	5G integrity algorithm 5G-IA7

	1
	0
	0
	0
	
	5G integrity algorithm 5G-IA8

	1
	0
	0
	1
	
	5G integrity algorithm 5G-IA9

	1
	0
	1
	0
	
	5G integrity algorithm 5G-IA10

	1
	0
	1
	1
	
	5G integrity algorithm 5G-IA11

	1
	1
	0
	0
	
	5G integrity algorithm 5G-IA12

	1
	1
	0
	1
	
	5G integrity algorithm 5G-IA13

	1
	1
	1
	0
	
	5G integrity algorithm 5G-IA14

	1
	1
	1
	1
	
	5G integrity algorithm 5G-IA15

	
	

	Type of ciphering algorithm (octet 2, bit 5 to 8)

	Bits

	8
	7
	6
	5
	
	

	0
	0
	0
	0
	
	5G encryption algorithm 5G-EA0 (null ciphering algorithm)

	0
	0
	0
	1
	
	5G encryption algorithm 128-5G-EA1

	0
	0
	1
	0
	
	5G encryption algorithm 128-5G-EA2

	0
	0
	1
	1
	
	5G encryption algorithm 128-5G-EA3

	0
	1
	0
	0
	
	5G encryption algorithm 5G-EA4

	0
	1
	0
	1
	
	5G encryption algorithm 5G-EA5

	0
	1
	1
	0
	
	5G encryption algorithm 5G-EA6

	0
	1
	1
	1
	
	5G encryption algorithm 5G-EA7

	1
	0
	0
	0
	
	5G encryption algorithm 5G-EA8

	1
	0
	0
	1
	
	5G encryption algorithm 5G-EA9

	1
	0
	1
	0
	
	5G encryption algorithm 5G-EA10

	1
	0
	1
	1
	
	5G encryption algorithm 5G-EA11

	1
	1
	0
	0
	
	5G encryption algorithm 5G-EA12

	1
	1
	0
	1
	
	5G encryption algorithm 5G-EA13

	1
	1
	1
	0
	
	5G encryption algorithm 5G-EA14

	1
	1
	1
	1
	
	5G encryption algorithm 5G-EA15

	
	
	
	
	
	


