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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document specifies non-3GPP access network discovery and selection procedures, the access authorization procedure used for accessing untrusted non-3GPP access networks.

The present document also specifies the security association management procedures used for establishing IKEv2 and IPSEC security associations from the UE to the N3IWF and the procedures for transporting messages between the UE N3IWF over the non-3GPP access networks.

The present document is applicable to the UE and the network. In this technical specification the network refers to the 3GPP 5GCN and the untrusted non-3GPP access network.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 24.501: "Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[5]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[6]
IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".

[7]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".

[8]
3GPP TS 23.003: "Numbering, addressing and identification".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [2] apply:

5G Access Network 

5G Core Network 

5G System

PDU Session

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GCN
5G Core Network

5GS
5G System
5G-AN
5G Access Network

AMF
Access and Mobility Management Function

AUSF
Authentication Server Function

DNS
Domain Name System

FQDN
Fully Qualified Domain Name

N3IWF
Non-3GPP InterWorking Function
4
General

4.1
Overview

This sub-clause provides overview on non-3GPP access to the 3GPP 5G System (5GS).
4.2
Untrusted access
This sub-clause describes access to the 3GPP 5G System (5GS) via untrusted access networks.
4.3
Identities

This sub-clause will describe different identities used when accessing 5GS via non-3GPP access networks.
4.4
Quality of service support

This sub-clause will describe the mechanisms for supporting QoS when non-3GPP access network is used for accessing 5GS .
5
Network discovery and selection

This sub-clause will describe network discovery and selection procedures to enable accessing 5GS via non-3GPP access networks
5.1
General

This sub-clause will provide general overview.
5.2
Access network discovery procedure
This sub-clause will describe access network discovery  procedures

5.3
Access network selection procedure

This sub-clause will describe access network selection  procedures

5.4
Access network reselection procedure

This sub-clause will describe access network re-selection  procedures

6.
Authentication and authorization procedures
This clause will describe authentication and authorization procedures to be used when accessing 5GS via non-3GPP access networks.
6.1
General
6.2
Untrusted Accesses
This sub-clause will describe how the UE determines whether non-3GPP access is untrusted access.
6.3
Authentication and authorization for accessing 5GS via an untrusted non-3GPP access network
This sub-clause will describe authentication and authorization procedures to be used when accessing 5GS via an untrusted non-3GPP access networks.
7
Security association management procedures

This clause describes the procedures for the UE to establish secure tunnel(s) between the UE and N3IWF when accessing 5GS via untrusted non-3GPP access networks.
7.1
General

The purpose of the security association management procedures is to define the procedures for establishment or disconnection of end-to-end security association between the UE and the N3IWF via an IKEv2 protocol exchange specified in IETF RFC 7296 [6]. The IKE SA and child signalling IPsec SA establishment procedure is always initiated by the UE, whereas the child user plane IPsec SA creation procedures can be initiated by the UE or the N3IWF as specified in 3GPP TS 33.501 [5].

The UE selects an N3IWF according to the procedure in subclause 7.2. Once the N3IWF has been selected, the security associations are established and managed according to the procedures in subclause 7.3 to subclause 7.7.
7.2
N3IWF selection procedure
The ePDG selection procedure specified in the 3GPP TS 24.302 [7] is reused as mechanism for the N3IWF selection except for the following differences:

a)
The UE performs N3IWF selection based on the information configured by the HPLMN in the UE and based on the UE's knowledge of the PLMN it is attached to.

Editor's note:
The format and contents of N3IWF configuration information are FFS.

b)
The input to the DNS query to retrieve IP address(es) of the N3IWF is a N3IWF FQDN. An N3IWF FQDN is either provisioned by the home operator or constructed by UE in either the operator identifier FQDN format or the tracking area identity FQDN format. Location area identity FQDN format is not used.

Editor's note:
The detailed format of the N3IWF FQDN format is FFS and is to be specified in 3GPP TS 23.003 [8].

7.3
IKEv2 SA establishment procedure
7.3.1
General

The purpose of this procedure is to establish a secure connection between the UE and the N3IWF, which is used to securely exchange NAS signalling messages between the UE and the AMF, via the N3IWF.
The IKE SA and first child SA are created between the UE and the N3IWF after the IKE initial exchanges are completed, i.e. after the IKE_SA_INIT exchange and after the IKE_AUTH exchange (see IETF RFC 7296 [6]).

During UE registration the first child SA established is used to transfer NAS signalling traffic. The child SA that is used to convey NAS signalling traffic is termed as the signalling IPsec SA. Additional child SAs (user plane IPsec SAs) can be established between the UE and the N3IWF to transfer user-plane traffic (see subclause 7.5).

The signalling IPsec SA and IKE SA are established between the UE and the N3IWF by executing the procedure in subclause 7.3.2. A vendor-specific EAP method (EAP-5G) is used to encapsulate NAS messages between the UE and the N3IWF. The EAP-5G packets utilize the "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry (i.e. 10415). The EAP-5G method is utilized only for encapsulating NAS messages (not for authentication). The EAP-5G procedure is described in subclause 7.3.3.
7.3.2
IKE SA and signalling IPsec SA establishment procedure

When the UE is required to initiate UE registration via a non-3GPP access and has selected an N3IWF (see 3GPP TS 23.502 [3]) the UE starts to establish an IKE SA and first child SA (signalling IPsec SA). The UE shall initiate an IKE_SA_INIT exchange followed by an IKE_AUTH exchange as specified in IETF RFC 7296 [6]. The UE shall indicate the intention to use EAP by not including the AUTH payload in the initial IKE_AUTH request message as specified in IETF RFC 7296 [6].

Upon reception of the IKE_AUTH request message without AUTH payload, the N3IWF shall respond with an IKE_AUTH response message with an indication to start an EAP-5G session in order to convey the initial NAS messages. The EAP-5G procedure is described in subclause 7.3.3.

When the EAP-5G session is completed the UE receives from the N3IWF an IKE_AUTH response message with an EAP-Success packet. The UE completes the IKE SA and signalling IPsec SA (first child SA) establishment procedure by initiating an IKE_AUTH exchange including an AUTH payload computed based on the N3IWF key as described in 3GPP TS 33.501 [5]. 
This completes the establishment of the IKE SA and signalling IPsec SA between the UE and the N3IWF. The UE and the N3IWF shall send further NAS messages within the signalling IPsec SA (first child SA) (see example in figure 7.3.2.1).

Editor’s note:
It is FFS how the signalling IPsec SA is handled in case of rekeying of the IKE SA.
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Figure 7.3.2.1: IKE SA and first child SA establishment procedure for UE registration over non-3GPP access
7.3.3
EAP-5G procedure for registration over non-3GPP access

The UE and the N3IWF exchange EAP-5G messages within IKE_AUTH request and IKE_AUTH response messages. The N3IWF on reception of an IKE_AUTH request with no AUTH payload shall start an EAP-5G session by sending an EAP-Request/5G-Start message.

The UE acknowledges start of the EAP-5G session by sending an EAP-Response/5G-NAS message. The 5G-NAS packet shall include: 

-
a NAS-PDU attribute that contains a REGITRATION RESQUEST message; and

-
an AN-params attribute that contains access network parameters, such as S-NSSAI, 5G-GUTI, etc. (see 3GPP TS 23.502 [3]).
Further NAS messages between the UE and the AMF, via the N3IWF, that are required to complete the registration procedure shall be inserted in NAS-PDU attribute of a 5G-NAS packet within EAP-Request/EAP-Response messages. If the authentication of the UE completes successfully, the UE receives the SECURITY MODE COMMAND message from the AMF as described in 3GPP TS 24.501 [4]. The UE creates a NAS security context and an N3IWF key as described in 3GPP TS 33.501 [5] and request the completion of the EAP-5G session. The UE terminates the EAP-5G session by sending an EAP-Request/5G-Complete message.

Editor’s note:
The message format of the EAP-Request/5G-Start, EAP-Request/5G-NAS, EAP-Response/5G-NAS and EAP-Request/5G-Complete messages is FFS.

When the N3IWF receives the EAP-Request/5G-Complete message and the N3IWF key from AMF, the N3IWF shall respond with an EAP-Success packet. The UE and the N3IWF proceed to establish an IKE SA and signalling IPsec SA as described in subclause 7.3.2.

An example of an EAP-5G session is shown in figure 7.3.3.1.
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Figure 7.3.3.1: EAP-5G session for UE registration over non-3GPP access
7.3.4
Abnormal cases in the UE
Editor's note:
The abnormal cases in the UE for this specific procedure (not specified in IETF RFC 7296 [6]) are FFS.

7.3.5
Abnormal cases in the N3IWF
Editor's note:
The abnormal cases in the N3IWF for this specific procedure (not specified in IETF RFC 7296 [6]) are FFS.
7.4
IKEv2 SA deletion procedure

7.4.1
General
The purpose of the IKE SA deletion procedure for de-registration via untrusted non-3GPP access is to delete the IKE SA of the UE. This procedure shall be initiated by the N3IWF.
7.4.2
IKE SA deletion procedure initiation
The N3IWF shall initiate the IKE SA deletion procedure by sending an INFORMATIONAL request message including a Delete payload to the UE as specified in IETF RFC 7296 [6].
The Protocol ID shall be set to "1" and no subsequent SPI in the Delete payload. This indicates that the IKE security association and all IPsec ESP security associations that were negotiated within it between the N3IWF and the UE shall be deleted.
7.4.3
IKE SA deletion procedure accepted by the UE
If the UE accepts the INFORMATIONAL request message for deletion of the IKE SA, the UE shall send an empty INFORMATIONAL response message to the N3IWF as specified in IETF RFC 7296 [6].
7.4.4
Abnormal cases in the UE
Editor's note:
The abnormal cases in the UE for this specific procedure (not specified in IETF RFC 7296 [6]) are FFS.
7.4.5
Abnormal cases in the N3IWF
Editor's note:
The abnormal cases in the N3IWF for this specific procedure (not specified in IETF RFC 7296 [6]) are FFS.
7.5
User plane IPsec SA creation procedure 

This sub-clause will describe user plane IPSec child SA creation procedure via untrusted non-3GPP access.

7.5.1
General
The purpose of the Child SA creation procedure during the UE-requested PDU session establishment is to establish a Child SA associating to the QoS profiles of the PDU session. This procedure shall be initiated by the N3IWF.
One Child SA can be accoiated with one or more QoS profiles of the PDU session. The N3IWF will determine the number of Child SAs to establish and the QoS profiles associated with each Child SA based on local policies, configuration and the QoS profiles received from the network.
7.5.2
Child SA creation procedure initiation
The N3IWF shall initiate the Child SA creation procedure by sending a CREATE_CHILD_SA request message to the UE as specified in IETF RFC 7296 [6].
The CREATE_CHILD_SA request message shall include:
a)
USE_TRANSPORT_MODE notification; 
b)
5G_QOS_INFO Notify payload which contains:
1)
QoS profile(s); and
2)
PDU session ID; and
c)
the CREATE_CHILD_SA request message may also include:
1)
a DSCP value.
Editor's note:
The definition of 5G_QOS_INFO Notify payload is FFS.
Editor's note:
Whether 5G_QOS_INFO Notify can contain QFI instead of QoS profile need to be FFS.
Editor's note:
How to handle the packet in transport mode is FFS.
7.5.3
Child SA creation procedure accepted by the UE
If the UE accepts the CREATE_CHILD_SA request message, the UE shall send a CREATE_CHILD_SA response message as specified in IETF RFC 7296 [6].
The CREATE_CHILD_SA request message shall include:
-
USE_TRANSPORT_MODE notification.
Any IKEv2 Notify payload indicating an error shall not be included in the CREATE_CHILD_SA response message.
7.5.4
Child SA creation procedure not accepted by the UE
If the UE does not accept the Child SA creation, the UE shall send a CREATE_CHILD_SA response message with the corresponding Notify payload of error type as specified in IETF RFC 7296 [6].
Editor's note:
Whether 5G specific private Notify Message - Error Types needs to be defined is FFS.
Editor's note:
The behaviour of the N3IWF is FFS upon receipt of the CREATE_CHILD_SA response message indicating failure of the procedure.
7.5.5
Abnormal cases in the UE
Editor's note:
The abnormal cases in the UE for this specific procedure (not specified in IETF RFC 7296 [6]) are FFS.
7.5.6
Abnormal cases in the N3IWF
Editor's note:
The abnormal cases in the N3IWF for this specific procedure (not specified in IETF RFC 7296 [6]) are FFS.
7.6
IPSec SA modification procedure

This sub-clause will describe IPSec child SA modification procedure via untrusted non-3GPP access.

7.7
IPSec SA deletion procedure

This sub-clause will describe IPSec child SA deletion procedure via untrusted non-3GPP access.

7.7.1
General
The purpose of the Child SA deletion procedure for PDU session release is to delete all the Child SAs associated with the PDU session. This procedure shall be initiated by the N3IWF.
7.7.2
Child SA deletion procedure initiation
The N3IWF shall initiate the Child SA deletion procedure by sending an INFORMATIONAL request message including a Delete payload to the UE as specified in IETF RFC 7296 [6]. The Delete payload shall include:
-
the Protocol ID set to "3" for ESP; and
-
all the N3IWF's ESP Security Parameter Index(es) associated to the released PDU session.
7.7.3
Child SA deletion procedure accepted by the UE
If the UE accepts the INFORMATIONAL request message for deletion of the Child SAs, the UE shall send the INFORMATIONAL response message to the N3IWF including the Delete payload received in the corresponding INFORMATIONAL request message as specified in IETF RFC 7296 [6].
Any IKEv2 Notify payload indicating an error shall not be included in the INFORMATIONAL response message.
Editor's note:
The possible Notify messages for status type in the INFORMATIONAL response message are FFS.
7.7.4
Abnormal cases in the UE
Editor's note:
The abnormal cases in the UE for this specific procedure (not specified in IETF RFC 7296 [6]) are FFS.
7.7.5
Abnormal cases in the N3IWF
Editor's note:
The abnormal cases in the N3IWF for this specific procedure (not specified in IETF RFC 7296 [6])
8
Message Transport procedures 
This clause will describe procedures for encapsulation of messages for control plane and use plane.
8.1
General

The sub-clause provides general overview of message encapsulation procedures for non-3GPP access.

8.2
Transport of NAS messages on control plane
This sub-clause will describe GRE procedures to encapsulate control plane NAS messages for transport between the UE and the network via N3IWF.

8.3
Transport of messages on user plane

This sub-clause will describe GRE procedures to encapsulate user plane messages for transport between the UE and the network via N3IWF.
9
Parameters and coding
This clause will describe parameters and coding used for the UE access to the 3GPP 5G System (5GS) via non-3GPP access networks.

9.1
General

9.2
3GPP specific coding information 

This sub-clause will describe coding information that are 3GPP specific, e.g. cause values, private message types.
9.3
IETF RFC coding information

This sub-clause will describe coding and extensions to IETF RFC messages/PDUs and attributes.
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