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1. Introduction
General section for Security association management procedures needs to be provided for new TS 24.502.
2. Reason for Change

Provide general section for Security association management procedures.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 24.502.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[y]
IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".

7.1
General


The purpose of Security association management procedures is to define the procedures for establishment or disconnection of end-to-end security association between the UE and the N3IWF via an IKEv2 protocol exchange specified in IETF RFC 7296 [y]. The IKE SA and child signalling IPsec SA establishment procedure is always initiated by the UE, whereas the child user plane IPsec SA creation procedures can be initiated by the UE or the N3IWF as specified in 3GPP TS 33.501 [x].

The UE selects an N3IWF according to the procedure in subclause 7.2. Once the N3IWF has been selected, the security associations are established and managed according to the procedures in subclause 7.3 to subclause 7.7.
7.5
User plane IPsec SA creation procedure 

This sub-clause will describe user plane IPSec child SA creation procedure via untrusted non-3GPP access.

* * * End Change * * * *

