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1. Introduction
At CT1#106, CT1 agreed C1-174646 on the control plane solution for steering of roaming in 5GS. The P-CR contained several Editor’s notes to track open issues, which can be categorized as follows:

1) Open issues related to the transport of the list of preferred PLMN/access technology combinations to the UE

Editor's note:
The NAS message used to send the list of preferred PLMN/access technology combinations to the UE is FFS.

Editor's note:
Whether a solution needs to be specified for the case when the length of the encoded updated list of preferred PLMN/access technology combinations is greater than 65,535 octets is FFS.

2) Open issues related to the UE behavior in case the list of preferred PLMN/access technology combinations has been suppressed or modified

Editor's note:
Whether the UE needs to maintain a per PLMN counter to track the number of times the integrity check of the received information has failed is FFS.

Editor's note:
How the UE can detect whether the VPLMN has ignored the updated list of preferred PLMN/access technology combinations received from the HPLMN and has not passed it onto the UE is FFS.

Editor's note:
The UE behavior when the integrity check of the updated list of preferred PLMN/access technology combinations fails at the UE is FFS.

3) Open issues to be resolved by SA3:

Editor's note:
SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/access technology combinations sent to the UE by the VPLMN.

Editor's note:
End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.

Editor's note:
Additional information included in the NAS message to enable the UE to verify the integrity of the received list of preferred PLMN/access technology combinations needs to be specified in SA3.

CT1 must wait for SA3 to resolve the Editor’s notes for 3) above. The purpose of the present P-CR is to resolve the Editor’s notes for 1) and 2) above.
2. Reason for change
1) Transport of the list of preferred PLMN/access technology combinations to the UE:

At CT1#106, two alternatives were identified: using the NAS transport procedure (see C1-174151), and using the Generic UE configuration update procedure (see C1-173916).

Using the NAS transport procedure has the following advantages:
· NAS transport allows for transport of payload carried transparently through the AMF. The AMF does not need to understand or process the data within the payload. This enables integrity-protection and/or ciphering of the data in the payload with keys not known to the AMF in the VPLMN, which prevents the AMF from tampering with the data.
· Having the payload carried transparently through the AMF also enables the contents of the payload to be extended in future releases, if desired (for instance to add new parameters to be conveyed from the HPLM to the UE), without requiring any change in the AMF functionality and without any dependency on support in the VPLMN.
· NAS transport can be UE-initiated, unlike the Generic UE configuration update which can only be network-initiated. Consequently using NAS transport enables the update of the list of preferred PLMN/access technology combinations (as well as update of any other piece of information added in the future) to be UE-initiated, if desired, in future releases.

Using the Generic UE configuration update procedure has the following drawbacks:
· The Generic UE configuration update procedure is intended for parameters managed by the the AMF (such as 5G-GUTI, TAI list, etc). To determine the value of these parameters, the AMF uses the information available locally or provided by other network functions and then sets the appropriate IEs in the UE CONFIGURATION UPDATE COMMAND message. This means the AMF need to understand and process the info provided by other network functions, which makes the procedure not suitable for update of the list of preferred PLMN/access technology combinations, since for this procedure the AMF in the VPLMN shall not be able to modify the list.

· The need for the AMF to understand and process the info received from other network functions to set the contents of the UE CONFIGURATION UPDATE COMMAND message also makes the possibility to add new parameters to be sent from the HPLMN to the UE conditional to a corresponding upgrade of the AMF in the VPLMN (so that the AMF can understand and process the new parameters).
· The Generic UE configuration update can only be network-initiated. This prevents adding the possibility for the update of the list of preferred PLMN/access technology combinations (as well as update of any other parameters added in the future) to be UE-initiated, if desired, in future releases.
Another important difference between the NAS transport procedure and the Generic UE configuration procedure is that the former does not include any acknowledgement, while the latter does. However this does not constitute an advantage for the Generic UE configuration update procedure, because:
· The acknowledgement sent by the UE in the Generic UE configuration update procedure terminates at the AMF. It is not passed on to the network function which provided the information triggering the update.

· In the case of steering of roaming, one way for the the HPLMN to determine whether the UE has received the updated list of preferred PLMN/access technology combinations is to check whether the UE attempts to register on the highest priority VPLMN from the updated list available in the UE’s location.

· For operators who do not want to have to rely on the HPLMN checking whether the UE attempts to register on the highest priority VPLMN from the updated list available in the UE’s location, hop-by-hop acknowledgement or a protocol similar to RDS (Reliable Data Service) as specified in TS 24.250 can be used.

Based on the analysis above, using the NAS transport procedure enables protection of the list of preferred PLMN/access technology combinations transparently to the AMF in the VPLMN, enables future addition of HPLMN-provided parameters without any dependency on AMF/VPLMN support, and enables future extensibility of the procedure to include UE-initiated triggers. It is therefore proposed to use the NAS transport procedure.

Proposal 1: Use the NAS transport procedure to send the list of preferred PLMN/access technology combinations to the UE.

Regarding the Editor’s note on the need specifiy a solution for the case when the length of the encoded updated list of preferred PLMN/access technology combinations is greater than 65,535 octets, assuming the current encoding of the Operator controlled PLMN selector with Access Technology list in the USIM as specified in TS 31.102 is re-used, 5 octets are needed for each PLMN/access technology combination. It is thus unlikely that the size of the list sent to the UE will exceed 65,535 octets, and it is therefore proposed to simply remove the Editor’s note. This does not preclude the addition of new parameters to trigger the UE to download information exceeding 65,535 octets via the user plane in future releases, if deemed necessary.
Proposal 2: The case when the length of the encoded updated list of preferred PLMN/access technology combinations is greater than 65,535 octets does not need to be handled in Release 15.
2) UE behavior in case the list of preferred PLMN/access technology combinations has been suppressed or modified:

There is no way for the UE to detect the case when the list has been suppressed by the VPLMN, since the UE will not receive any message in this case. As a result, the detection of this case must be done by the network function which generates the list and triggers the update in the HPLMN. As mentioned in the previous section, the HPLMN can determine whether the UE has received the updated list by:

· Checking whether the UE attempts to register on the highest priority VPLMN from the updated list available in the UE’s location;
· Using hop-by-hop acknowledgement as specified in TS 23.401 for reliable communication service between the UE and the SCEF to get an acknowledgement of the delivery of the list to the UE; or

· Using a protocol similar to RDS as specified in TS 24.250 to get an acknowledgement of the delivery of the list to the UE.

For the case when the UE has received an updated list but the contents of the list fail the integrity check at the UE, it is reasonable to assume that the contents have been modified by the VPLMN and that the VPLMN can therefore not be trusted. It is thus proposed that the UE marks the VPLMN as forbidden and performs PLMN selection, so as to be able to move to another VPLMN (which will either be the most preferred roaming partner in the UE’s location, or will allow the HPLM to re-attempt sending of the list to the UE).
3. Proposal

It is proposed to agree the following changes to 3GPP TR 24.890 v1.1.1
* * * First Change * * * *
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5.2.4.z
Alternative z for steering of UE in VPLMN
5.2.4.z.1
General
The purpose of the procedure for steering of UE in VPLMN is to allow the HPLMN to update the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN updates the list of preferred PLMN/access technology combinations e.g. depending on the PLMN where the UE is registered or when required by HPLMN operator policies.

The VPLMN shall not be able to modify the list of preferred PLMN/access technology combinations sent by the HPLMN. The UE shall be able to verify the integrity of the received list of preferred PLMN/access technology combinations.
Editor's note:
SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/access technology combinations sent to the UE by the VPLMN.

Editor's note:
End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.

5.2.4.z.2
Initiation of the procedure for steering of UE in VPLMN

The network intiates the procedure for steering of UE in VPLMN using the NAS transport procedure specified in subclause 8.5.1.2.3, with:

-
the Payload container type IE of the DL NAS TRANSPORT message indicating that the Payload container IE contains a list of preferred PLMN/access technology combinations; and

-
the Payload container IE of the DL NAS TRANSPORT message set to the list of preferred PLMN/access technology combinations.

Editor's note:
The encoding of the list of preferred PLMN/access technology combinations in the DL NAS TRANSPORT message is FFS.

Editor's note:
Additional information included in the NAS message to enable the UE to verify the integrity of the received list of preferred PLMN/access technology combinations needs to be specified in SA3.

5.2.4.z.3
Procedure for steering of UE in VPLMN accepted by the UE

Upon receiving an updated list of preferred PLMN/access technology combinations, the UE shall verify the integrity of the received list of preferred PLMN/access technology combinations. If the integrity check passes, the UE shall:

-
replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME with the received list of preferred PLMN/access technology combinations;

-
delete the PLMNs identified by the received list of preferred PLMN/access technology combinations from the Forbidden PLMN list, if they are present in this list. This includes any information stored in the USIM and the ME internal memory; 

-
take the new information into account in subsequent attempts to access a higher priority PLMN; and

-
attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired.

5.2.4.z.4
Procedure for steering of UE in VPLMN not accepted by the UE

If the integrity check of the received list of preferred PLMN/access technology combinations fails at the UE, the UE shall add the registered PLMN to the forbidden PLMNs list and perform PLMN selection as specified in 3GPP TS 23.122 [7]).

5.2.4.z.5
Completion of the procedure for steering of UE in VPLMN at the network

After initiating the procedure for steering of UE in VPLMN, the network may determine whether the UE has received the list of preferred PLMN/access technology combinations by checking whether the UE has attempted registration on the highest priority VPLMN in the list available in the UE’s location within a timer set to an implementatation specific value.

Editor's note:
Whether the network can use hop-by-hop acknowledgement, or a protocol similar to RDS as specified in 3GPP TS 24.250 [xx], to receive an acknowledgement for the delivery of the list to the UE is FFS.

* * * End of Changes * * * *

