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1. Introduction
CT1 has added below editor’s note to the TR:

Editor's note:
How the UE can detect whether the VPLMN has ignored the updated list of preferred PLMN/access technology combinations received from the HPLMN and has not passed it onto the UE is FFS
To handle above case and to securely transmit preferred PLMN/access technology to the UE we propose that authentication procedure be used. 
Advantages of using Authentication procedure is:

1. No new message or procedure is required.

2. No changes required as part of VPLMN, it has to tranparently send the received preferred PLMN/access technology (for example preferred PLMN/access technology list can be along with authentication vectors. Thus its transparent to VPLMN AMF like other security parameters) to UE. 

3. UE can detect if VPLMN is tampering the Preferred PLMN list(as its protected).
4. VPLMN will not be able to block the authentication message because without authenticating the UE it cannot provide any service. 

Following questions arise: 
1. Requirement is that HPLMN should be able to send the preferred list any time. (i.e. even after Registration). Will this work for this solution as the list is provided only during Authenticatin Procedure ? 

Samsung’s Opinion:
In the last CT1 meeting, CT1 has sent a LS to other Working group stating below: 

“Sending of this list from the HPLMN to the UE is not often. It typically happens at switch on or recovery from lack of coverage in the VPLMN. Hence normally this list can be sent to the UE during the registration process. If this list is updated by the HPLMN after it was sent to the UE, the HPLMN can send the updated list to the UE at any time (as long as the UE is 5GMM-REGISTERED state) but CT1 expects the operator of HPLMN will not update this list often”
Normally this list is sent to UE during registration procedure. Thus no issues in current proposal for normal situation. During initial registration procedure on the new VPLMN it is expected that authentication procedure will be executed by network. Thus this procedure can be used to send the preferred list to UE. 

While UE is getting registered on VPLMN if the Preffered PLMN list is already shared with UE using secured mechanism we don’t see a need for HPLMN to re-update the UE with the new list till UE changes the PLMN. 

In the worst case if still HPLMN wants to move the UE from currently registered VPLMN then HPLMN can initiate deregistration procedure and make UE to re-register. 

2. Which node in CN is suitable to store and provide preferred PLMN list.
Samsung’s opinion:

PCF doesn’t have interface with AUSF currently to obtain necessary parameters to protect preferred PLMN/access technology list. Thus it need more work to send secure preferred PLMN/access technology to UE via VPLMN AMF by bringing architecture level changes. Hence we prefer UDM or AUSF which already handles UE security aspects.
2. Reason for Change
To provide stage 2 solution for the issue of “securely transmitting preferred PLMN/access technology to UE”.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 24.890, v.1.1.1.
* * * Changes * * * *
5.2.4
Procedure for steering of UE in VPLMN

5.2.4.1
General
The purpose of the procedure for steering of UE in VPLMN is to allow the HPLMN to update the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN updates the list of preferred PLMN/access technology combinations e.g. depending on the PLMN where the UE is registered or when required by HPLMN operator policies.

The VPLMN shall not be able to modify the list of preferred PLMN/access technology combinations sent by the HPLMN. The UE shall be able to verify the integrity of the received list of preferred PLMN/access technology combinations.
The stage-2 flow for the procedure is described below in figure 5.2.4.1.1:
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Figure 5.2.4.1.1: Procedure for providing list of preferred PLMN/access technology combinations
1. The UE initiates registration by sending REGISTRATION REQUEST message to the VPLMN AMF, and the VPLMN AMF decides to initiate the authentication procedure as defined in 3GPP TS 33.501 [19].
2. VPLMN AMF sends 5G-AIR message to HPLMN AUSF.
3. AUSF sends Auth-Info request message to UDM.
4. UDM decides to provide the preferred PLMN/access technology list to the UE.

5. UDM sends the preferred PLMN/access technology list in Auth-Info response message along with other existing parameters. 
6. The AUSF sends the 5G Authentication Initiation Answer (5G-AIR) message to the VPLMN AMF, which includes protected preferred PLMN/access technology list.
Editor's note:
SA3 will decide the mechanism to securely protect preferred PLMN/access technology list.
7. The VPLMN AMF transparently sends the preferred PLMN/access technology list to UE. 

8. UE performs integrity check on the received preferred PLMN/access technology list. 
Editor's note:
SA3 will decide the mechanism in which UE performs integrity check of preferred PLMN/access technology list.
9. If check is successful in step 8 then the UE proceeds as described in section 5.2.4.3.
10. If check is not successful in step 8 then the UE proceeds as described in section 5.2.4.4.    
Note: The above procedure shows incremental changes required in authentication procedure for sending preferred PLMN/access technology list to UE. 
Editor's note:
SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/access technology combinations sent to the UE by the VPLMN.

Editor's note:
End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.

Editor's note:
Whether the UE needs to maintain a per PLMN counter to track the number of times the integrity check of the received information has failed is FFS.

5.2.4.2
Initiation of the procedure for steering of UE in VPLMN

If network wishes to provide preferred PLMN/access technology list to UE it shall include the list as part of authentication procedure as described in section 5.2.4.1. 

Editor's note:
Additional information included in the NAS message to enable the UE to verify the integrity of the received list of preferred PLMN/access technology combinations needs to be specified in SA3.


Editor's note:
Whether a solution needs to be specified for the case when the length of the encoded updated list of preferred PLMN/access technology combinations is greater than 65,535 octets is FFS.

5.2.4.3
Procedure for steering of UE in VPLMN accepted by the UE

Upon receiving an updated list of preferred PLMN/access technology combinations, the UE shall verify the integrity of the received list of preferred PLMN/access technology combinations. If the integrity check passes, the UE shall:

-
replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME with the received list of preferred PLMN/access technology combinations;

-
delete the PLMNs identified by the received list of preferred PLMN/access technology combinations from the Forbidden PLMN list, if they are present in this list. This includes any information stored in the USIM and the ME internal memory; 

-
take the new information into account in subsequent attempts to access a higher priority PLMN; and

-
attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired.

5.2.4.4
Procedure for steering of UE in VPLMN not accepted by the UE

Editor's note:
The UE behavior when the integrity check of the updated list of preferred PLMN/access technology combinations fails at the UE is FFS.
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