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***** Next change *****
10.2.2.2.1
Client originating procedures

Upon receiving a request from an MCVideo user to establish an MCVideo private call the MCVideo client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
shall set the Request-URI of the SIP INVITE request to a public service identity of the participating MCVideo function serving the MCVideo user;

2)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [11];

3)
shall include the g.3gpp.mcvideo media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [22];

4)
shall include an Accept-Contact header field containing the g.3gpp.mcvideo media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

5)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcvideo" (coded as specified in 3GPP TS 24.229 [11]), in a P-Preferred-Service header field according to IETF RFC 6050 [14] in the SIP INVITE request;

6)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref contain with the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" along with parameters "require" and "explicit" according to IETF RFC 3841 [20];

7)
for the establishment of a private call shall insert in the SIP INVITE request a MIME resource-lists body with the MCVideo ID of the invited MCVideo user, according to rules and procedures of IETF RFC 5366 [37];

8)
if an end-to-end security context needs to be established then:

a)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [8];

b)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [8];

c)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [8];

d)
shall encrypt the PCK to a UID associated to the MCVideo client using the MCVideo ID and KMS URI of the invited user and a time related parameter as described in 3GPP TS 33.180 [8];

e)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [8]; and

g)
shall add the MCVideo ID of the originating MCVideo to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [8]; and
f)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCVideo user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [8].
9)
shall include an SDP offer according to 3GPP TS 24.229 [11] with the clarification given in subclause 6.2.1 and with a media stream of the offered media-transmission control entity;

10)
if implicit transmission control is required, shall comply with the conditions specified in subclause 6.4;

11)
if the MCVideo user is initiating a private call then:

a)
if force of automatic commencement mode at the invited MCVideo client is requested by the MCVideo user, shall include in the SIP INVITE request a Priv-Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [27];

b)
if force of automatic commencement mode at the invited MCVideo client is not requested by the MCVideo user and:

i)
if automatic commencement mode at the invited MCVideo client is requested by the MCVideo user, shall include in the SIP INVITE request an Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [27]; and

ii)
if manual commencement mode at the invited MCVideo client is requested by the MCVideo user, shall include in the SIP INVITE request an Answer-Mode header field with the value "Manual" according to the rules and procedures of IETF RFC 5373 [27]; and

c)
shall contain an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <session-type> element set to a value of "private";

12)
shall send SIP INVITE request towards the MCVideo server according to 3GPP TS 24.229 [11].

Upon receiving a SIP 183(Session Progress) response to the SIP INVITE request the MCVideo client:

1)
may indicate the progress of the session establishment to the inviting MCVideo user.

Upon receiving a SIP 200 (OK) response to the SIP INVITE request the MCVideo client:

1)
shall interact with the media plane as specified in 3GPP TS 24.581 [5]; and
2)
shall notify the user that the call has been successfully established.
***** Next change *****
10.3.2.4.2.1
Initiating a private call
When in the "P0: start-stop" state or "P1: ignoring same call id", upon an indication from MCVideo User to initiate a private call, the MCVideo client:

Editor’s Note: Authorization check for private call is FFS.

1)
shall generate and store the call identifier as a random number uniformly distributed between (0, 65536);

2)
shall store own MCVideo user ID as caller ID;

3)
shall store MCVideo user ID of the callee as callee ID;

4)
shall store "AUTOMATIC COMMENCEMENT MODE" as commencement mode, if requested. Otherwise if the value of, store "MANUAL COMMENCEMENT MODE" as commencement mode;

Editor’s Note: Authorization check for commencement modes is FFS.

5)
shall store “PRIVATE CALL” as the current call type;;

6)
if an end-to-end security context needs to be established then:

a)
shall use keying material provided by the key management server to generate a PCK as described in 3GPP TS 33.180 [8];

b)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [8];

c)
shall encrypt the PCK to a UID associated to the MCVideo client using the MCVideo ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [8];

d)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [8];

e)
shall add the MCVideo ID of the originating MCVideo to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [8];
f)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCVideo user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [8] and;

g)
shall store the MIKEY-SAKKE I_MESSAGE for later inclusion in an SDP body;
7)
may store current user location as user location;

8)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network private call as described in 3GPP TS 24.483 [4].

9)
shall generate and store offer SDP, as defined in subclause 10.3.1.1.2;

10)
shall generate a PRIVATE CALL SETUP REQUEST message as specified in subclause 17.1.5. In the PRIVATE CALL SETUP REQUEST message, the MCVideo client:

a)
shall set the Call identifier IE with the stored call identifier;

b)
shall set the MCVideo user ID of the caller IE with the stored caller ID;

c)
shall set the MCVideo user ID of the callee IE with the stored callee ID;

d)
shall set the Commencement mode IE with the stored commencement mode;

e)
shall set the Call type IE with the stored current call type;

f)
shall set the SDP offer IE with the stored offer SDP; and
g)
may set the User location IE with the stored user location.

11)
shall send the PRIVATE CALL SETUP REQUEST message towards other MCVideo client according to rules and procedures as specified in subclause 10.3.1.1.1;

12)
shall initialize the counter CFP1 (private call request retransmission) with the value set to 1;

13)
shall start timer TFP1 (private call request retransmission); and

14)
shall enter the "P2: waiting for call response" state.

Table G-1: Key usage according to purpose tag


Purpose tag value�
Key type�
Key usage�
Application of key diversity through UK-ID�
�
0�
GMK �
Protection of group communications.�
Yes�
�
1�
PCK�
Protection of Private Call communications.�
No��
�
2�
CSK�
Protection of application signalling (XML and SRTCP) between the MC client and MC domain.�
No�
�
3�
SPK�
Protection of application signalling (XML and SRTCP) between servers in MC domain(s).�
No�
�
4�
MKFC�
Used as defined in Annex H.�
No�
�
5�
MSCCK�
Used as defined in Annex H.�
No�
�
6�
MuSiK�
Protection of multicast signalling between the MCX Server and the MC Client.�
No�
�
7-15�
Not defined�
�
�
�









