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1.
Introduction

RAN2 and CT1 have previously discussed the options for signalling UE security capabilities and exchanged LSes on them.  In general, RAN2 preferred to use NAS signalling for security capability signalling, and CT1 in response LS C1-173748, indicated that CT1 accepted to use NAS signalling:
CT1 can confirm that there is MME impact in CT1 for E-UTRAN-NR Dual Connectivity and that handling the UE’s NR security capabilities in the NAS layer for option 3 is acceptable.
Now SA2 has sent an LS (S2-178182/C1-174691) suggesting that SA2 prefer's that EN-DC “does not impose any new mandatory MME impacts compared to Dual Connectivity support using pre-release 15 MMEs”. 

This document looks at the essential sameness of currently defined NR security algorithms and LTE security algorithms and considers a possible way forward that can meet SA2's preference.
2.
Discussion

UMTS signalled UE security capability using RRC signalling.  With security capability signalling, it is important to ensure that it is integrity protected.  This is done by echoing back the security capability to the UE with Integrity protection and UE checking to see if it matches the one it signalled.  This had introduced additional complexity.

In LTE, with the introduction of NAS security, the security capability signalling is done at NAS level.  Additional UE AS security signalling was avoided by making the simple assumption that UE AS security capability is the same as the UE NAS security capability.  It is then sufficient for MME to provide the signalled UE NAS security capability to eNB.

There are some additional factors to consider regarding security capability for EN-DC. UE has two AS security capability – the LTE security capability (for MCG) and NR security capability (for SCG).   LTE and NR PDCPs are different.  Further, SA3 also defined different security algorithms (in terminology) for NR (see annex).

So it became necessary to signal also the NR security capability and this led to the discussion on whether to signal it at RRC or NAS.  Both have their benefits and drawbacks.  As mentioned above, using RRC signalling introduces an additional complexity that can be avoided.  Using NAS requires mandatory changes to MME that SA2 want to avoid.

Noting that the LTE and NR algorithms currently defined, while they are named differently, are in fact the same.  Further, with unified bearers, both LTE and NR side can use NR PDCP, which blurs the meaning of LTE algorithm and NR algorithm.  The NR PDCP of unified bearers must be capable of accepting data from MCG (LTE) or SCG (NR) radio interface.  And the UE behaviour is the same and independent of the location of the PDCP on the network side. Hence NR or LTE security algorithm are only different in name – terminology – and not directly relevant for EN-DC.
· Observation #1: LTE and NR security algorithm capability does not directly apply for EN-DC with unified bearers.
As the NR security algorithms and the LTE security algorithms differ only in their name, it is hence reasonable to assume the algorithms supported by a UE in LTE and NR in EN-DC will be the same.
· Observation #2: UE is very likely to support the same algorithms in LTE and NR for EN-DC in Rel-15
This can be exploited to minimise signalling impact.  If we can state in the specifications that the UE shall support the NR algorithms corresponding to the signalled LTE algorithms, the need to mandatorily signal NR security algorithms goes away

· Observation #3: It is not essential to signal the NR security algorithm capability if specifications state that UE shall support the NR algorithms corresponding to the signalled LTE algorithms for EN-DC.  Mandatory changes to MME are not required to support EN-DC.
In later phases, if NR were to introduce additional algorithms, those can then be signalled over NAS.  MMEs that are upgraded will be able to use the new algorithms as normal, thus it is optional for MME to support those new algorithms.

· Observation #4: Additional NR security capability can still be supported over NAS as normal and handled by updated MMEs.
Based on these observations, it is proposed:-
Proposal #1:
UE shall support the NR algorithms corresponding to the signalled LTE algorithms.

Proposal #2:
There is no need to signal the UE NR AS Security capability over LTE RRC. 
2.1
Signalling of NR algorithms to UE
One aspect to discuss further is how to do the mapping from LTE algorithms provided by legacy MME over S1 to NR algorithms.  To avoid different UE behaviours, the algorithms signalled to the UE have to be the same irrespective of whether MME is upgraded or not.  This can be achieved by eNB performing the mapping between LTE and NR algorithm code points and always using the corresponding NR algorithm code point to gNB; and gNB always using NR code point to UE to represent NR algorithms.

That is, for unified bearers the security algorithm to use signalled to the UE will always be an  'NR algorithm' (signalled as NEAx, instead of EEAx). So the NAS may have signalled that UE supports EEA1, but when configured to the UE the RRC will signal to use NEA1. If in future NAS is extended so UE can signal it supports NEA5, and when configured to the UE, the RRC will signal to use NEA5.

Proposal #3: 
Mapping from LTE security algorithm to corresponding NR security algorithm (where necessary) is performed at eNB. 
3.
Summary, proposals and conclusion

This document considered the different options for UE AS security capability signalling for EN-DC and how to address SA2 concern of not making mandatory change to MME to support EN-DC.  The following observations and proposals were made.

· Observation #1: LTE and NR security algorithm capability does not directly apply for EN-DC with unified bearers.
· Observation #2: UE is very likely to support the same algorithms in LTE and NR for EN-DC in Rel-15
· Observation #3: It is not essential to signal the NR security algorithm capability if specifications state that UE shall support the NR algorithms corresponding to the signalled LTE algorithms for EN-DC.  Mandatory changes to MME are not required to support EN-DC. 
· Observation #4: Additional NR security capability can still be supported over NAS as normal and handled by updated MMEs. 
Proposal #1:
UE shall support the NR algorithms corresponding to the signalled LTE algorithms.

Proposal #2:
There is no need to signal the UE NR AS Security capability over LTE RRC. 

Proposal #3: 
Mapping from LTE security algorithm to corresponding NR security algorithm (where necessary) is performed at eNB. 
In conclusion, we consider that SA2's preference for optional changes for MME for the signalling of UE security capabilities exchange, can be met as discussed above and propose to reply to incoming LS C1-174691 with C1-17yyyy.
Annex  – for information – extract from TS 33.501
5.6
 Algorithm identifier values

5.6.1       Ciphering algorithm identifier values

All Identifiers and names specified in this subclause are for NR (New Radio). 

Each Ciphering Algorithm used for NR will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 

"00002"         NEA0


Null ciphering algorithm;

"00012"         128-NEA1

128-bit SNOW 3G based algorithm;

"00102"         128-NEA2

128-bit AES based algorithm; and

"00112"         128-NEA3

128-bit ZUC based algorithm.

128-NEA1 is based on SNOW 3G (see TS35.215 [14]).

128-NEA2 is based on 128-bit AES [15] in CTR mode [16].

128-NEA3 is based on 128-bit ZUC (sseTS35.221 [18]).

5.6.2         Integrity algorithm identifier values

All Identifiers and names specified in the present subclause are for NR (New Radio). 

Each Integrity Algorithm used for NR will be assigned a 4-bit. The following values for integrity algorithms are defined: 

"00002"         NIA0


Null Integrity Protection algorithm;

"00012"         128-NIA1

128-bit SNOW 3G based algorithm;

"00102"         128-NIA2

128-bit AES based algorithm; and

"00112"         128-NIA3

128-bit ZUC based algorithm.

128-NIA1 is based on SNOW 3G (see TS35.215 [14]).

128-NIA2 is based on 128-bit AES [15] in CMAC mode [17].

128-NIA3 is based on 128-bit ZUC (see TS35.221 [18]).

Full details of the algorithms are specified in Annex D.

