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1. Reason for Change
This paper addresses the 3GPP registration procedure over non-3GPP access based on the agreements made in 3GPP SA2 #123 meeting (see S2-177794). The primary agreement in SA2 is that a vendor-specific EAP method (called "EAP-5G") is used to encapsulate NAS messages between the UE and N3IWF. The N3IWF transparently forwards these NAS messages to/from AMF. The EAP-5G packets utilize the
 "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry (i.e. 10415). The "EAP-5G" method is not used for authentication but only for NAS message encapsulation before the first IPSec security association (SA) is established. Authentication between the UE and AUSF is supported with the methods specified in TS 33.501 (e.g. EAP-AKA').
Based on these agreements a procedure is required to be defined for the first child SA creation procedure when the UE starts a registration over a non-3GPP access. The first child SA (or IPsec SA is used to transfer NAS messages between the UE and AMF, via N3IWF. For this reason, it is also called "signalling IPsec SA".
The steps to establish the first child SA (or "signalling IPsec SA") are shown in the figure below.
1. The UE and N3IWF establish an IKE SA by executing an IKE_SA_init exchange (as specified in RFC7296). This IKE SA is used to protect subsequent IKE messages.
2. The UE initiates an IKE_AUTH Request without including an AUTH payload. The N3IWF identifies such request as a request to start an EAP-5G session and responds with an EAP-Request/5G-Start packet, contained in an IKE-AUTH Response.
3. The UE sends an IKE_AUTH Request including an EAP-Response/5G-NAS packet and includes the NAS registration request message and other parameters (which are used for AMF selection) as described in 3GPP TS 23.502.
4. Further NAS messages between the UE and the AMF are exchanged via the N3IWF, each one encapsulated within an EAP/5G-NAS packet. These NAS messages are normal NAS messages exchanged during a 5G registration procedure.
5. After the UE creates the N3IWF key (as defined in TS 33.501), the UE sends an EAP-Request/5G-Complete packet. The N3IWF responds with EAP-Success packet if the N3IWF has received an N3IWF from the AMF.
6. After that, the first IPSec child SA is created between the UE and N3IWF by using the common N3IWF key in the UE and N3IWF. Further NAS signalling messages are exchanged between the UE and the N3IWF within this IPSec SA.
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Figure 1: First Child SA creation for registration over non-3GPP acess
2. Proposal

It is proposed to agree the following changes to 3GPP TR 24.890 v1.1.1.
* // Start of 1st change
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

5GMM-IDLE mode: In this specification, if the term is used standalone, a UE in 5GMM-IDLE mode means the UE can be either in 5GMM-IDLE mode over 3GPP access or in 5GMM-IDLE mode over non-3GPP access.
5GMM-CONNECTED mode: In this specification, if the term is used standalone, a UE in 5GMM-CONNECTED mode means the UE can be either in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED mode over non-3GPP access.
5GMM-IDLE mode over 3GPP access: A UE is in 5GMM-IDLE mode over 3GPP access when the UE is in 5GMM-REGISTERED state over 3GPP access and no N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-IDLE mode used in the present document corresponds to the term CM-IDLE state used in 3GPP TS 23.501 [9].
5GMM-CONNECTED mode over 3GPP access: A UE is in 5GMM-CONNECTED mode over 3GPP access when a N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-CONNECTED mode used in the present document corresponds to the term CM-CONNECTED state used in 3GPP TS 23.501 [9].
5GMM-IDLE mode over non-3GPP access: A UE is in 5GMM-IDLE mode over non-3GPP access when the UE is in 5GMM-REGISTERED state over non-3GPP access and no N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-IDLE mode over non-3GPP access used in the present document corresponds to the term CM-IDLE state for non-3GPP access used in 3GPP TS 23.501 [9].
5GMM-CONNECTED mode over non-3GPP access: A UE is in 5GMM-CONNECTED mode over non-3GPP access when it has N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-CONNECTED mode over non-3GPP access used in the present document corresponds to the term CM-CONNECTED state for non-3GPP access used in 3GPP TS 23.501 [9].
EAP-5G: A vendor-specific EAP method which is used to encapsulate NAS messages between the UE and the N3IWF
Last visited registered TAI: A TAI which is contained in the registration area that the UE registered to the network and which identifies the tracking area last visited by the UE.
N1 mode: A mode of a UE allowing access to the 5G core network via the 5G access network.
N1 NAS signalling connection: A peer to peer N1 mode connection between UE and AMF. An N1 NAS signalling connection is either the concatenation of an RRC connection via the Uu reference point and an NG connection via the N2 reference point for 3GPP access, or the concatenation of an IPsec tunnel via the NWu reference point and an NG connection via the N2 reference point for non-3GPP access.

PDU session for LADN: A PDU session with a DNN associated with a LADN.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [9] apply:

5G access network
5G core network
5G QoS flow

5G QoS indicator

5G-GUTI

5G System
5G-S-TMSI
Allowed area
NG-RAN
Allowed NSSAI

Configured NSSAI

Local area data network

Network slice

Non-allowed area
PDU session
PDU session type
PEI
Requested NSSAI
SUPI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 38.413 [23] apply:

NG connection

* // Start of 2nd change
10.6
Procedures between UE and N3IWF
Editor's note:
This subclause specifies the IKEv2 procedures between the UE and N3IWF due to UE registration/de-registration, PDU session setup, PDU session modification and PDU session release.
10.7.1
IKE SA procedure for UE registration via untrusted non-3GPP access
Editor's note:
This subclause specifies IKE SA creation procedure for UE registration via untrusted non-3GPP access.
10.7.1.1 General

The purpose of this procedure is to establish a secure connection between the UE and N3IWF, which is used to securely exchange NAS signalling messages between the UE and AMF, via N3IWF.
The IKE SA and first child SA are created between the UE and N3IWF after the IKE initial exchanges are completed, i.e. after the IKE_SA_INIT exchange and after the IKE_AUTH exchange (see RFC 7296 [31]).  

During UE registration the first child SA established is used to transfer NAS signalling traffic. The child SA that is used to convey NAS signalling traffic is termed as the signalling IPsec SA. Additional child SAs (user plane IPsec SAs) can be established between the UE and N3IWF to transfer user-plane traffic (see subclause 10.7.2A).

The signalling IPsec SA and IKE SA are established between the UE and N3IWF by executing the procedure in subclause 10.7.1.2. A vendor-specific EAP method (EAP-5G) is used to encapsulate NAS messages between the UE and the N3IWF. The EAP-5G packets utilize the "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry (i.e. 10415). The EAP-5G method is utilized only for encapsulating NAS messages (not for authentication). The EAP-5G procedure is described in subclause 10.7.1.3. 
10.7.1.2 IKE SA and signalling IPsec SA establishment procedure

When the UE is required to initiate UE registration via a non-3GPP access and has selected an N3IWF (see 3GPP TS 23.502 [10]) the UE starts to establish an IKE SA and first child SA (signalling IPsec SA). The UE shall initiate an IKE_SA_INIT exchange followed by an IKE_AUTH exchange as specified in RFC 7296 [31]. The UE shall indicate the intention to use EAP by not including the AUTH payload in the initial IKE_AUTH Request as specified in RFC 7296 [31].
Upon reception of the IKE_AUTH request without AUTH payload, the N3IWF shall respond with an IKE_AUTH response with an indication to start an EAP-5G session in order to convery the initial NAS messages. The EAP-5G procedure is described in subclause 10.7.1.3.

When the EAP-5G session is completed the UE receives from the N3IWF an IKE_AUTH response with an EAP-Success packet. The UE completes the IKE SA and signalling IPsec SA (first child SA) establishment procedure by initiating an IKE_AUTH exchange including an AUTH payload computed based on the N3IWF key as described in 3GPP TS 33.501 [19]. 
This completes the establishment of the IKE SA and signalling IPsec SA between the UE and N3IWF. The UE and N3IWF shall send further NAS messages within the signalling IPsec SA (first child SA) (see example in figure 10.7.1.2.1).
Editor’s Note: It is FFS how the signalling IPsec SA is handled in case of rekeying of the IKE SA.
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Figure 10.7.1.2.1: IKE SA and First Child SA Establishment procedure for UE registration over non-3GPP Access
10.7.1.3 EAP-5G procedure for registration over non-3GPP access
The UE and the N3IWF exchange EAP-5G messages within IKE_AUTH request and IKE_AUTH response messages.
The N3IWF on reception of an IKE_AUTH request with no AUTH payload shall start an EAP-5G session by sending an EAP-Request/5G-Start message.
The UE acknowledges start of the EAP-5G session by sending an EAP-Response/5G-NAS message. The 5G-NAS packet shall include: 

-
a NAS-PDU attribute that contains a NAS Registration Request message; and

-
an AN-params attribute that contains access network parameters, such as S-NSSAI, 5G-GUTI, etc. (see 3GPP TS 23.502 [10]).
Further NAS messages between the UE and the AMF, via the N3IWF, that are required to complete the registration procedure shall be inserted in NAS-PDU attribute of an 5G-NAS packet within EAP-Request/EAP-Response messages. If the authentication of the UE completes successfully the UE receives the SECURITY MODE COMMAND request from the AMF as described in subclause8.5.1.1.2.1. The UE creates a NAS security context and an N3IWF key as described in 3GPP TS 33.501 [19] and request the completion of the EAP-5G session. The UE terminates the EAP-5G session by sending an EAP-Request/5G-Complete message.
Editor’s Note: The message format of the EAP-Request/5G-Start, EAP-Request/5G-NAS, EAP-Response/5G-NAS and EAP-Request/5G-Complete messages is FFS.
When the N3IWF receives the EAP-Request/5G-Complete message and the N3IWF key from AMF, the N3IWF shall respond with an EAP-Success packet. The UE and N3IWF proceed to establish an IKE SA and signalling IPsec SA as described in subclause 10.7.1.2.
An example of an EAP-5G session is shown in figure 10.7.1.3.1.
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Figure 10.7.1.2.1: EAP-5G session for UE registration over non-3GPP Access
10.7.1.4
Abnormal cases in the UE
Editor's note:
The abnormal cases in the UE for this specific procedure (not specified in IETF RFC 7296 [31]) are FFS.

10.7.1.5
Abnormal cases in the N3IWF
Editor's note:
The abnormal cases in the N3IWF for this specific procedure (not specified in IETF RFC 7296 [31]) are FFS.
10.7.2
User plane IPsec SA creation procedure for UE-requested PDU session establishment
Editor's note:
This subclause specifies user plane IPsec SA (additional child SA) creation procedure for PDU session setup via untrusted non-3GPP access.
* // End of Changes
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