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1. Introduction
The word « Extended » is missing for the protocol discriminator in section 6.3.
In section 8.5.3.1.3, the folowing is mentioned :
8.5.3.1.3
Common procedure initiation

Upon receipt of the SERVICE REQUEST message, the AMF may initiate the common procedures e.g. the authentication procedure and security procedure.

This section seems to be a copy and paste from 24.301. While the “authentication” procedure was a “Common” procedure in EMM, it has been defined as a “Specific” procedure in 24.890 in section 8.5.2.1. Therefore, either the section is incorrect or the mention of the “authentication procedure” should be removed from 8.5.3.1.3.
2. Proposal

It is proposed to agree the following changes to 3GPP TR24.890
* * * First Change * 
6.3
Basic groups of functions
Most functions of layer 3 and its sub-layers are described by the service specifications and protocol specifications of the (sub-)layers.

These functions are in the model realized by protocol control entities, see subclause 6.2.

In addition, routing functions are contained in layer 3 which are related to the transport of messages, e.g. multiplexing and splitting. These routing functions are defined in the 5GRR and 5GMM sub-layers.

1)
They have the task to pass the messages from upper (sub-)layers to lower (sub-)layers.

2)
They also have the task to pass messages provided by lower (sub-)layers to the appropriate (sub-)layer and, if applicable, entity.

The routing functions with task 2 make use of the extended protocol discriminator (EPD) which is part of the message header, or PDU session identity.

A 5GCM sublayer protocol may also define a procedure transaction identity (PTI) as a part of the message header. This is at least the case if there are parallel entities of the same functional block, see subclause 6.2. 

-
The 5GMM-sublayer routing function passes the messages of the 5GCM entities as well as of the 5GMM entities of its own sublayer to the service access point of 5GRR. Furthermore, it multiplexes them in case of parallel transactions.

-
The new radioaccess stratum (NRAS) sublayer routing function distributes the messages to be sent according to their message type and protocol discriminator (PD), to the actual channel configuration, and, if applicable, to further information received from upper sub-layers to the appropriate service access point of layer 2. Paging messages received from the PCH are always routed to 5GMM.

-
The messages provided at the different service access points of layer 2 are distributed by the 5GRR sublayer routing function according to their protocol discriminator (PD). Messages with a PD equal to RR are passed to the 5GRR entity of the own sublayer, all other messages are passed to the 5GMM sublayer at the service access point RR-SAP.

-
For 5GS services, the routing function of 5GS NAS passes standard L3 messages according to the protocol discriminator (PD) and, if applicable, the PDU session identity towards the 5GMM entity or towards the 5GSM entities of the various 5GS NAS SAP's.
The message (message header or other parts of the message) are neither changed nor removed by the RR routing function or 5GMM routing function before passing it to the appropriate service access point.

* * * Next Change * * * *

8.5.3.1.3
Common procedure initiation
Upon receipt of the SERVICE REQUEST message, the AMF may initiate the common procedures e.g. the 5GS based Primary authentication and key agreement procedure.

* * * Next Change * * * *

8.5.1
5GMM common procedures

8.5.1.1
Primary authentication and key agreement procedure

8.5.1.1.1
General

The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures, as specified in 3GPP TS 33.501 [15].

Two methods are defined:

-
EAP based primary authentication and key agreement procedure.

-
EPS AKA* based primary authentication and key agreement procedure.

The UE and the AMF shall support the EAP based primary authentication and key agreement procedure and the EPS AKA* based primary authentication and key agreement procedure.

8.5.1.1.2
EAP based primary authentication and key agreement procedure

8.5.1.1.2.1
General

Extensible authentication protocol (EAP) as specified in IETF RFC 3748 [21] enables authentication using various EAP methods.

Several rounds of exchanges of an EAP-request message and a related EAP-response message can be required to achieve the authentication.

The AUSF and the AMF support exchange of EAP messages using N12.

Editor's note:
Transport of EAP messages between AMF and UE is FFS.

8.5.1.1.2.2
EAP-AKA' related procedures

8.5.1.1.2.2.1
General

The UE shall support acting as EAP-AKA' peer as specified in IETF RFC 5448 [25]. The AUSF may support acting as EAP-AKA' server as specified in IETF RFC 5448 [25].

The EAP-AKA' enables mutual authentication of the UE and the network.

8.5.1.1.2.2.2
Initiation
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25]. The AUSF shall set the AT_KDF_INPUT attribute of the EAP-request/AKA'-challenge message to the SNN. The SNN is in format described in subclause 8.8.1. The AUSF may include AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message.

Upon receiving an EAP-request/AKA'-challenge message, the UE checks whether the network name field of the AT_KDF_INPUT attribute is the SNN constructed according to subclause 8.y.1.

Editor's note:
It needs to be described how the UE gets the input for checking the SNN.

8.5.1.1.2.2.3
UE successfully authenticates network
If the SNN check is successful and procedures for handling of the EAP-request/AKA'-challenge message specified in IETF RFC 5448 [25] are successful, the UE shall generate an anchor key and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [25].

Editor's note:
Anchor key generation is FFS.
If the EAP-request/AKA'-challenge message contains AT_RESULT_IND attribute, the UE may include AT_RESULT_IND attribute in the EAP-response/AKA'-challenge message.

8.5.1.1.2.2.4
Errors when handling EAP-request/AKA'-challenge message
If the SNN check fails or the UE does not accept AUTN during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25], the UE shall send an EAP-response/AKA'-authentication-reject message as specified in IETF RFC 5448 [25].

If the SNN check is successful but the UE detects that the sequence number in AUTN is not correct during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25], the UE shall send an EAP-response/AKA'-synchronization-failure message as specified in IETF RFC 5448 [25].
If the SNN check is successful, the sequence number in AUTN is correct and the UE detects another error during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25], the UE shall send an EAP-response/AKA'-client-error message as specified in IETF RFC 5448 [25].

8.5.1.1.2.2.5
Network successfully authenticates UE

Upon reception of the EAP-response/AKA'-challenge message, if procedures for handling an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [25] are successful, the AUSF shall generate anchor key and checks whether the AT_RESULT_IND attribute is included in the EAP-response/AKA'-challenge message.

If the AT_RESULT_IND attribute is included in the EAP-response/AKA'-challenge message, the AUSF shall send an EAP-request/AKA'-notification message as specified in IETF RFC 5448 [25].

If the AT_RESULT_IND attribute is not included in the EAP-response/AKA'-challenge message, the AUSF shall send an EAP-success message as specified in IETF RFC 5448 [25] along with the anchor key and shall consider the procedure complete.

8.5.1.1.2.2.6
UE handling EAP-AKA' notification

Upon receiving an EAP-request/AKA'-notification message, the UE shall send an EAP-response/AKA'-notification message as specified in IETF RFC 5448 [25].

8.5.1.1.2.2.7
Network sending EAP-success

Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [25] were successful, the AUSF shall send an EAP-success message as specified in IETF RFC 5448 [258] along with the anchor key and shall consider the procedure complete.

8.5.1.1.2.2.8
UE handling EAP-success
Upon receiving an EAP-success message, the UE shall consider the procedure complete.

8.5.1.1.3
5GS based primary authentication and key agreement procedure

8.5.1.1.3.1
General
The purpose of the 5GS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network and to agree on a key KASME (see 3GPP TS 33.501 [15]). The cases when the 5GS AKA procedure should be used are defined in 3GPP TS 33.501 [15].

The 5G AKA procedure is always initiated and controlled by the network. However, the UE can reject the 5GS authentication challenge sent by the network.

The UE shall proceed with an 5G authentication challenge only if a USIM is present.

A partial native 5G security context is established in the UE and the network when an 5GS authentication is successfully performed. During a successful 5G authentication procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute a new key, KASME. KASME is stored in the 5GS security contexts (see 3GPP TS 33.501 [15]) of both the network and in the volatile memory of the ME while attached to the network, and is the root for the 5GS integrity protection and ciphering key hierarchy.

8.5.1.1.3.2
Authentication initiation by the network

When an NAS signalling connection exists, the network can initiate an authentication procedure at any time. For restrictions applicable after handover or inter-system handover to N1 mode see subclause 8.5.2.1.2.3.

The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3560 (see example in figure 8.5.2.1.3.2.1). The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the authentication response (see 3GPP TS 33.501 [15]).
If an ngKSI is contained in an initial NAS message during an 5GMM procedure, the network shall include a different ngKSI value in the AUTHENTICATION REQUEST message when it initiates an authentication procedure.
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Figure 8.5.2.1.3.2.1: Authentication procedure

8.5.1.1.3.3
Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 8.5.2.1.3.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful 5GS authentication challenge, the UE shall determine the PLMN identity to be used for the calculation of the new KASME from the authentication challenge data according to the following rules:

a)
When the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and

b)
After handover or inter-system handover to N1-mode,

-
if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;

-
if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and

-
if the target cell is a shared network cell and the UE has a valid GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.

Editor’s note:
Security context coordination between EPS and 5GS is FFS.

Upon a successful 5GS authentication challenge, the new KASME calculated from the authentication challenge data shall be stored in a new 5GS security context in the volatile memory of the ME.

The USIM will compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME.

In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES returned from the USIM in the volatile memory of the ME. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the ME shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the ME or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the ME shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3516.

The RAND and RES values stored in the ME shall be deleted and timer T3516, if running, shall be stopped:

-
upon receipt of a

-
SECURITY MODE COMMAND,

-
SERVICE REJECT,
-
REGISTRATION REJECT,

-
REGISTRATION ACCEPT, or

-
AUTHENTICATION REJECT message;

-
upon expiry of timer T3516;

-
if the UE enters the 5GMM state 5GMM-DEREGISTERED or 5GMM-NULL; or

-
if the UE enters 5GMM-IDLE mode.
8.5.1.1.3.4
Authentication completion by the network

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3560 and checks the correctness of RES (see 3GPP TS 33.501 [15]).

If the 5GS authentication procedure has been completed successfully and the related ngKSI is stored in the 5GS security context of the network, the network shall include a different ngKSI value in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.

Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3560. In the case where the 5GMM cause #21 "synch failure" is received, the core network may renegotiate with the UDM/AUSF and provide the UE with new authentication parameters.

8.5.1.1.3.5
Authentication not accepted by the network

Editor’s note:
Authentication not accepted by the network is FFS.

8.5.1.1.3.6
Authentication not accepted by the UE

Editor’s note:
Authentication not accepted by the UE is FFS.

8.5.1.1.3.7
Abnormal cases

Editor’s note:
Abnormal cases are FFS. However the below message flow is expected to apply, .i.e. an authentication failure message is needed.
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Figure 8.5.1.1.3.7.2: Authentication failure procedure
* * * Next Change * * * *

8.5.2
5GMM specific procedures
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