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***** Next change *****
4.1.2.2
Call setup over pre-established session

For a pre-arranged group call, when the originator initiates the call setup indicating the use of a pre-established session using SIP messages as specified in 3GPP TS 24.379 [2], the participating MCPTT function (which serves the originating MCPTT client) sends to the originating MCPTT client a Connect message after the controlling MCPTT function accepts the initiation of this call. After the reception of this Connect message the originating MCPTT client sends an Acknowledgment message indicating that the connection is accepted or indicating that the connection is not accepted. If the connection is accepted by the originating MCPTT client, the floor control for this call continues as specified in clause 6.

For a pre-arranged group call if the controlling MCPTT function as triggered by an originating group member initiates a call as specified in 3GPP TS 24.379 [2], the participating MCPTT function which serves the terminating MCPTT client sends a Connect message to all affiliated MCPTT clients of this group. After the reception of the Connect message the terminating MCPTT client sends an Acknowledgment message indicating that the connection is accepted or indicating that the connection is not accepted. If the connection is accepted by the terminating MCPTT client, the floor control for this call continues as specified in clause 6.

NOTE:
If a terminating client does not have an available pre-established session, the call setup proceeds as in on-demand call setup as specified in 3GPP TS 24.379 [2].

For a chat group call, a group member can use a pre-established session when joining the chat group using SIP messages as specified in 3GPP TS 24.379 [2]. For a group member that has already joined the chat group call, the floor control between the MCPTT client (floor participant) and the MCPTT server (floor control server) continues as specified in clause 6.

For a private call the procedures for the originator are the same as for the originator initiating a call for a pre-arranged group call setup over a pre-established session, with the difference that the recipient of the call is a private user and not a pre-arranged group.

For a private call if the controlling MCPTT function as triggered by the originator initiates a call as specified in 3GPP TS 24.379 [2], the participating MCPTT function (which serves the terminating MCPTT client) sends a Connect message to the terminating MCPTT client served by the participating MCPTT function if this MCPTT client has an available pre-established session and the commencement mode is automatic. If the commencement mode is manual the terminating MCPTT client is invited using SIP procedures as specified in 3GPP TS 24.379 [2].

***** Next change *****
9.3.2.4.2
Receive floor control message (R: Floor control message)

Upon receiving a floor control message the participating MCPTT function:

1.
shall perform the actions in subclause 6.4.2; and

2.
shall remain in the 'G: Pre-established session in use' state.

9.3.2.4.3
Receive RTP media packets (R: RTP Media)

Upon receiving an RTP media packet the participating MCPTT function:

1.
shall perform the actions in subclause 6.4.3; and

2.
shall remain in the 'G: Pre-established session in use' state.

***** Next change *****
13.3.3
The MCPTT client

The MCPTT client:

1.
in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:

A)
if protection of media is negotiated and the GMK and the GMK-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
B)
if protection of floor control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt floor control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt floor control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
C)
if protection of floor control messages sent over the MBMS subchannel is required and the MKFC and the MKFC-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)
shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MFKC and MKFC-ID as specified in subclause 13.2; and

D)
if protection of media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

2.
in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)
if protection of media is negotiated and the GMK and the GMK-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the constituent MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in subclause 13.2;
B)
if protection of floor control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt floor control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt floor control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
C)
if protection of floor control messages sent over the MBMS subchannel is required and the MKFC and the MKFC-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the constituent MCPTT group:
i)
shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MFKC and MKFC-ID of the temporary MCPTT group as specified in subclause 13.2; and

D)
if protection of media media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

3.
in an on-network private call:

A)
if:

i)
protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2];

then:
i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; 

B)
if protection of floor control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

C)
if protection of media media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

4.
in an off-network group call of an MCPTT group:

A)
if protection of media is announced and the GMK and GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
B)
if protection of floor control messages is announced and the GMK and the GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:

i)
shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and

C)
if protection of media control messages is announced and the GMK and GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:

i)
shall encrypt sent sent media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received received media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
5.
in an off-network private call:

A)
if:

i)
protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2];

then:
i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
B)
if:

i)
protection of floor control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of floor control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2].


then:

i)
shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK -ID as specified in subclause 13.2; and

C)
if:

i)
protection of media control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of media control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2];

then:
i)
shall encrypt sent sent media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received received media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
6.
if protection of pre-established session control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

A)
shall encrypt sent pre-established session call control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
B)
shall decrypt received pre-established session call control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

6.
if the MSCCK and the MSCCK-ID associated with the MBMS bearer were received from the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

A)
shall decrypt MBMS subchannel control messages specified in subclause 8.4 received over the general purpose MBMS subchannel of the MBMS bearer according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MSCCK and MSCCK-ID associated with the MBMS bearer as specified in subclause 13.2.

***** Next change *****
