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2. Reason for Change
TS 33.501 specifies the primary authentication and key agreement for 5GS. The relevant parts for NAS need to be capured in 24.890. This pCR proposes to add the NAS procedure, messages and IEs for the EPS AKA alternative.
The stage 2 requirements from 33.501 related to EPS AKA are copied below.
----------------------------------------------
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[bookmark: _Toc483244708][bookmark: _Toc483315447][bookmark: _Toc483409317][bookmark: _Toc483597541]6.1.1.1	General
The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key provided by the AUSF to the SEAF.
Keys for more than one security context can be derived from the anchor key without the need of a new authentication run. As a concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 
In addition, the 5G security architecture also supports the feature that an authentication run alsomay can results in a key left at the AUSF based on the home operator's policy on using such a key.  
NOTE: This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access. (This is possible according to TS 23.501 [2].)
NOTE: In the present release, EAP-AKA' and EPS AKA* are the only authentication methods that are mandatory to support in UE and serving network, hence only they are described in clause 6.1.3. An example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 
Editor's note: EPS AKA* refers to variants of EPS AKA that is being discussed for use over 5G (see TR 33.899 for one variant of it) – it may be renamed to a more 5G sounding name.

[bookmark: _Toc483244709][bookmark: _Toc483315448][bookmark: _Toc483409318][bookmark: _Toc483597542]6.1.1.2	EAP framework
Editor's Note: This clause is meant to explain what support for the EAP framework means for the various functional entities in the 5G system. 
[bookmark: _Toc483244710][bookmark: _Toc483315449][bookmark: _Toc483409319][bookmark: _Toc483597543]6.1.1.3	Granularity of anchor key binding to serving network
The primary authentication and key agreement procedures support the binding of the anchor key to the serving network. This prevents one serving network from claiming to be a different serving network, and thus provides implicit serving network authentication to the UE. 
Furthermore, the anchor key provided to the serving network is also specific to the authentication having taken place between the UE and a 5G core network, i.e. the anchor key is cryptographically separate from the key delivered from the home network to the serving network in earlier mobile network generations.
Editor's Note: The exact inputs used to bind the key provided to the serving network are FFS
Editor's Note: This is a new topic that has not been raised so far, but is essential to address in phase 1. It is about binding the anchor key to an identity of the serving network. This should be done in a uniform way for 3GPP access and non-3GPP access. It is ffs, which input should be used for the anchor key derivation to achieve the uniform binding. Candidates for input parameters are (a combination of): VPLMN-Id (as in 3GPP access to 4G), access network type (e.g. the string "WLAN", as in non-3GPP access to 4G), the string "5G" to distinguish anchor keys for 4G (i.e. KASME) from those for 5G. 
[bookmark: _Toc483244711][bookmark: _Toc483315450][bookmark: _Toc483409320][bookmark: _Toc483597544]6.1.2	Initiation of authentication
The SEAF may initiate an authentication with the UE at any time, according to the SEAF's policy. 
The SEAF shall send an Authentication Initiation Request (5G-AIR) to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 
-	The SEAF does not need to send a 5G-AIR if it has an authentication vector for EPS AKA* available and wishes to initiate an authentication with the UE over 3GPP access. 
Editor's Note: It is ffs whether more than one authentication vector is allowed to be sent to the SEAF at a time. 
NOTE: In EPS, the acronym AIR stands for Authentication Information Request.
The 5G-AIR shall contain a subscriber identifier, from which the AUSF can derive the UE's subscriber permanent identifier (SUPI), as defined in TS 23.501 [2].
Editor's Note: Depending on the decisions on security area #7 in TR 33.899, the subscriber identifier contained in the 5G-AIR may be a concealed SUPI, e.g. in the form of a pseudonym or a public-key encrypted SUPI. Furthermore, the subscriber identifier may be in the form of a NAI, depending on the decisions in SA2, CT1, and CT4. It is also ffs how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 
The 5G-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-3GPP access. The 5G-AIR shall also contain the serving network name, as defined in clause 6.1.1.3.
Upon receiving the 5G-AIR, the AUSF shall determine the SUPI from the subscriber identifier in the 5G-AIR and select the authentication method based on local policy.
NOTE: The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs. The AUSF is limited in selecting the authentication methods in as far as EPS AKA* can only be selected for 3GPP access.
After selecting the authentication method, the AUSF starts the authentication procedure for the selected method, according to clause 6.1.3.
[bookmark: _Toc483244712][bookmark: _Toc483315451][bookmark: _Toc483409321][bookmark: _Toc483597545]6.1.3	Authentication procedures
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[bookmark: _Toc483244714][bookmark: _Toc483315453][bookmark: _Toc483409323][bookmark: _Toc483597547]6.1.3.2	Authentication procedure for EPS AKA*
EPS AKA* enhances EPS AKA, as defined in TS 33.401 [10] with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. The solution leaves the authentication exchange between the UE and the visited network unchanged, compared to using EPS AKA (except for the means to transport authentication messages over N1 and a modified authentication response). 
EPS AKA* is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.2-1: 
When the AUSF has received a 5G-AIR from the SEAF, cf. clause 6.1.2, and has selected EPS AKA* as the authentication method, the AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name received in the 5G-AIR. 
The AUSF requests one or more authentication vectors (AVs) from the ARPF in an AV-Req including the serving network name and an indication that the authentication vector is for EPS AKA*. The ARPF generates an authentication vector according to TS 33.401 [10] with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The ARPF then transforms the authentication vector into a new authentication vector by replacing KASME with KASME* and XRES with XRES*.
KASME* is computed as per the Normative Annex A with CK, IK, SQN  AK, and the value of < serving network name> being the input parameters. The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 
Editor's Note: It is ffs whether the outcome of the discussion on the granularity of serving network authentication, cf. clause 6.1.1.3, will result in the computation of a KASME* different from KASME as computed in EPS.  
XRES* is computed as per the Normative Annex x with CK, IK, RES, RAND, and the value of < serving network name> being the input parameters. XRES* shall have a length of 128 bits.
The ARPF then returns the requested number of transformed AVs to the AUSF in an AV-Resp. 
The AUSF stores XRES* temporarily until a protocol timer expires. 
Editor's Note: The protocol timer is to be defined by CT4. 
The AUSF then generates HXRES* from XRES* by computing
HXRES* = SHA-256 (XRES* || RAND), truncated to 128 bits. 
Editor's Note: It is ffs whether HXRES* should be computed in the ARPF.


 
Fig. 6.1.3.2-1 Authentication procedure for EPS AKA*
The AUSF then returns one or more authentication vectors AV* to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). The only difference between AV* and the transformed AV received from the ARPF is that AV* contains HXRES* while the transformed AV contains XRES*. 
The SEAF understands from the 5G-AIA that the authentication method used is EPS AKA* and that the included authentication vector is of type AV*, not AV. 
Editor's Note: It is to be defined by CT4 how the SEAF can learn this from the 5G-AIA. 
Furthermore, the AUSF tells the SEAF whether a confirmation message is required. 
NOTE 1: The AUSF may have a policy to always require a confirmation message, or adopt a more fine-grained policy depending on the trust in the roaming partner. The AUSF may learn from a database of roaming partners whether a confirmation message is required.
Editor's Note: It is whether the AUSF should also include the value of the timer in the message to the SEAF if the AUSF requires a confirmation message so that the SEAF can know within which period it has to use the received authentication vector. 
If the AUSF requests a confirmation message from the SEAF then the AUSF shall send only one authentication vector AV* to the SEAF at a time. 
The SEAF sends RAND, AUTN to the UE, as described for EPS AKA in TS 33.401 [10], in a NAS message Auth-Req. The USIM returns RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [10]. The ME then computes RES* from RES in the same way as the ARPF computed XRES* from XRES and returns RES* to the SEAF in a NAS message Auth-Resp.
The SEAF then computes HRES* from RES* in the same way as the AUSF computed HXRES* from XRES* and compares HRES* and HXRES*. If they coincide the SEAF considers the authentication successful. If not the SEAF rejects the authentication. 
If the authentication was successful, the key KASME* received in AV* shall become the anchor key in the sense of the key hierarchy in clause 6.6. 
If the authentication was successful, and if a confirmation message is required, the SEAF sends RES*, as received from the UE, in a newly defined 5G Authentication Confirmation (5G-AC) message (containing the subscriber identitfier and the serving network name) to the AUSF. 
When the 5G-AC message was received in response to an 5G-AIA and was received before the protocol timer above has expired the AUSF compares the received RES* with the stored XRES*. If they coincide the AUSF considers the confirmation message as successfully verified.
The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in clause 6.1.4. 
If the confirmation message is not successfully verified the AUSF acts according to the home network's policy. 
Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. It is ffs whether the AUSF sends a Cancel Location message, with suitable cause values, if the subscriber had already been registered and either the timer was up or the received RES* was incorrect. 
Editor's Note: It is ffs how this authentication method can leave a key at the AUSF after authentication. 
Editor's Note: The use of normative language needs to be checked. 
Editor's Note: It is ffs whether the RES* could optionally be computed on the USIM.


[bookmark: _Toc483244715][bookmark: _Toc483315454][bookmark: _Toc483409324][bookmark: _Toc483597548]6.1.4	Linking increased home control to subsequent procedures
[bookmark: _Toc483244716][bookmark: _Toc483315455][bookmark: _Toc483409325][bookmark: _Toc483597549]6.1.4.1	Introduction 
The authentication and key agreement protocols mandated to support in the present release all provide increased home control, compared to EPS AKA in 4G. This increased home control comes in the following forms in 5G: 
-	In the case of EAP-AKA', the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the EAP-Response/AKA'-Challenge received by the AUSF has been successfully verified, cf. clause 6.1.3.1. 
-	In the case of EPS AKA*, the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the Authentication Confirmation message received by the AUSF has been successfully verified, cf. clause 6.1.3.2. 
The feature of increased home control is useful in preventing certain types of fraud, e.g. fraudulent Update Location request for subscribers that are not actually present in the visited network. But an authentication protocol by itself cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g the location update procedure in some way to achieve the desired protection.
The actions taken by a home network to link authentication confirmation (or the lack thereof) to subsequent procedures are subject to operator policy and are not standardized.

3. Conclusions
Observation-1: One of the two mandatory 5GS methods for the primary authentication and key agreement is the EPS AKA* procedure based EPS primary authentication and key agreement procedure. 
Observation-2: For NAS, the EPS AKA*procedure is unchanged compared to EPS AKA.
Proposal-1: It is proposed to intoduce the 5GS EPA AKA* procedure, messages and IEs based on the specification of EPS AKA in 24.301.
Proposal-2: It is proposed to align naming and terminology of 5GS EPS AKA* to 33.501.

Note 1:	In SA3#88, there were additional agreements on terminology (5G AKA and ngKSI), and the proposed changes have been aligned to these.
Note 2:	5GS versions of timers also present in EPS are assumed to get 5GS specific names. A principle of using “5” as the second digit has been used in this pCR.
Note 3:	Procedure details are proposed for successful cases in this pCR and non-successful and abnormal cases are left for future pCRs.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.890.
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3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GCN	5G Core Network
5GS	5G System
5GMM	5GS Mobility Management
5GSM	5GS Session Management
5GQI	5G QoS Indicator
5G-GUTI	5GS Globally Unique Temporary Identifier
AKA	Authentication and Key Agreement
DL	Downlink
MICO	Mobile Initiated Connection Only
N3IWF	Non-3GPP InterWorking Function
NSSAI	Network Slice Selection Assistance Information
NSSP	Network Slice Selection Policy
QFI	QoS Flow Identity
QoS	Quality of Service
E-UTRA	Evolved Universal Terrestrial Radio Access
E-UTRAN	Evolved Universal Terrestrial Radio Access Network
EPD	Extended Protocol Discriminator
EMM	EPS Mobility Management
EPC	Evolved Packet Core Network
EPS	Evolved Packet System
GFBR	Guaranteed Flow Bit Rate
HRPD	High Rate Packet Data
MFBR	Maximum Flow Bit Rate
ngKSI	Key Set Identifier for Next Generation Radio Access Network
RQI	Reflective QoS Indication
S-NSSAI	Single NSSAI
SA	Security Association
UL	Uplink
TA	Tracking Area
TAC	Tracking Area Code
TAI	Tracking Area Identity

* * * Next Change * * *
8.4.2.x.3	5GS based primary authentication and key agreement procedure
8.4.2.x.3.1	General
The purpose of the 5GS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network and to agree on a key KASME (see 3GPP TS 33.501 [xx]). The cases when the 5G AKA procedure should be used are defined in 3GPP TS 33.501 [xx].
The 5G AKA procedure is always initiated and controlled by the network. However, the UE can reject the 5G authentication challenge sent by the network.
The UE shall proceed with an 5G authentication challenge only if a USIM is present.
A partial native 5G security context is established in the UE and the network when an 5G authentication is successfully performed. During a successful 5G authentication procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute a new key, KASME. KASME is stored in the 5G security contexts (see 3GPP TS 33.501 [xx]) of both the network and in the volatile memory of the ME while attached to the network, and is the root for the 5G integrity protection and ciphering key hierarchy.
[bookmark: _Toc485311491]8.4.2.x.3.2	Authentication initiation by the network
When a NAS signalling connection exists, the network can initiate an authentication procedure at any time. For restrictions applicable after handover or inter-system handover to N1 mode see subclause 8.4.2.1.2.3.
The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3560 (see example in figure 8.4.2.x.3.2.1). The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the authentication response (see 3GPP TS 33.501 [xx]).
If an ngKSI is contained in an initial NAS message during an 5GMM procedure, the network shall include a different ngKSI value in the AUTHENTICATION REQUEST message when it initiates an authentication procedure.


Figure 8.4.2.x.3.2.1: Authentication procedure
[bookmark: _Toc485311492]8.4.2.x.3.3	Authentication response by the UE
The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 8.4.2.x.3.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.
Upon a successful 5G authentication challenge, the UE shall determine the PLMN identity to be used for the calculation of the new KASME from the authentication challenge data according to the following rules:
a)	When the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and
b)	After handover or inter-system handover to N1-mode,
-	if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;
-	if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and
-	if the target cell is a shared network cell and the UE has a valid GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.
Editor’s note:	Security context coordination between EPS and 5GS is FFS.
Upon a successful 5G authentication challenge, the new KASME calculated from the authentication challenge data shall be stored in a new 5G security context in the volatile memory of the ME.
The USIM will compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME.
In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received  together with the RES returned from the USIM in the volatile memory of the ME. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the ME shall not pass the  to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the ME or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the ME shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3516.
The RAND and RES values stored in the ME shall be deleted and timer T3516, if running, shall be stopped:
-	upon receipt of a
-	SECURITY MODE COMMAND,
-	SERVICE REJECT,
-	TRACKING AREA UPDATE REJECT,
-	TRACKING AREA UPDATE ACCEPT, or
-	AUTHENTICATION REJECT message;
-	upon expiry of timer T3516;
-	if the UE enters the 5GMM state 5GMM-DEREGISTERED or 5GMM-NULL; or
-	if the UE enters 5GMM-IDLE mode.
[bookmark: _Toc485311493]8.4.2.x.3.4	Authentication completion by the network
Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3560 and checks the correctness of RES (see 3GPP TS 33.501 [xx]).
If the authentication procedure has been completed successfully and the related ngKSI is stored in the 5G security context of the network, the network shall include a different ngKSI value in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.
Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3560. In the case where the 5GMM cause #21 "synch failure" is received, the core network may renegotiate with the UDM/AUSF and provide the UE with new authentication parameters.
[bookmark: _Toc485311494]8.4.2.x.3.5	Authentication not accepted by the network
If the authentication response (RES) returned by the UE is not valid, the network response depends upon the type of identity used by the UE in the initial NAS message, that is:
-	if the 5G-GUTI was used; or
-	if the SUPI was used.
If the 5G-GUTI was used, the network should initiate an identification procedure. If the SUPI given by the UE during the identification procedure differs from the SUPI the network had associated with the 5G-GUTI, the authentication should be restarted with the correct parameters. Otherwise, if the SUPI provided by the UE is the same as the SUPI stored in the network (i.e. authentication has really failed), the network should send an AUTHENTICATION REJECT message to the UE.
If the SUPI was used for identification in the initial NAS message, or the network decides not to initiate the identification procedure after an unsuccessful authentication procedure, the network should send an AUTHENTICATION REJECT message to the UE.
Upon receipt of an AUTHENTICATION REJECT message,
a)	if the message has been successfully integrity checked by the NAS, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored 5G-GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed. If the UE maintains a counter for "SIM/USIM considered invalid for 5GS services", then the UE shall set this counter to UE implementation-specific maximum value; and
b)	if the message is received without integrity protection, the UE shall start timer T3547 with a random value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is not running (see subclause X.X). Additionally, the UE shall:
Editor’s note:	Requirements for UE when receiving non-integrity protected reject messages in 5GS is FFS.
-	if the UE maintains a counter for "SIM/USIM considered invalid for 5GS services" events and the counter has a value less than a UE implementation-specific maximum value, proceed as specified in subclause X.X, list item 1a for the case that the 5GMM cause value received is #3; and
-	otherwise proceed as specified under list item a above for the case that the message has been successfully integrity checked.
If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any 5GMM signalling procedure, stop any of the timers T3510, T3517, T3530, T3518 or T3520 (if they were running) and enter state 5GMM-DEREGISTERED.
Editor’s note: 5GS timer naming is FFS.
Depending on local requirements or operator preference for emergency bearer services, if the UE has a PDU session for emergency bearer services established or is establishing a PDU session for emergency bearer services, the AMF need not follow the procedures specified for the authentication failure in the present subclause. The AMF may continue a current 5GMM specific procedure or PDU session establishment procedure. Upon completion of the authentication procedure, if not initiated as part of another procedure, or upon completion of the 5GMM procedure or PDU session establishment procedure, the AMF shall deactivate all non-emergency PDU sessions, if any, by initiating a PDU session release procedure. The network shall consider the UE to be attached for emergency bearer services only.
[bookmark: _Toc485311495]8.4.2.x.3.6	Authentication not accepted by the UE
Editor’s note: Authentication not accepted by the UE is FFS.

[bookmark: _Toc485311496]8.4.2.x.3.7	Abnormal cases
Editor’s note: Abnormal cases are FFS. However the below message flow is expected to apply, .i.e. an authentication failure message is needed.




Figure 8.4.2.x.3.7.2: Authentication failure procedure


* * * Next Change * * *
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[bookmark: _Toc485311830]8.5.x.1	Message definition
This message is sent by the UE to the network to indicate that authentication of the network has failed. See table 8.5.x.1.
Message type:	AUTHENTICATION FAILURE
Significance:		dual
Direction:			UE to network
Table 8.5.x.1: AUTHENTICATION FAILURE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type
6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
6.6.6.4
	M
	V
	½

	
	Authentication failure message type
	Message type
6.6.6.6
	M
	V
	1

	
	5GMM cause
	5GMM cause
8.x1.y1
	M
	V
	1



Editor's note:	The further contents of the Authentication failure message is FFS. At least the following is needed: authentication failure parameter (optional).

[bookmark: _Toc485311832]8.5.y	Authentication reject
8.5.y.1	Message definition
This message is sent by the network to the UE to indicate that the authentication procedure has failed and that the UE shall abort all activities. See table 8.5.y.1.
Message type:	AUTHENTICATION REJECT
Significance:		dual
Direction:			network to UE

Table 8.5.y.1: AUTHENTICATION REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type
6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
6.6.6.4
	M
	V
	½

	
	Authentication failure message type
	Message type
6.6.6.6
	M
	V
	1



Editor's note:	The content of the Authentication reject message is FFS.

[bookmark: _Toc485311833]8.5.z	Authentication request
8.5.z.1	Message definition
This message is sent by the network to the UE to initiate authentication of the UE identity. See table 8.5.z.1.
Message type:	AUTHENTICATION REQUEST
Significance:		dual
Direction:			network to UE

Table 8.5.z.1: AUTHENTICATION REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type
6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
6.6.6.4
	M
	V
	½

	
	Authentication failure message type
	Message type
6.6.6.6
	M
	V
	1

	
	ngKSI 
	NAS key set identifier
8.x1.y2
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
6.6.6.4
	M
	V
	1/2

	
	Authentication parameter RAND (5G challenge)
	Authentication parameter 
8.x1.y3
	M
	V
	16

	
	Authentication parameter AUTN (5G challenge)
	Authentication parameter AUTN
8.x1.y4
	M
	LV
	17



Editor's note:	The content of the Authentication request message is FFS. At least the following is needed: ngKSI (mandatory), authentication parameter RAND (mandatory), authentication parameter AUTN (mandatory).

[bookmark: _Toc485311834]8.5.w	Authentication response
8.5.w.1	Message definition
This message is sent by the UE to the network to deliver a calculated authentication response to the network. See table 8.5.w.1.
Message type:	AUTHENTICATION RESPONSE
Significance:		dual
Direction:			UE to network

Table 8.5.w.1: AUTHENTICATION RESPONSE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type
6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
6.6.6.4
	M
	V
	½

	
	Authentication failure message type
	Message type
6.6.6.6
	M
	V
	1



Editor's note:	The content of the Authentication response message is FFS. At least the following is needed: authentication response parameter (mandatory).

* * * Next Change * * *

[bookmark: _Toc485312152]8.x1.y1	5GMM cause
The purpose of the 5GMM cause information element is to indicate the reason why an 5GMM request from the UE is rejected by the network.
The 5GMM cause information element is coded as shown in figure 9.9.3.9.1 and table 9.9.3.9.1.
The 5GMM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GMM cause IEI
	octet 1

	Cause value
	octet 2



Figure 8.x1.y1.1: 5GMM cause information element
Table 8.x1.y1.1: 5GMM cause information element
Editor's note:	The listing of 5GMM cause values is FFS..

[bookmark: _Toc485312168]8.x1.y2	NAS key set identifier
The NAS key set identifier is allocated by the network.
Editor's note:	The definition of NAS key set identifier is FFS.
[bookmark: _Toc485312144]8.x1.y3	Authentication parameter RAND
See subclause 10.5.3.1 in 3GPP TS 24.008 [8].
[bookmark: _Toc485312143]8.x1.y4	Authentication parameter AUTN
See subclause 10.5.3.1.1 in 3GPP TS 24.008 [8].

[bookmark: _Toc479765916][bookmark: _Toc479766265]* * * End of changes * * *
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