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1. Abstract

This document:

a)
identifies that TS 33.501 expects Extensible Authentication Protocol (EAP) usage:

1) in the primary authentication and key agreement done using the authentication procedure for EAP-AKA'; and

2)
in EAP based secondary authentication by an external DN-AAA server.

b)
identifies that rfc3748 defining EAP states requirements on protocols transporting EAP messages.

c)
discusses how to fulfill the rfc3748 specified requirements on protocols transporting EAP messages in NAS.

2. Discussion
2.1 stage-2 requirements
33.501 v0.2.0 identifies the usage of EAP (EAP-AKA' is one of EAP methods) in the following text. The text significant for CT1 is highlighted.
----------------------------------------------

6.1
Primary authentication and key agreement

...

6.1.3
Authentication procedures

6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12].
...
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Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA’
The AUSF and the UE then proceed as described in RFC 5448 [12].

The AUSF sends the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message over N12. The SEAF understands from the 5G-AIA that the authentication method used is an EAP method. 

The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 

The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp.
The SEAF transparently forwards the EAP-Response/AKA'-Challenge to the AUSF in a message over N12. If the AUSF has successfully verified this message it continues as follows: 

The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP- Response /AKA'-Notification messages, that are transparently forwarded by the SEAF.
The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The EAP Success message is contained in a message over N12 that also contains the anchor key, as computed in RFC 5448 [12].  

...
If the EAP-Response/AKA'-Challenge message is not successfully verified the AUSF acts according to the home network's policy. 

...

----------------------------------------------

and

----------------------------------------------

12           Security Procedures between UE and external data networks via the 5G Network 

...

12.1.1 General

...

EAP shall be used for authentication between the UE and a DN-AAA server in the external data network. The SMF shall perform the role of the EAP Authenticator. It relies on an external DN-AAA server to authenticate and authorize the UE request for the establishment of a PDU sessions. 

Between the UE and the SMF, EAP messages are sent in the SM NAS message. The SMF communicates with the external DN-AAA over N4 and N6 via the UPF.
12.1.2 Procedure

...
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Figure 12.1.2-1 EAP Authentication with an external AAA server

The following procedure is based on clauses 4.3.2.2.1 and 4.3.2.3 in TS 23.502[8].

...

4. The UE shall initiate establishment of a new PDU Session by sending a SM NAS message containing a PDU Session Establishment Request. The UE includes the service it would like to obtain (identified by S-NSSAI) and the PDN it would like to connect to (identified by DNN).


The NAS message may contain SM PDU DN Request Container containing information for the PDU session authorization by the external DN. 

...

8. The SMF shall send an EAP Request/Identity message to the UE.

9. The UE sends an EAP Response/Identity message. The UE includes its DN-specific identity complying with Network Access Identifier (NAI) format.

NOTE: Steps 8 and 9 are optional. To avoid this additional round-trip, the secondary authentication identity may be sent in step 4.
...

12. The DN AAA server and the UE shall exchange EAP messages as required by the EAP method. 

...

16. The SMF sends “SM Request Ack” to AMF as in step 10 of Fig. 4.3.2.2.1-1 in TS 23.502[8]. This message shall include EAP Success to be sent to the UE within the NAS SM “PDU session establishment accept”.

...

----------------------------------------------

Observation-1:
Extensible Authentication Protocol (EAP) is used both in the primary authentication performed during registration to 5G core network and in the secondary authentication performed during the PDU session establishment.
2.2 rfc3748 requirements on protocols transporting EAP message
rfc3748 states the following requirements on protocol transporting EAP messages. The text significant for CT1 is highlighted.

------------

3.  Lower Layer Behavior

3.1.  Lower Layer Requirements

   EAP makes the following assumptions about lower layers:

   [1] Unreliable transport.  In EAP, the authenticator retransmits

       Requests that have not yet received Responses so that EAP does

       not assume that lower layers are reliable.  Since EAP defines its

       own retransmission behavior, it is possible (though undesirable)

       for retransmission to occur both in the lower layer and the EAP

       layer when EAP is run over a reliable lower layer.

   Note that EAP Success and Failure packets are not retransmitted.

   Without a reliable lower layer, and with a non-negligible error rate,

   these packets can be lost, resulting in timeouts.  It is therefore

   desirable for implementations to improve their resilience to loss of

   EAP Success or Failure packets, as described in Section 4.2.
   [2] Lower layer error detection.  While EAP does not assume that the

       lower layer is reliable, it does rely on lower layer error

       detection (e.g., CRC, Checksum, MIC, etc.).  EAP methods may not

       include a MIC, or if they do, it may not be computed over all the

       fields in the EAP packet, such as the Code, Identifier, Length,

       or Type fields.  As a result, without lower layer error

       detection, undetected errors could creep into the EAP layer or

       EAP method layer header fields, resulting in authentication

       failures.

...
   [3] Lower layer security.  EAP does not require lower layers to

       provide security services such as per-packet confidentiality,

       authentication, integrity, and replay protection.  However, where

       these security services are available, EAP methods supporting Key

       Derivation (see Section 7.2.1) can be used to provide dynamic

       keying material.  This makes it possible to bind the EAP

       authentication to subsequent data and protect against data

       modification, spoofing, or replay.  See Section 7.1 for details.

   [4] Minimum MTU.  EAP is capable of functioning on lower layers that

       provide an EAP MTU size of 1020 octets or greater.
...
       While methods such as EAP-TLS [RFC2716] support fragmentation and

       reassembly, EAP methods originally designed for use within PPP

       where a 1500 octet MTU is guaranteed for control frames (see

       [RFC1661], Section 6.1) may lack fragmentation and reassembly

       features.
       EAP methods can assume a minimum EAP MTU of 1020 octets in the

       absence of other information.  EAP methods SHOULD include support

       for fragmentation and reassembly if their payloads can be larger

       than this minimum EAP MTU.

...
   [5] Possible duplication.  Where the lower layer is reliable, it will

       provide the EAP layer with a non-duplicated stream of packets.

       However,  while it is desirable that lower layers provide for

       non-duplication, this is not a requirement.  The Identifier field

       provides both the peer and authenticator with the ability to

       detect duplicates.

   [6] Ordering guarantees.  EAP does not require the Identifier to be

       monotonically increasing, and so is reliant on lower layer

       ordering guarantees for correct operation.  EAP was originally

       defined to run on PPP, and [RFC1661] Section 1 has an ordering

       requirement:

           "The Point-to-Point Protocol is designed for simple links

           which transport packets between two peers.  These links

           provide full-duplex simultaneous bi-directional operation,

           and are assumed to deliver packets in order."

       Lower layer transports for EAP MUST preserve ordering between a

       source and destination at a given priority level (the ordering

       guarantee provided by [IEEE-802]).
       Reordering, if it occurs, will typically result in an EAP

       authentication failure, causing EAP authentication to be re-run.

       In an environment in which reordering is likely, it is therefore

       expected that EAP authentication failures will be common.  It is

       RECOMMENDED that EAP only be run over lower layers that provide

       ordering guarantees; running EAP over raw IP or UDP transport is

       NOT RECOMMENDED.  Encapsulation of EAP within RADIUS [RFC3579]

       satisfies ordering requirements, since RADIUS is a "lockstep"

       protocol that delivers packets in order.

------------
Observation-2:
in rfc3748, the protocols transporting the EAP messages are:

-
recommended to provide (Req-1) reliability of transport of EAP-success message and EAP-failure message,

NOTE 1:
reliability of transport of EAP-request messages and EAP-response messages is not recommended.

NOTE 2:
EAP-failure message is not used in TS 33.501. EAP-failure message might possibily be used e.g. when the primary authentication during emergency registration fails, but the network accepts the emergency registration anyway.

-
are required to provide (Req-2) error detection for EAP message in transport, 

-
are required to provide (Req-3) MTU of at least 1020 octets and preferably 1500 octets for EAP message in transport, and

-
are required to provide (Req-4) ordering guarantee for EAP messages in transport between the EAP server and the EAP client (in a particular UE).

Proposal-1:
EAP entities retransmits EAP-request messages and EAP-response messages according to rules of rfc3748. NAS does not provide any additional reliability of transport of the EAP-request messages and the EAP-response messages.
3. Solutions for rfc3748 requirements

3.1 (Req-1) reliability of transport of EAP-success message and EAP-failure message
As N1 transport is not reliable:

-
for primary authentication, this requirement can be solved by AMF retransmitting the NAS message carrying the EAP-success message or EAP-failure message.
-
for secondary authentication, as the EAP-success message is to be included in PDU SESSION ESTABLISHMENT ACCEPT, this requirement is solved by providing reliable UE-initiated PDU session establishment procedure.
NOTE:
EAP-request messages and EAP-response messages do not need any reliability support at NAS layer and can be sent in a single-shot NAS message.
Proposal-2:
AMF retransmits the NAS message carrying EAP-success message or EAP-failure message of the primary authentication.

3.2 (Req-2) error detection for EAP message in transport
This requirement can be provided by:

Alt-1:
NAS messages (SM messages) carrying an EAP message also containing a checksum of the EAP message, or
Alt-2:
protocols carrying NAS messages (SM messages) - i.e. N2 and NG-RAN for primary authentication and N11, N2 and NG-RAN for secondary authentication - providing error detection for transported NAS messages (SM messages).

This requirement needs to be provided both before the integrity protection is activated and after the integrity protection is activated.

Error detection seems to be provided by underlying protocols already today (e.g. SCTP in case on Diameter communication in N2, TCP in case of HTTP based communication on N11 (assuming HTTP is selected for N11), ...).

Therefore, it is proposed to attempt Alt-2.
Proposal-3:
CT1 checks with RAN2 and RAN3 whether their protocols provide error detection of NAS message transported via N2 and NG-RAN and with CT4 whether their protocols provide error detection of SM message transported via N11.

3.3 (Req-3) MTU of at least 1020 octets and preferably 1500 octets for EAP message in transport

This requirement (+ any overhead for NAS message or SM message) needs to be provided by protocols transporting NAS messages.

It is proposed to check with RAN2, RAN3 what minimal MTU of transported NAS message is mandated in their protocols and with CT4 what minimal MTU of transported SM message is mandated in their protocols.
Proposal-4:
CT1 checks with RAN2 and RAN3 what minimal MTU of NAS message transported via N2 and NG-RAN is mandated in their protocols and with CT4 what minimal MTU of SM message transported via N11 is mandated in their protocols.
3.4 (Req-4) ordering guarantee for EAP messages in transport between the EAP server and the EAP client (in a particular UE)
This requirement can be provided by:

Alt-1:
NAS messages (SM messages) carrying an EAP message also containing a sequence number of the EAP message and by recipient dropping NAS message if a NAS message with higher sequence number was received, or

Alt-2:
protocols carrying NAS messages (SM messages) - i.e. N2, NG-RAN for primary authentication and N11, N2, NG-RAN for secondary authentication, and entities passing messages between those reference points providing ordering guarantee for NAS messages (SM messages) transported to the UE and providing ordering guarantee for NAS messages (SM messages) transported from the UE. Also AMF needs to ensure ordering guaranetee for passing of SM messages between NAS messages and N11 messages.
Ordering guarantee seems to be provided by underlying protocols already today (e.g. SCTP in case on Diameter communication in N2, TCP in case of HTTP based communication on N11 (assuming HTTP is selected for N11), ...).

Therefore, it is proposed to attempt Alt-2.

Proposal-5:
CT1 checks:
-
with RAN2, RAN3 whether their protocols and gNodeB provide ordering guarantee of NAS messages transported via N2 and NG-RAN towards a UE and whether their protocols and gNodeB provide ordering guarantee of NAS messages transported via NG-RAN and N2 from the UE; and

-
with CT4 whether their protocols provide ordering guarantee of SM messages transported via N11 towards a UE and whether their protocols provide ordering guarantee of SM messages sent by a UE and transported via N11.
Proposal-6:
AMF ensures ordering guarantee for SM messages received in N11 messages and sent towards a UE using N1 SM transport and for SM messages received from a UE using N1 SM transport and sent towards a SMF via N11 messages.
3. Conclusions

Observation-1:
Extensible Authentication Protocol (EAP) is used both in the primary authentication performed during registration to 5G core network and in the secondary authentication performed during the PDU session establishment.
Observation-2:
in rfc3748, the protocols transporting the EAP messages are:

-
recommended to provide (Req-1) reliability of transport of EAP-success message and EAP-failure message,

NOTE 1:
reliability of transport of EAP-request messages and EAP-response messages is not recommended.

NOTE 2:
EAP-failure message is not used in TS 33.501. EAP-failure message might possibily be used e.g. when the primary authentication during emergency registration fails, but the network accepts the emergency registration anyway.

-
are required to provide (Req-2) error detection for EAP message in transport, 

-
are required to provide (Req-3) MTU of at least 1020 octets and preferably 1500 octets for EAP message in transport, and

-
are required to provide (Req-4) ordering guarantee for EAP messages in transport between the EAP server and the EAP client (in a particular UE).

4. Proposal

It is proposed to agree on the following proposals:
Proposal-1:
EAP entities retransmits EAP-request messages and EAP-response messages according to rules of rfc3748. NAS does not provide any additional reliability of transport of the EAP-request messages and the EAP-response messages.
Proposal-2:
AMF retransmits the NAS message carrying EAP-success message or EAP-failure message of the primary authentication.

Proposal-3:
CT1 checks with RAN2 and RAN3 whether their protocols provide error detection of NAS message transported via N2 and NG-RAN and with CT4 whether their protocols provide error detection of SM message transported via N11.

Proposal-4:
CT1 checks with RAN2 and RAN3 what minimal MTU of NAS message transported via N2 and NG-RAN is mandated in their protocols and with CT4 what minimal MTU of SM message transported via N11 is mandated in their protocols.

Proposal-5:
CT1 checks:

-
with RAN2, RAN3 whether their protocols and gNodeB provide ordering guarantee of NAS messages transported via N2 and NG-RAN towards a UE and whether their protocols and gNodeB provide ordering guarantee of NAS messages transported via NG-RAN and N2 from the UE; and

-
with CT4 whether their protocols provide ordering guarantee of SM messages transported via N11 towards a UE and whether their protocols provide ordering guarantee of SM messages sent by a UE and transported via N11.

Proposal-6:
AMF ensures ordering guarantee for SM messages received in N11 messages and sent towards a UE using N1 SM transport and for SM messages received from a UE using N1 SM transport and sent towards a SMF via N11 messages.
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