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1. Introduction
At CT1#104, it was proposed in C1-172159 to extend the existing packet filter format specified in TS 24.008 subclause 10.5.6.12 by adding new Ethernet header-based filter components. 
The purpose of this P-CR is to implement this proposal into TR 24.890, as well as to make further updates to the packet filter format.
2. Reason for Change
2.1 Addition of Ethernet-based filter components to packet filters

Since Ethernet frames can carry IP data, it should be possible to include the existing packet filter component specified in TS 24.008 subclause 10.5.6.12 in a packet filter for a PDU session of type Ethernet.

For the case when the Ethernet frames do not carry IP data, filtering cannot be done with the existing packet filter format. In order to enable differentiated QoS treatement within a PDU session, it is necessary to add new packet filter component based not on IP header contents but instead based on Ethernet frame header contents.
It is proposed to add the following components to the packet filter:

· Destination MAC address

· Source MAC address

· Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) VID fields
· Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) PCP/DEI fields
· Ethertype

Some use cases might require filtering based on the Ethernet frame header contents only even when the Ethernet frames carry IP data, or conversely require filtering based on the IP header contents only regardless of the Ethernet frame header contents. Consequently it should be allowed to include in a given packet filter:

· IP header-based components only;

· Ethernet frame header-based components only; or

· Both  IP header-based and Ethernet frame header-based components.

2.2 Increase of length field to 2 octets for packet filter set
Due to the addition of new filter components, and to allow for future extensibility, it is proposed to set the maximum length of the IE containing the set of packet filters to 65,538 octets (vs 257 octets for the Traffic Flow Template in EPC).
2.3 Removal of "pre Rel-7 TFT filter" packet filter direction
The encoding of the packet filters as defined in TS 24.008 subclause 10.5.6.12 has code point '00' under the "packet filter direction" field set to "pre Rel-7 TFT filter". Since no interworking with 2G/3G is required for 5GS, it is proposed to not have any code point assigned to "pre Rel-7 TFT filter" in the 5GS packet filter encoding, and to make code point '00' reserved.
2.4 Removal of Authorization Token and Flow Identifier
The Authorization Token and Flow Identifier parameter identifier included in the encoding of the packet filters as defined in TS 24.008 subclause 10.5.6.12 aim to support policy control of the Go interface as specified in TS 29.207. This mechanism has not been updated since Rel-6, is not used in practice, and does not apply to 5GS. It is thus proposed to not include these parameter identifiers in the encoding of the packet filter set.
2.5 Removal of packet filter evaluation precedence

At SA2#121, SA2 agreed that the evaluation precedence value is associated with a QoS rule, not with a particular packet filter within a QoS rule (see S2-174039). Consequently, the "packet filter evaluation precedence" associated with each packet filter in encoding specified in TS 24.008 subclause 10.5.6.12 shall not be included in the encoding of the packet filter set for 5GS.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 24.890 v0.2.1
* * * First Change * * * *

12.4.2.x
Packet filter set coding

The purpose of the Packet filter set information element is to specify the packet filter set parameters and operations for a QoS flow. The Packet filter set may contain packet filters for the DL direction, the UL direction or packet filters that are applicable to both directions. The packet filters determine the traffic mapping to QoS flows. The DL packet filters shall be used by the network and the UL packet filters shall be used by the UE. A packet filter that is applicable to both directions shall be used by the network as a DL packet filter and by the UE as an UL packet filter.

The Packet filter set is a type 6 information element with a minimum length of 4 octets. The maximum length for the information element is 65 538 octets.
The Packet filter set information element is coded as shown in figure 12.4.2.x-1 and table 12.4.2.x-1.
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Figure 12.4.2.x-1: Packet filter set information element
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Figure 12.4.2.x-2: Packet filter list when the PFS operation is "delete packet filters from existing PFS" (z=N+3)
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Figure 12.4.2.x-3: Packet filter list when the PFS operation is "create new PFS", or "add packet filters to existing PFS" or "replace packet filters in existing PFS"
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Figure 12.4.2.x-4: Parameters list
Table 12.4.2.x-1: Packet filter set information element

	
PFS operation code (octet 3)
Bits
8 7 6

0 0 0 Ignore this IE
0 0 1 Create new PFS
0 1 0 Delete existing PFS
0 1 1 Add packet filters to existing PFS
1 0 0 Replace packet filters in existing PFS
1 0 1 Delete packet filters from existing PFS
1 1 0 No PFS operation

1 1 1 Reserved 

The PFS operation code "No PFS operation" shall be used if a parameters list is included but no packet filter list is included in the packet filter set information element.

The PFS operation code "Ignore this IE" shall be used by the UE if the Packet filter set information element has presence requirement "M" in a message, but the information element does not serve any useful purpose in the specific procedure for which the message is sent. If the PFS operation code indicates "Ignore this IE", the UE shall also set the E bit and the number of packet filters to zero.

If the PFS operation code is set to "Ignore this IE" and the the E bit and the number of packet filters to zero, then the network shall ignore the contents of the Packet filter set information element.

E bit (bit 5 of octet 3)

The E bit indicates if a parameters list is included in the Packet filter set IE and it is encoded as follows:

0
parameters list is not included

1
parameters list is included
Number of packet filters (octet 3)

The number of packet filters contains the binary coding for the number of packet filters in the packet filter list. The number of packet filters field is encoded in bits 4 through 1 of octet 3 where bit 4 is the most significant and bit 1 is the least significant bit. For the "delete existing PFS" operation and for the "no PFS operation", the number of packet filters shall be coded as 0. For all other operations, the number of packet filters shall be greater than 0 and less than or equal to 15. 

Packet filter list (octets 5 to z)

The packet filter list contains a variable number of packet filters. For the "delete existing PFS" operation and the "no PFS operation", the packet filter list shall be empty.

For the "delete packet filters from existing PFS" operation, the packet filter list shall contain a variable number of packet filter identifiers. This number shall be derived from the coding of the number of packet filters field in octet 3.

For the "create new PFS", "add packet filters to existing PFS" and "replace packet filters in existing PFS" operations, the packet filter list shall contain a variable number of packet filters. This number shall be derived from the coding of the number of packet filters field in octet 3.

Each packet filter is of variable length and consists of 

-
a packet filter identifier and direction (1 octet); 
- 
the length of the packet filter contents (1 octet); and
-
the packet filter contents itself (v octets).

The packet filter identifier field is used to identify each packet filter in a PFS. The least significant 4 bits are used. 

The packet filter direction is used to indicate, in bits 5 and 6, for what traffic direction the filter applies:

00 - reserved
01 - downlink only
10 - uplink only
11 - bidirectional

Bits 8 through 7 are spare bits.

The length of the packet filter contents field contains the binary coded representation of the length of the packet filter contents field of a packet filter. The first bit in transmission order is the most significant bit.

The packet filter contents field is of variable size and contains a variable number (at least one) of packet filter components. Each packet filter component shall be encoded as a sequence of a one octet packet filter component type identifier and a fixed length packet filter component value field. The packet filter component type identifier shall be transmitted first.

In each packet filter, there shall not be more than one occurrence of each packet filter component type. Among the "IPv4 remote address type" and "IPv6 remote address type" packet filter components, only one shall be present in one packet filter. Among the "single local port type" and "local port range type" packet filter components, only one shall be present in one packet filter. Among the "single remote port type" and "remote port range type" packet filter components, only one shall be present in one packet filter.

The term local refers to the UE and the term remote refers to an external network entity.

Packet filter component type identifier
Bits
8 7 6 5 4 3 2 1 

0 0 0 1 0 0 0 0
IPv4 remote address type
0 0 0 1 0 0 0 1
IPv4 local address type 
0 0 1 0 0 0 0 0
IPv6 remote address type
0 0 1 0 0 0 0 1
IPv6 remote address/prefix length type
0 0 1 0 0 0 1 1
IPv6 local address/prefix length type
0 0 1 1 0 0 0 0
Protocol identifier/Next header type
0 1 0 0 0 0 0 0
Single local port type
0 1 0 0 0 0 0 1
Local port range type
0 1 0 1 0 0 0 0
Single remote port type 
0 1 0 1 0 0 0 1
Remote port range type
0 1 1 0 0 0 0 0
Security parameter index type
0 1 1 1 0 0 0 0
Type of service/Traffic class type
1 0 0 0 0 0 0 0
Flow label type
1 0 0 0 0 0 0 1
Destination MAC address type
1 0 0 0 0 0 1 0
Source MAC address type
1 0 0 0 0 0 1 1
802.1Q C-TAG VID type
1 0 0 0 0 1 0 0
802.1Q S-TAG VID type
1 0 0 0 0 1 0 1
802.1Q C-TAG PCP/DEI type
1 0 0 0 0 1 1 0
802.1Q S-TAG PCP/DEI type
1 0 0 0 0 1 1 1
Ethertype type
All other values are reserved.

The description and valid combinations of packet filter component type identifiers in a packet filter are defined in 3GPP TS 23.501 [5].

For "IPv4 remote address type", the packet filter component value field shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first.

For "IPv4 local address type", the packet filter component value field shall be encoded as defined for "IPv4 remote address type".
Both the UE and network indication for support of the Local address in PFS are required to use this packet filter component.

For "IPv6 remote address type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and a sixteen octet IPv6 address mask field. The IPv6 address field shall be transmitted first.

For "IPv6 remote address/prefix length type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and one octet prefix length field. The IPv6 address field shall be transmitted first.
This parameter shall be used, instead of IPv6 remote address type, when both the UE and network indication for support of the Local address in PFS are present.

For "IPv6 local address/prefix length type", the packet filter component value field shall be encoded as defined for "IPv6 remote address /prefix length".

Both the UE and network indication for support of the Local address in PFS are required to use this packet filter component.

NOTE:
Local IP address and mask can be used when IPv6 prefix delegation is used (see 3GPP TS 23.060 [74] subclause 9.2.1.2).

For "Protocol identifier/Next header type", the packet filter component value field shall be encoded as one octet which specifies the IPv4 protocol identifier or IPv6 next header.

For "Single local port type" and "Single remote port type", the packet filter component value field shall be encoded as two octets which specify a port number.

For "Local port range type" and "Remote port range type", the packet filter component value field shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first.

For "Security parameter index", the packet filter component value field shall be encoded as four octets which specify the IPSec security parameter index.

For "Type of service/Traffic class type", the packet filter component value field shall be encoded as a sequence of a one octet Type-of-Service/Traffic Class field and a one octet Type-of-Service/Traffic Class mask field. The Type-of-Service/Traffic Class field shall be transmitted first.

For "Flow label type", the packet filter component value field shall be encoded as three octets which specify the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label.
For "Destination MAC address type" and "Source MAC address type", the packet filter component value field shall be encoded as 6 octets which specify a MAC address.

For "802.1Q C-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the Customer-VLAN tag (C-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID.

For "802.1Q S-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the Service-VLAN tag (S-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID.

For "802.1Q C-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q C-TAG PCP and DEI. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI.
For "802.1Q S-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q S-TAG PCP. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI.
For "Ethertype type", the packet filter component value field shall be encoded as two octets which specify an Ethertype.

Parameters list (octets z+1 to v).
The parameters list contains a variable number of parameters that may be transferred. If the parameters list is included, the E bit is set to 1; otherwise, the E bit is set to 0.

Each parameter included in the parameters list is of variable length and consists of:

-
a parameter identifier (1 octet); 
-
the length of the parameter contents (1 octet); and
-
the parameter contents itself (v octets). 

The parameter identifier field is used to identify each parameter included in the parameters list and it contains the hexadecimal coding of the parameter identifier. Bit 8 of the parameter identifier field contains the most significant bit and bit 1 contains the least significant bit. In this version of the protocol, the following parameter identifiers are specified:

-
01H (Packet Filter Identifier);

If the parameters list contains a parameter identifier that is not supported by the receiving entity the corresponding parameter shall be discarded.

The length of parameter contents field contains the binary coded representation of the length of the parameter contents field. The first bit in transmission order is the most significant bit.

When the parameter identifier indicates Packet Filter Identifier, the parameter contents field contains the binary representation of one or more packet filter identifiers. Each packet filter identifier is encoded in one octet, in the 4 least significant bits. This parameter is used by the UE and the network to identify one or more packet filters in a PFS when modifying the QoS of a QoS flow without modifying the packet filter itself.


* * * End of Changes * * * *

