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***** Next change *****
6.2.2
Token exchange procedure

Upon an indication from the MC service client to acquire a security token for authentication of the MC service user with a partner IdM server, the IdM client:

1)
shall establish a TLS tunnel to the token endpoint of the home IdM server as specified in 3GPP TS 33.180 [17] using the configured URL of the token endpoint of the IdM server as specified in the "/<x>/OnNetwork/AppServerInfo/IDMSTokenEndpoint" leaf node of the MCS UE initial configuration MO defined in 3GPP TS 24.483 [11] and the clarifications in annex A;

2)
shall generate a Token Exchange Request message as specified in 3GPP TS 33.180 [17] and draft-ietf-oauth-token-exchange [18] with the following clarifications:

a)
shall generate an HTTP POST request method according to IETF RFC 2616 [4];

b)
shall include the following parameters in the in the entity body of the HTTP POST request method using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]:

i)
the grant_type parameter set to a value of "urn:ietf:params:oauth:grant-type:token-exchange" as specified in subclause B.6.2 of 3GPP TS 33.180 [17]; and
ii)
the other required parameters as specified in subclause B.6.2 of 3GPP TS 33.180 [17]; and

3)
shall send the HTTP POST request method towards the IdM server.
Upon receipt of a Token Exchange Response message as specified in 3GPP TS 33.180 [17] and draft-ietf-oauth-token-exchange [18], the IdM client:

1)
shall extract the security token contained in the access_token parameter of the received Token Exchange Response message; and
2)
shall temporarily store the extracted security token.
NOTE 1:
The security token can be used by the procedures of subclause 6.2.3 to obtain access tokens from one or more partner systems for access to the resources of the partner system(s).
NOTE 2:
The security token only needs to be stored until it's lifetime has expired or until it is replaced by a newly acquired security token.

***** End changes *****
