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2. Reason for Change

23.501 v0.4.0 states the following. The text significant for CT1 is highlighted.
------------

5.6.6
DN authorization of the establishment of a PDU session

At the establishment of a PDU Session to a DN:

-
The UE/user may be authenticated/authorized by the DN.
-
If the UE/user provides authentication/authorization information during the establishment of the PDU session, and the SMF determines that authentication/authorization of the PDU session establishment is required based on on the DN policy, the SMF passes the authentication/authorization information of the UE to the DN via the UPF. If the SMF determines that authentication of the PDU session establishment is required but the UE has not provided authentication/authorization information, then the SMF rejects the PDU session establishment.
Editor's note:
the definition of the user is FFS

-
The DN may authenticate/authorize the PDU session establishment.
Such DN authentication and/or authorization takes place for the purpose of PDU session authorization in addition to:

-
The 5GC access authentication handled by AMF and described in clause 5.2.

-
The PDU session authorization with regard to subscription data retrieved from UDM enforced by SMF.

Based on local policies the SMF may initiate DN authentication and/or authorization at PDU session establishment.
The UE provides over NAS SM information required to support user authentication by the DN.
NOTE 1:
The way for the UE to acquire such information is not defined.

Editor's note:
The details of the NAS SM information provided by the UE for authentication/authorization of the PDU session are for FFS and depend on SA3 security design.

Editor's note:
The extent of specification work in 3GPP to enable such authorization/authentication depends on SA WG3 work and is FFS.

When SMF adds an PDU session anchor (such as defined in clause 5.6.4)  to a PDU session DN authentication and / or authorization is not carried out but SMF policies may require SMF to notify the DN when a new prefix or address  has been added to or removed from a PDU session.

Indication of PDU session establishment rejection is transferred by SMF to the UE via NAS SM.

At any time, a DN may revoke the authorization for a PDU session.

------------
23.502 v0.3.0 states the following. The text significant for CT1 is highlighted.
------------

4.3.2.3
PDU session establishment authentication/authorization

The PDU session establishment authentication/authorization is optionally triggered by the SMF during a PDU session establishment and performed transparently via the UPF.
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Figure 4.3.2.3-1: PDU Session Establishment authentication/authorization

NOTE 1:
Steps 2, 3a, 3h and 4 are not defined in this specification. The transport of the authentication/authorization via 5GS interfaces in step 1 and 5 is defined by TS X.Y.X. Steps 3 may be repeated depending on the mechanism used.
1.
The SMF triggers the PDU session establishment authentication/authorization and provides the SM PDU DN Request Container in an N4 Data Forwarding message to the selected UPF.

2.
The UPF relays to the DN the SM PDU DN Request Container received from the SMF.
3.
An authentication/authorization procedure takes place between the UE and the DN with messages transported via N4 and NAS.
4.
The DN confirms the successful authentication/authorization of the PDU session. The DN may provide a SM PDU DN Response Container to the UPF to indicate successful authentication/authorization.

5.
The UPF returns an N4 Data Forwarding message to the SMF containing the SM PDU DN Response Container.
------------
3. Conclusions

Observation-1:
The PDU session establishment authentication and authorization procedure is triggered by the network.

Proposal-1:
Define PDU session establishment authentication and authorization procedure consisting of handling related to an PDU SESSION AUTHENTICATION REQUEST message, and the PDU SESSION AUTHENTICATION ACCEPT message (or an PDU SESSION AUTHENTICATION REJECT message, if failure occurs). Exact message names are TBD.
Observation-2:
PDU SESSION AUTHENTICATION ACCEPT message (or the PDU SESSION AUTHENTICATION REJECT message) is routed from the UE to the SMF via the AMF. 

Conclusion-1:
To enable the AMF to route the SM message to the SMF serving the PDU session ID, the UE needs to indicate the PDU session ID along the PDU SESSION AUTHENTICATION ACCEPT  message (or the PDU SESSION AUTHENTICATION REJECT message) in NAS message sent from the UE to the AMF.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.890.
* * * Change * * *

8.2
Overview

The SMF is responsible for the session management functions to provide the PDU connectivity service to the UE via the SM signalling between UE and SMF. The session management procedures includes:

a)
the PDU session establishment procedure;

b)
the PDU session establishment authentication and authorization procedure;

c)
the PDU session modification procedure; and

d)
the PDU session release procedure.

A UE may establish multiple PDU sessions, to the same data network or to different data networks, via 3GPP and via and Non-3GPP access networks at the same time.
The session management messages between UE and SMF are transferred via AMF as specified in subclause x.x.x.
* * * Change * * *

8.4.x
PDU session establishment authentication and authorization procedure
8.4.x.1
General

The purpose of the PDU session establishment authentication and authorization procedure is to enable the DN:

1)
to authenticate the UE establishing the PDU session;

2)
to authorize the UE establishing the PDU session; or
3)
both of the above.
The PDU session establishment authentication and authorization procedure can be performed only during the UE-requested PDU session establishment procedure.
Editor's note: FFS whether a dedicated messages for PDU session establishment authentication and authorization procedure are needed or whether some kind of a generic SM message can be defined and used.
8.4.x.2
PDU session establishment authentication and authorization procedure initiation
In order to initiate the PDU session establishment authentication and authorization procedure, the SMF shall create a PDU SESSION AUTHENTICATION REQUEST message.
The SMF shall set the authentication information IE of the PDU SESSION AUTHENTICATION REQUEST message to the authentication information provided by the DN.

Editor's note:
Further contents of the PDU SESSION AUTHENTICATION REQUEST message are FFS.

The SMF shall send the PDU SESSION AUTHENTICATION REQUEST message, and the SMF shall start timer Tm (see example in figure 8.4.x.2-1).
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Figure 8.4.x.2-1: PDU session establishment authentication and authorization procedure
Upon receipt of a PDU SESSION AUTHENTICATION REQUEST message and a PDU session ID, using the network-initiated SM message transport procedure as specified in subclause 7.3.1.2, the UE passes the authentication information IE of the PDU SESSION AUTHENTICATION REQUEST message to the upper layers.

8.4.x.3
PDU session establishment authentication and authorization procedure accepting
If the upper layers provide a responding authentication information, and the UE shall create a PDU SESSION AUTHENTICATION ACCEPT message.
The UE shall set the authentication information IE of the PDU SESSION AUTHENTICATION ACCEPT message to the responding authentication information.

Editor's note:
Further contents of the PDU SESSION AUTHENTICATION ACCEPT message are FFS.

The UE shall transport the PDU SESSION AUTHENTICATION ACCEPT message and the PDU session ID, using the UE-initiated SM message transport procedure as specified in subclause 7.3.1.1.
Upon receipt of a PDU SESSION AUTHENTICATION ACCEPT message, the SMF shall stop timer Tm and provides the authentication information to the DN.
8.4.x.4
PDU session establishment authentication  and authorization procedure rejecting
If the upper layers does not accept or does not provide a responding authentication information, the UE shall create a PDU SESSION AUTHENTICATION REJECT message.
The UE shall set the SM cause IE of the PDU SESSION AUTHENTICATION REJECT message to indicate the reason for rejecting the PDU SESSION AUTHENTICATION REQUEST message.

The SM cause IE typically indicates one of the following SM cause values:

Editor's note: SM causes are FFS.
Editor's note:
Further contents of the PDU SESSION AUTHENTICATION REJECT message are FFS.

The UE shall transport the PDU SESSION AUTHENTICATION REJECT message and the PDU session ID, using the UE-initiated SM message transport procedure as specified in subclause 7.3.1.1.
Upon receipt of a PDU SESSION AUTHENTICATION REJECT message, the SMF shall stop timer Tm.
8.4.x.5
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Tm expired
Editor's note: abnormal cases are FFS

8.4.x.6
Abnormal cases in the UE

Editor's note: abnormal cases are FFS
* * * Change * * *

X.Y
Timers
Timers of the PDU session establishment authentication and authorization procedure are shown in table X.Y-1.
Table X.Y-1: Timers of the PDU session establishment authentication and authorization procedure – SMF side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Tm
	TBD
	TBD
	Transmission of PDU SESSION AUTHENTICATION REQUEST message.
	PDU SESSION AUTHENTICATION ACCEPT message received or PDU SESSION AUTHENTICATION REJECT message received.
	TBD


* * * Change * * *
8.5.x
PDU session authentication request
8.5.x.1
Message definition
The PDU SESSION AUTHENTICATION REQUEST message is sent by the network to the UE for authentication of the UE establishing the PDU session.

Message type:
PDU SESSION AUTHENTICATION REQUEST
Significance:

dual

Direction:


network to UE
Editor's note:
The content of the PDU SESSION AUTHENTICATION REQUEST message is FFS. At least the following is needed: the authentication information (mandatory), extended protocol configuration options (optional).
8.5.y
PDU session authentication accept
8.5.y.1
Message definition
The PDU SESSION AUTHENTICATION ACCEPT message is sent by the UE to the network in response to the PDU SESSION AUTHENTICATION REQUEST message and indicates acceptance of the PDU SESSION AUTHENTICATION REQUEST message.
Message type:
PDU SESSION AUTHENTICATION ACCEPT
Significance:

dual

Direction:


UE to network

Editor's note:
 The content of the PDU SESSION AUTHENTICATION ACCEPT message is FFS. At least the following is needed: the authentication information (mandatory), extended protocol configuration options (optional).
8.5.z
PDU session authentication reject
8.5.z.1
Message definition
The PDU SESSION AUTHENTICATION REJECT message is sent by the UE to the network in response to the PDU SESSION AUTHENTICATION REQUEST message and indicates rejection of the PDU SESSION AUTHENTICATION REQUEST message.
Message type:
PDU SESSION AUTHENTICATION REJECT
Significance:

dual

Direction:


UE to network

Editor's note:
 The content of the PDU SESSION AUTHENTICATION REJECT message is FFS. At least the following is needed: SM cause (mandatory), extended protocol configuration options (optional).
3GPP
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5. N4 Session Establishment Response







4. Authentication/Authorization Response
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3g. N4 Transport (Authentication Message)
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3a. Authentication/Authorization Request
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