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	Reason for change:
	In subclause 7.4.4, it is currently specified that the network triggers IMEI retrieval if the network considers the IMSI is unauthenticated:
In addition, if the IKE tunnel establishment is initiated for emergency session:

1)
if IMSI is provided to the network but the network considers the IMSI is unauthenticated:

-
if the ePDG is configured to support unauthenticated emergency session over WLAN and Mobile Equipment Identity signalling over untrusted WLAN, the ePDG shall request the IMEI from the UE using the Mobile Equipment Identity signalling procedure by including the DEVICE_IDENTITY Notify payload in the IKE_AUTH response message as specified in subclause 7.4.5; or

…

This may cause misunderstanding that the determination on authentication cannot proceed is made by the ePDG, which is not true. In fact the authentication decision is still made by the AAA server. This needs to be clarified.


	
	

	Summary of change:
	Clarify that the authentication decision is made by the AAA server when authentication cannot proceed.
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	Possible misunderstanding causing incorrect implementation.
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	*** Next Change ***


7.4.4
Emergency session establishment

If the "IDr" payload containing the string "EMERGENCY", using capital letters only, in the Identification Data is included in the IKE_AUTH request message from the UE, the ePDG shall:

a)
if:

1)
an INTERNAL_IP4_ADDRESS attribute with the length field set to zero;

2)
an INTERNAL_IP6_ADDRESS attribute with the length field set to zero; or

3)
both of the above;


are included in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message, handle the session establishment as an emergency session establishment;

b)
if:

1)
an INTERNAL_IP4_ADDRESS attribute with the length field set to non-zero;

2)
an INTERNAL_IP6_ADDRESS attribute with the length field set to non-zero; or

3)
both of the above;


are included in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message, handle the session establishment as a handover of an emergency session;

c)
in the IKE_AUTH response message, the ePDG shall not include the APN in the "IDr" payload; and

d)
ignore the fact that the "EMERGENCY" string does not comply with the ID_FQDN ID Type, as described in IETF RFC 5996 [28].
In addition, if the IKE tunnel establishment is initiated for emergency session:

1)
if IMSI is provided to the network but the ePDG receives from the AAA Server the Authentication and Authorization Answer message with the Result code IE indicating DIAMETER_ERROR_USER_UNKNOWN (see 3GPP TS 29.273 [17]), and thus the network considers the IMSI is unauthenticated:

-
if the ePDG is configured to support unauthenticated emergency session over WLAN and Mobile Equipment Identity signalling over untrusted WLAN, the ePDG shall request the IMEI from the UE using the Mobile Equipment Identity signalling procedure by including the DEVICE_IDENTITY Notify payload in the IKE_AUTH response message as specified in subclause 7.4.5; or
-
if the ePDG is not configured to support unauthenticated emergency session over WLAN or the ePDG is not configured to support Mobile Equipment Identity signalling over untrusted WLAN, the ePDG shall reject the requested PDN connection for emergency session. The ePDG shall include, in the IKE_AUTH response message, a Notify payload with a Private Notify Message Type "IMEI_NOT_ACCEPTED" as specified in subclause 8.1.2; or
2)
if IMSI is not provided to the network and the UE's IMEI is used as the User Identity in the IDi payload of the IKE_AUTH request message:

-
if the ePDG is configured to support emergency services from unauthenticated UE and the local policies and regulations allow unauthenticated emergency sessions, the ePDG forwards the EAP payload received from the UE to the 3GPP AAA Server serving the specific domain indicated in the realm part of NAI in the IDr payload; or
-
if the ePDG is not configured to support emergency services from unauthenticated UE or if the local policies and regulations do not allow unauthenticated emergency sessions, the ePDG shall reject the emergency services request from the UE with the Notify Message Type IMEI_NOT_ACCEPTED as specified in subclause 8.1.2.2.

Editor's note (WID: SEW2-CT, CR#0595): Usage of "IMEI_NOT_ACCEPTED" as the failure cause is FFS.
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