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1.
General

In 23.502 (v0.3.0), subclause 4.12.2, (message sequence chart reproduced below), it can be seen that when the UE connects to the non-3GPP access network with a view of attaching to the 5G system, as part of that EAP-in-IKEv2 procedure, the N3IWF creates a [NAS] Registration Request towards to the AMF on behalf of the UE. See reproduced figure, steps 1, 2 and 3.
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Figure 1 - Figure copied from 23.502, Figure 4.12.2-1

This [NAS] Registration Request message created by the N3IWF (based on information received within IKEv2 messages), ends with the UE receiving [NAS] Registration Accept (see step 8) for which UE has not sent a [NAS] Registration Request.
In this paper, we argue that this "creation" of the [NAS]  Registration Request by the N3IWF on behalf of the UE is not the way to proceed.
In fact, this contradicts the principles of keeping N1 as much the same as possible for 3GPP or non-3GPP accesses and of aiming for a generic approach for the UE's NAS.
NOTE: in the subsequent text the terms “Registration Request/Accept” and “Attach Request/Accept” are used interchangeably.

2.
Discussion & Analysis

2.1
Stated principles and aims for a common N1 (a generic approach)

In various places in 23.501, there are statements promoting the commonality of approaches regardless of whether the UE is accessing the 5G system through 3GPP or through non-3GPP. For instance:-
· In 23.501, subclause 5.3.2.1,
"The registration management procedures are applicable over both 3GPP access and non 3GPP access".


· In 23.501, subclause 5.3.2.4,
"The Temporary Identifier is assigned upon the first successful registration of the UE, and is valid over any of both 3GPP and Non-3GPP access for the UE"

· In 23.502, subclause 4.12.2,
"This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2"

So from a principle point of view, one would argue against the "creation" of a registration request by the N3IWF to support UE registration to 5G system over non-3GPP access.
2.2
A common NAS

NAS, its state machines, its procedures and its signalling messages, exist to provide for Mobility Management and Session Management. Already today, to support certain features and functions, today's Session Management works seamlessly through 3GPP or non-3GPP access, (see MAPCON, IFOM, NBIFOM).

There is already a converging view that in the 5G system, the NAS's Session Management in the UE will see 3GPP and non-3GPP access even more seamlessly than ever.

For Mobility Management – or in the 'new speak', Registration Management, Connection Management – without doubt, the aim is to make NAS as common as is possible over 3GPP access or non-3GPP access.

From a Stage 3 perspective, one should, as far as possible, maintain the same (or closely equivalent) NAS procedures looking out over N1 interface. 

And what is more is that CT1 will not be "reinventing the wheel" just for NAS over non-3GPP access, but will be looking at building on the state machines in 24.301 – just as the state machines in 24.301 were built with the knowledge of what is in 24.008.

Figure 2, copied from 24.301, Figure 5.1.3.2.2.7.1, is the UE's EMM main states. In this Figure 2, one sees that the UE moves out of EMM_DEREGISTERED once its sends ATTACH_REQUEST, and moves into EMM_REGISTERED upon receiving ATTACH_ACCEPT.  So in our concept of NAS, the UE's state machine does not jump from DEREGISTERED to REGISTERED upon receiving ATTACH ACCEPT. 
Thus one is to follow what is indicated in 23.502, subclause 4.12.2 about registration of the UE over non-3GPP access, the NAS's state machine will fundamentally have to change to handle going from DEREGISTERED to REGISTERED without having sent an ACCEPT REQUEST but yet received ATTACH ACCEPT.
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Figure 2 - Figure copied from 24.301, Figure 5.1.3.2.2.7.1
2.3
Common procedures, NAS authentication, security mode setting, NAS signalling connection and receiving  ATTCH ACCEPT

In S1 mode as in Iu mode, NAS authentication procedures and security mode control procedures are NAS common procedures and these can happen once the NAS (or PS) signalling connection is established between UE and network. NAS initiates establishment of a NAS signalling connection when it moves out of IDLE and has to send an initial NAS message, triggering RRC for a RRC connection. A NAS (or PS) signalling connection is established once RRC connection has been established successfully. 

In the SA2 adopted solution for registration via non-3GPP access, (see Figure 1 and Annex), as no ATTACH REQUEST is sent by the UE, it is unclear when NAS should consider itself moving out of IDLE; when a NAS signalling connection exist but yet authentication is somehow done (see steps 5 and 6) such that by step 7, the UE receives SECURITY MODE COMMAND and has to respond to security mode setting.
It is not that the 5G MM cannot be engineered to take on the above. But we consider such re-engineering of existing EMM/GMM is unnecessary and even dangerous, especially as it need not have to be done if a more 'conventional' approach of UE sending ATTACH REQUEST followed by UE seeing itself getting a NAS signalling connection and then the common procedures of authentication and security mode controls can proceed.
Note also that in Figure 1, at step 2, some 'Identity' of the UE and certain registration parameters are provided. If a 'normal' ATTACH REQUEST were to be sent by UE, those registration parameters would anyhow be available in that attach request message. Now, on the contrary, somehow, "lower layers" need to obtain those registration parameters for the IKE_AUTH exchange.
2.4
Purported views against Vendor Specific Options
During the Stage 2 study phase of 5G Phase 1, discussions occurred as to whether as part of the secure tunnel establishment between UE and N3IWF, that process 'piggyback' a NAS ATTACH REQUEST. These options were documented in TR 23.799, subclause 6.8.2 (NAS within EAP within IKEv2) and subclause 6.8.9 (NAS within IKEv2). 
However, in SA2, in the TS phase, it was purported that the case of 'piggybacking' the NAS message would require vendor specific options to be used over those IEEE access signalling. This resulted in 23.502 subclause 4.12.2 taking the view that the N3IWF would 'create' the ATTACH REQUEST instead.
We now consider with the passage of time and the fact that vendor specific options have now crept into 23.502, it is time to revisit the 'piggybacking' of the ATTACH REQUEST and not have the N3IWF function 'create' that message. For instance, agreements in SA2 on need to provide information in the Registration message related to network slice selection (see TS 23.502 clause 4.12.2 step 2d, and see Figure 1 above), as well as information related to QoS and U-plane tunnels in PDU session establishment and PDU session modification (see TS 23.502 clause 4.12.4 step 4a, and Figure 1) – the breach on vendor specific options has already happened.
Meantime, if one look into 24.302, one can see that 3GPP specific PDU have been introduced by 3GPP above and beyond the IEEE protocols to support the various features introduced to SAE over non-3GPP access.

3.
Conclusions and proposed way forward
We conclude that having the N3IWF 'create' the ATTACH REQUEST

1. is against (many) principles of keeping NAS over 3GPP access and NAS over non-3GPP access, as common as possible.
2. will mean some fundamental deviations/changes of the NAS state machine over non-3GPP access.

3. will require special (and exceptional) handling within today's mobility management procedures which we hope to evolve into 5G MM procedures that will be common for 3GPP access and  non-3GPP access.

We would like to propose:-
a) that N3IWF do not 'create' an ATTCH REQUEST towards the AMF, but instead that the ATTACH REQUEST be initiated by the UE and carried through the N3IWF to the AMF, untouched.

b) that the ATTACH REQUEST, initiated by the UE, be "passed" to the N3IWF as part of the secure tunnel establishment between UE and N3IWF.
c) CT1 discuss and decide on the protocol and how best to "pass" the ATTACH REQUEST from the UE to the N3IWF.

d) that by the time the IPSec SA is established, the 5G NAS for the non-3GPP access considers that the NAS signalling connection is established.

Intel has provide p-CR to TR 24.890 to follow up on the above proposals, see pCR C1-172206.

Intel would also suggest that CT1 send a LS to SA2 (cc SA3), requesting SA2 to revisit their decision of the N3IWF 'creating' the ATTACH REQUEST. Intel has provided a draft outgoing LS in C1-172207.


ANNEX for information:

Excerpts from TS 23.502:

<snip>

4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.

Editor's note:
The procedure below assumes the UE is not already registered to 5GC network via 3GPP access. When the UE is already registered via 3GPP access is FFS.

Editor's note:
Additional alignments with the registration procedure in clause 4.2.2.2 must be considered.
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Figure 4.12.2-1: Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause TBD.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3] and RFC 5998 [4]. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected. The N3IWF behaves as EAP authenticator and retrieves the Network Access Identifier (NAI) [5] of the UE in steps 2c, 2d. In step 2d the UE shall include a 3GPP-specific Vendor Id (VID) payload which contains registration parameters, such as a Registration type (defined in clause  4.2.2.2.2), a Permanent User ID or Temporary User ID, and network slice selection assistance information (NSSAI). The NSSAI is specified in TS 23.501 [2], clause 5.15, and is optionally included in the registration parameters. If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its UE Temporary ID in the registration parameters.

[… snip …]

4.12.4
UE requested PDU Session Establishment via Untrusted non-3GPP Access

This clause specifies how a UE can establish a PDU session via an untrusted non-3GPP access network. If the UE is simultaneously registered to a 3GPP access in a PLMN different from the PLMN of the N3IWF, the functional entities in the following procedures are located in the PLMN of the N3IWF for non-roaming and LBO scenarios.

It is based on the PDU session establishment procedure specified in clause 4.3.2.2.1.
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Figure 4.12.4-1: PDU session establishment via untrusted non-3GPP access

1.
The UE shall send a PDU Session Establishment Request message to AMF as specified in step 1 of clause 4.3.2.2.1. This message shall be sent to N3IWF via the established IPsec SA for NAS signalling and the N3IWF shall transparently forward it to AMF in the 5GC network.

2a.
The steps 2-9 specified in clause 4.3.2.2.1are executed according to the PDU session establishment procedure over 3GPP access.

2b.
As described in step 10 of clause 4.3.2.2.1, the AMF shall send a N2 PDU Session Request message to N3IWF to establish the access resources for this PDU session. This message includes the QoS profiles of the pre-authorized QoS rules of the requested PDU session. For B-type QoS rules, the N2 PDU Session Request message includes also the QoS parameters for these QoS profiles. In addition, the N2 PDU Session Request includes the Activate PDU Session Accept message that should be forwarded to UE.

3.
Based on its own policies and configuration, and based on the QoS profiles received in the previous step, the N3IWF shall determine the number of IPsec child SAs to establish and the QoS profiles associated with each IPsec child SA. For example, the N3IWF may decide to establish one IPsec child SA and associate all QoS profiles with this IPsec child SA. In this case, all QoS flows of the PDU session would be transferred over one IPsec child SA.

4a.
The N3IWF shall send to UE an IKE Create_Child_SA request according to the IKEv2 specification in RFC 7296 [3] to establish the first IPsec child SA for the PDU session. This request shall include a 3GPP-specific Vendor Id (VID) payload which contains (a) the QoS Profile(s) associated with the child SA and (b) the identity of the PDU session associated with this child SA and (c) optionally a DSCP value associated with the child SA. If a DSCP value is included, then the UE and the N3IWF shall mark all IP packets sent over this child SA with this DSCP value. The IKE Create_Child_SA request also contains other information (according to RFC 7296 [3]) such as the SA payload and the Traffic Selectors (TS) for the N3IWF and the UE, etc. The IKE Create_Child_SA request indicates that the requested IPsec child SA shall operate in transport mode.
4b.
If the UE accepts the new IPsec child SA, the UE shall send an IKE Create_Child_SA response according to the IKEv2 specification in RFC 7296 [3]. During the IPsec child SA establishment the UE shall not be assigned an IP address.

4c-4d.
If in step 3 the N3IWF determined to establish multiple IPsec child SAs for the PDU session, then additional IPsec child SAs shall be established, each one associated with one or more QoS profiles.
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