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1. Introduction
In this release of specification, 5G Core Network only supports untrusted non-3GPP accesses.

Non-3GPP access networks shall be connected to the 5G Core Network via a Non-3GPP InterWorking Function (N3IWF).  A UE that accesses the 5G Core Network over a standalone non-3GPP access shall, after UE attachment, support NAS signalling with 5G Core Network control-plane functions using the N1 reference point. The N3IWF interfaces to 5G Core Network control-plane functions and user-plane functions via N2 interface and N3 interface, respectively. 

A UE shall establish an IPSec tunnel with the N3IWF to attach to the 5G Core Network over untrusted non-3GPP access. The UE shall be authenticated by and attached to the 5G Core Network during the IPSec tunnel establishment procedure.
2. Reason for Change
CT1 will focus to specify the IPSec tunnel management towards the UE and the N3IWF via an IKEv2 protocol exchange IETF RFC 7296. This includes the procedures, IKEv2 messages and the necessary error handling between UE and N3IWF.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR24.890 v0.1.0.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TS 22.011: "Service accessibility".
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3GPP TS 22.261: "Service requirements for the 5G system; Stage 1".

[4]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[5]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[x]
IETF RFC 7296: " Internet Key Exchange Protocol Version 2 (IKEv2)".
* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GCN
5G Core Network

5GS
5G System
N3IWF
Non-3GPP InterWorking Function
SA
Security Association
* * * Next Change * * * *

9
Access to the 5G core network via non-3GPP access networks
This sub-clause will describe the CT1 relevant non-3GPP access aspects (see 3GPP TS 23.501 [4] subclause 5.5 and 3GPP TS 23.502 [5] subclause 4.12).
9.1
General
In this release of specification, 5G Core Network only supports untrusted non-3GPP accesses.

Non-3GPP access networks shall be connected to the 5G Core Network via a Non-3GPP InterWorking Function (N3IWF).  A UE that accesses the 5G Core Network over a standalone non-3GPP access shall, after UE attachment, support NAS signalling with 5G Core Network control-plane functions using the N1 reference point. The N3IWF interfaces to 5G Core Network control-plane functions and user-plane functions via N2 interface and N3 interface, respectively. 
A UE shall establish an IPSec tunnel with the N3IWF to attach to the 5G Core Network over untrusted non-3GPP access. The UE shall be authenticated by and attached to the 5G Core Network during the IPSec tunnel establishment procedure. 
CT1 will focus to specify the IPSec tunnel management towards the UE and the N3IWF via an IKEv2 protocol exchange IETF RFC 7296 [x]. This includes the procedures, IKEv2 messages and the necessary error handling.
9.2
Protocol stack
9.2.1
Control plane for untrusted non-3GPP access
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Legend:

-
N2 Application Protocol (N2-AP): Application Layer Protocol between the N3IWF and the AMF.
-
N12 Application Protocol (N12-AP): Application Layer Protocol between the AMF and the AUSF.
-
The N3IWF creates a NAS Attach Request message on behalf of the UE and send this message over N2 to AMF
Figure 9.2.1-1: Control Plane for registration procedure via N3IWF
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Legend:

-
N2 Application Protocol (N2-AP): Application Layer Protocol between the N3IWF and the AMF.
-
IPsec transport mode and GRE is used to encapsulate NAS payload between UE and N3IWF.
Figure 9.2.1-2: Control Plane for NAS after IPsec SA establishment
Editor's note:
It is FFS whether GRE encapsulation of NAS is needed or not.
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Legend:

-
N2 Application Protocol (N2-AP): Application Layer Protocol between the N3IWF and the AMF.
-
IKEv2 is used to establish the Child SA between UE and N3IWF for each PDU session.
Figure 9.2.1-3: Control Plane for PDU session establishment via N3IWF
9.2.2
User plane for untrusted non-3GPP access
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Legend:

-
PDU Layer: As defined in Figure 8.3.1-1

-
5G UP Encapsulation: This protocol tunnels user data between N3IWF and the UPF. This tunnel is per PDU session.
-
The N3IWF relays the user data between per PDU session IPsec tunnel over NWu and corresponding N3 tunnel.
Figure 9.2.2-1: User plane via N3IWF
Editor's note:
The protocol stack for N3 is FFS and should be confirmed with RAN WG3.
9.3
Selection of N3IWF
Editor's note:
How the UE selects the N3IWF is FFS.
9.4
Procedures between UE and N3IWF
Editor's note:
This subclause specifies the IKEv2 procedures between the UE and N3IWF due to UE registration/de-registration, PDU session setup, PDU session modification and PDU session release.
9.4.1
IKE SA creation procedure for UE registration via untrusted non-3GPP access
Editor's note:
This subclause specifies IKE SA creation procedure for UE registration via untrusted non-3GPP access.
9.4.2
Child SA creation procedure for UE-requested PDU session establishment
Editor's note:
This subclause specifies child SA creation procedure for PDU session setup via untrusted non-3GPP access.
9.4.3
Child SA change procedure for PDU session modification
Editor's note:
This subclause specifies child SA change procedure for PDU session modification via untrusted non-3GPP access.
9.4.4
Child SA deletion procedure for PDU session release
Editor's note:
This subclause specifies child SA deletion procedure for PDU session release via untrusted non-3GPP access.
9.4.5
IKE SA deletion for UE deregistration via untrusted non-3GPP access
Editor's note:
This subclause specifies IKE SA deletion procedure for UE deregistration via untrusted non-3GPP access.
9.5
IKEv2 Notify message for untrusted non-3GPP access to 5GC 
Editor's note:
This subclause defines the coding of IKEv2 Notify message for untrusted non-3GPP access to 5GC.
9.6
Procedures between N3IWF and AMF
Editor's note:
This subclause describes the procedures between N3IWF and AMF. Whether it belongs to CT1 responsibility is FFS.
* * * End of Changes * * * *
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