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1. Overall Description:

SA3 would like to thank RAN2 for their LS on the progress for EN-DC and would like to inform that SA3 has made the following observations.

Signalling radio bearers

Assuming that the SCG-RRC is used to manage the SCG RBs, RRC messages need to be integrity protected. Compared to Rel-12 DC, full key set KNR-RRCint, KNR-RRCenc, KNR-UPenc, KNR-UPint need to be derived at the UE and SgNB. However, it should be further studied whether adding an RRC control function to the SgNB and deriving its protection keys from the S-KeNB introduces new threats. If so, these threats need to be dealt with. Therefore, SA3 kindly asks RAN2 for the set of RRC control procedures between the SgNB and the UE.

Algorithm selection 
The available solution is described in the attachment S3-170950. The main observation is that since the LTE eNB is initiating the offload, it may be  preferable to maintain parity with R12 DC solution. There is no additional benefit foreseen to introduce support for new algorithms in SgNB in phase 1. Hence at least in phase1, SgNB should support the LTE security algorithms and the same method of algorithm selection (via MeNB and RRC Reconfig). In later phases, different security algorithms may be supported. In order to be able to add new security algorithms in the SgNB in the future, it is necessary for the UE security capability for NR to be available. SA3 has some variants to achieve this in S3-170950. Therefore, SA3 requests feedback on the solution variants in S3-170950 from CT1 and RAN2.
Security algorithm input

SA3 would like to inform that the proposal in the attachment S3-170954 has been endorsed as the working assumption for EN-DC and is intended for other options (non-standalone).
2. Actions:

To RAN2:
SA3 is kindly asking feedback on the attached solution variants, on the RRC control function at the SgNB in order to better understand the  threat model, and on the working assumption.
To CT1:

SA3 is kindly asking feedback on variant 2 of the solution and in particular whether the impact on MME and LTE eNB is acceptable should the UE indicate support of different and new security algorithms for NR gNB compared to LTE eNB in NAS layer to the MME.
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