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1. Introduction
At SA2#118bis (January 2017), SA2 sent LS [1] to CT1 and RAN2, with as attachment document [2] which contains a list of potential system issues related to the work on LTE light connection. 

SA2 also requested CT1’s feedback on some of these potential system issues, in particular the following:
	Identified SA2 Impact
	CN change required?
	Solution Available?
	Options proposed
	SA2 Way Forward

	16) Mismatch of states: NW in CONNECTED LC and UE in IDLE. [VDF]
	NO, only UE
	YES [QC]
	[QC] proposal is UE always starts NAS recovery when locally moving from connected mode with LC to idle mode.
	Proposal is UE always starts NAS recovery when locally moving from connected mode with LC to idle mode.

SA2 to decide
For NAS recovery failure: 

Ask RAN2 and CT1 if possible the UE to listen to paging with Suspend ID while in ECM-IDLE

(False base station attack)

SA2 to ask RAN2/CT1 in LS


The purpose of this document is to analyse the expected UE behaviour in the scenario described by SA2, in order to determine whether it is necessary for the UE to listen to paging with a RAN-based identity (currently called “resumeIdentity” in RAN2 running CR to TS 36.331, and referred to as “Suspend ID” in [2]) while the UE is in EMM-IDLE mode.
2. Discussion

In the scenario described by SA2, the assumption is that the UE will be subject to a denial of service attack initiated by a “fake” eNodeB impersonating a legit eNodeB from the UE’s serving PLMN but not indicating support for light connection. The scenario can be broken down as follows:

1) The UE is in RRC_CONNECTED/EMM-CONNECTED mode with light connection on eNodeB #1 in PLMN A.
2) An attacker turns on a fake eNodeB (= eNodeB #2) impersonating a legit eNodeB of PLMN A in the area where the UE is located. eNodeB #2 does not broadcast support for light connection, and is not connected to the EPC.

3) The UE reselects to eNodeB #2 due to its high signal strength.
4) Since eNodeB #2 does not broadcast support for light connection, the UE locally moves from RRC_CONNECTED/EMM-CONNECTED mode with light connection to RRC_IDLE/EMM-IDLE mode. Meanwhile, the legit network does not know that the UE has moved to fake eNodeB #2 and still thinks the UE is in RRC_CONNECTED/EMM-CONNECTED mode with light connection.
The question is after 4), due to the state mismatch between the UE (RRC_IDLE/EMM-IDLE mode) and the network (RRC_CONNECTED/EMM-CONNECTED mode with light connection), should the UE still listen to RAN-based paging (= paging with resumeIdentity”) in order not to miss pages from the legit network?

To answer this question, let us examine what the UE will do next in this situation: 

5) Per SA2’s proposed way forward, due to locally moving from RRC_CONNECTED/EMM-CONNECTED mode with light connection to RRC_IDLE/EMM-IDLE, the UE will initiate TAU for NAS-level recovery while on fake eNodeB #2.
6) Since fake eNodeB #2 is not connected to the EPC, the TAU will repeatedly fail.
7) Once the TAU attempt counter reaches 5, the UE will set the EPS update status to EU2 NOT UPDATED, and either perform PLMN selection or attempt to select GERAN/UTRAN, per TS 24.301 subclause 5.5.3.2.6:

If the tracking area updating attempt counter is equal to 5:
-     the UE shall start timer T3402, shall set the EPS update status to EU2 NOT UPDATED;

-     the UE shall delete the list of equivalent PLMNs and shall change to state EMM-REGISTERED.ATTEMPTING-TO-UPDATE or optionally to EMM-REGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [6]; and
-     if A/Gb mode or Iu mode is supported by the UE:

-     the UE shall in addition handle the GPRS update status as specified in 3GPP TS 24.008 [13] for the abnormal case when a normal or periodic routing area updating procedure fails and the routing area updating attempt counter is equal to 5; and

-     if the UE does not change to state EMM-REGISTERED.PLMN-SEARCH, the UE shall attempt to select GERAN or UTRAN radio access technology. A UE in PS mode 1 or PS mode 2 of operation shall proceed with appropriate GMM specific procedures; a UE in CS/PS mode 1 or CS/PS mode 2 of operation shall proceed with appropriate MM or GMM specific procedures. Additionally, the UE may disable the E-UTRA capability as specified in subclause 4.5.
From that point on, there are 4 possible outcomes:
A) The UE finds a GERAN or UTRAN cell in PLMN A and performs RAU 
· In this case, since the UE is camped on GERAN/UTRAN, listening to paging with E-UTRAN resumeIdentity is not applicable.
B) The UE selects another PLMN (PLMN B) and registers to that PLMN
· In this case, it is not useful for the UE to listen to paging with the resumeIdentity assigned to the UE when the UE was put into light connection on PLMN A.

C) The UE ends up on the same fake eNodeB #2 
· In this case, it is not useful for the UE to listen to paging with the resumeIdentity assigned to the UE when the UE was put into light connection on PLMN A since fake eNodeB #2 is not connected to the EPC and will not page the UE with this resumeIdentity.
D) The UE ends up on a legit eNodeB of PLMN A. 
· Since the UE has set the EPS update status to EU2 NOT UPDATED, the UE will initiate a TAU, after which it will be reachable via core-network paging. 

In all 4 outcomes listed above, listening to paging with resumeIdentity while in EMM-IDLE mode is either not applicable, or not useful.
3. Proposal

Based on the discussion in the previous section, in the fake base station attack scenario discussed by SA2, given SA2’s proposed way forward the UE always triggers NAS-level recovery when locally moving from RRC_CONNECTED/EMM-CONNECTED mode with light connection to RRC_IDLE/EMM-IDLE mode, it is not useful for the UE to listen to paging with resumeIdentity while in EMM-IDLE mode.

Consequently, it is proposed to convey the following response to SA2 and RAN2:
· Regarding potential issue 16) listed in S2-170698 attached to LS S2-170695, CT1 has concluded that if the UE always triggers NAS-level recovery when locally moving from RRC_CONNECTED/EMM-CONNECTED mode with light connection to RRC_IDLE/EMM-IDLE mode, it is not needed for the UE to listen to RAN-based paging (i.e. paging with resumeIdentity) after locally moving from RRC_CONNECTED/EMM-CONNECTED mode with light connection to RRC_IDLE/EMM-IDLE mode. 
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