Page 1



3GPP TSG-CT WG1 Meeting #101
C1-165425
Reno, NV (USA), 14-18 November 2016




rev of C1-165420, C1-165385, C1-165025
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.008
	CR
	3021
	rev
	3
	Current version:
	13.7.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:

	Correction of handling of reject due to lack of subscription

	
	

	Source to WG:
	Intel, Vodafone, AT&T, TeliaSonera, Verizon, Deutsche Telekom, Mediatek, Huawei, HiSilicon

	Source to TSG:
	C1

	
	

	Work item code:
	TEI13
	
	Date:
	2016-11-18

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	CR 24.008-2927r6 (C1-161550, agreed at CT1#96) specified new requirements for the case when an MS receives a non-integrity protected LOCATION UPDATING REJECT message with MM cause #2 "IMSI unknown in HLR" or an ATTACH REJECT/ROUTING AREA UPDATING REJECT message with GMM cause #7 "GPRS services not allowed". These are the cases where the network signals that the MS does not have a subscription for the respective domain.

The purpose of these new requirements was on hand to mitigate the possible effect of a security attack where the reject message was sent by a malicious base station (BTS/NodeB), on the other hand, for the case that the reject message was sent by a genuine network, the legacy functionality that the MS can use services provided via the other domain should be kept. One goal of the proposed solution was that a "ping-pong" scenario where the MS is frequently (re-)selecting back and forth between the false cell and a genuine cell should be avoided.

Further analysis of the agreed CR shows that for the 2 above reject causes, the latter goal is not achieved:

According to the CR, the MS shall "search for a suitable cell in another location area or a tracking area", but in contrast to other MM/GMM causes like #3, #6 or #8, there is no requirement to "store the current LAI in the list of 'forbidden location areas for roaming'".
As the latter requirement is missing, the following scenario is likely to occur: 
When the MS finds a suitable cell in another location area, it initiates a new location updating procedure. Assuming that the first reject message was sent by a malicious base station, i.e. the first cell was a false cell, and that the new cell is a genuine one, the new location update will be accepted. So the MS will also reset the counter for "SIM/USIM considered invalid for non-GPRS services" events. If the MS is operating in operation mode A or B in a network in NMO II, the MS will then also perform an attach or RAU procedure which will also be accepted by the network. At this point, when the MS returns to idle mode and resumes cell re-selection, it will most likely again find the first cell – which is probably still better in terms of radio conditions. So the MS will re-select back to the false cell and initiate the next location updating procedure which is again rejected with MM cause #2, and the circle starts all over again. – Note that, since the counter for "SIM/USIM considered invalid for non-GPRS services" events is reset at each successful location update, the counter will never reach its maximum value and the 'ping-pong' can go on as long as the false base station is in operation. During this period the MS will spend roughly 1/3 to 1/2 of the time in the false cell, and it will effectively be barred from getting service. Additionally, it will initiate new location updating, attach and RAU procedures in the genuine network about every ~ 10 seconds, thus creating an unnecessary signalling load and battery drain.
What would be the consequence of adding the requirement to "store the current LAI in the list of 'forbidden location areas for roaming'"?

If the reject message was sent by a malicious base station, the 'ping-pong' would be stopped immediately, because the MS would not be able to re-select back to the first cell, until T3247 expires and the list of "forbidden location areas for roaming" is erased.

But for the more likely case that the reject message was sent by a genuine network, the MS could be barred for a considerable time from getting any service: When the MS finds a suitable cell in another location area, it initiates a new location updating procedure. Assuming that the first reject message was sent by a genuine network, the new location update will be rejected again. So the MS will also add the new LAI to the list of "forbidden location areas for roaming", until it is running out of new location areas. The MS will then wait for the expiry of T3247, erase the list of "forbidden location areas for roaming", and the circle starts all over again. This can occur several times until the counter for "SIM/USIM considered invalid for non-GPRS services" events (which is never reset, because the location update requests are never accepted) reaches its maximum value, and the MS finally sets the SIM/USIM invalid for non-GPRS services. At that point, the MS will be able to receive services via the PS domain. Dependent on the implementation dependent maximum value and on the number of location areas the MS can see in its currentl location, it can take several hours until the MS can receive services via the PS domain. This does not look like a better solution than setting the SIM/USIM invalid for non-GPRS services immediately and incrementing the counter for for "SIM/USIM considered invalid for non-GPRS services" events.

The problem with the current solution (according to subclause 4.1.1.6A, item 2.a.i + 2.b) seems to be that

a) there is no mechanism stopping the UE from reselecting back to a false cell; and

b) in a genuine network, there is no mechanism preventing the UE from further registration attempts for the domain for which the UE does not have a subscription.
One possible way forward would be to remove item 2.a.i and just rely on the alternative solution 2.a.ii + 2.b.

Another possibility would be to enhance item 2.a.i by introducing 2 new domain-specific lists: a list of "forbidden location areas for non-GPRS services" and another list of "forbidden location areas for GPRS services".
If the MS is in a location area included in the first list, it is not allowed to initiate any MM procedure, but for an MS in operation mode A or B the cell remains a suitable cell (similar for the second list). If as a result of the reject a location area is forbidden for both domains or if the MS is not operating in operation mode A or B, then the LAI is added to the list of "forbidden location areas for roaming" and the cell becomes unsuitable. Both domain-specific lists are erased when the timer T3247 expires.

Additionally, it is proposed that instead of searching for a suitable cell in another location area or tracking area the MS shall just search for another suitable cell (possibly in the same location area). It is certainly a good idea to leave the current cell if it is a fake cell. But on the other hand if it is a genuine cell then any other cell in the current location area could be used by the MS to receive GPRS services, and it might not always be possible to find a cell belonging to another location area.

	
	

	Summary of change:
	Addition of 2 new lists of "forbidden location areas", one for GPRS services and one for non-GPRS services.

If the UE receives a LOCATION UPDATING REJECT with MM cause #2 or an ATTACH REJECT/ROUTING AREA UPDATING REJECT with GMM cause #7, it adds the current LAI to the respective list or to the list of "forbidden location areas for roaming" and no longer initiates NAS signalling procedures for the respective domain.

	
	

	Consequences if not approved:
	With the current solution, in a false base station scenario the MS can end up in a "ping-pong" scenario, frequently (re-)selecting back and forth between the false cell and a genuine cell and effectively being barred from getting service. Due to the 'ping-pong' the MS may initiate new location updating, attach and RAU procedures in the genuine network about every ~ 10 seconds, thus creating an unnecessary signalling load and battery drain.

	
	

	Clauses affected:
	4.1.1.6A

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


4.1.1.6A
Specific requirements for the MS when receiving non-integrity proctected reject messages
This subclause specifies the requirements for an MS that is not configured to use timer T3245 (see 3GPP TS 24.368 [135] or 3GPP TS 31.102 [112]) and receives a LOCATION UPDATING REJECT, CM SERVICE REJECT, ABORT, ATTACH REJECT, ROUTING AREA UPDATE REJECT or SERVICE REJECT message without integrity protection.
NOTE 1:
Additional MS requirements for this case and requirements for the case when the MS receives a successfully integrity checked reject message are specified in subclauses 4.4.4.7, 4.5.1.1, 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4.

The MS may maintain a list of PLMN-specific attempt counters and a list of PLMN-specific PS-attempt counters. The maximum number of possible entries in each list is implementation dependent.
Additionally, the MS may maintain one counter for "SIM/USIM considered invalid for non-GPRS services" events and one counter for "SIM/USIM considered invalid for GPRS services" events.
The MS may also maintain a list of "forbidden location areas for non-GPRS services" and a list of "forbidden location areas for GPRS services". If the MS is in a location area which is included in the list of "forbidden location areas for non-GPRS services", the MS shall not initiate any MM procedure. If the MS is in a location area which is included in the list of "forbidden location areas for GPRS services", the MS shall not initiate any GMM, SM, SMS or SS procedure for GPRS services.
If the MS receives a LOCATION UPDATING REJECT message without integrity protection before the network has activated the integrity protection for the CS domain, the MS shall start timer T3247 with a random value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is not running, and take the following actions:

1)
if the MM cause value received is #3 or #6, and

a)
if the MS maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and the counter has a value less than an MS implementation-specific maximum value, the MS shall:
i)
delete any LAI, TMSI and ciphering key sequence number stored in the SIM/USIM, reset the location update attempt counter, and set the update status to ROAMING NOT ALLOWED (and store it in the SIM/USIM according to subclause 4.1.2.2);

delete the list of equivalent PLMNs;
increment the counter for "SIM/USIM considered invalid for non-GPRS services" events;


reset the location update attempt counter;


store the current LAI in the list of "forbidden location areas for roaming"; and

search for a suitable cell in another location area or a tracking area according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] or 3GPP TS 36.304 [121]; or
ii)
proceed as specified in subclause 4.4.4.7 and;

increment the counter for "SIM/USIM considered invalid for non-GPRS services" events; and
b)
else the MS shall proceed as specified in subclause 4.4.4.7;
2)
if the MM cause value received is #2, and

a)
if the MS maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and the counter has a value less than an MS implementation-specific maximum value, the MS shall:
i)
delete any LAI, TMSI and ciphering key sequence number stored in the SIM/USIM, reset the location update attempt counter, and set the update status to ROAMING NOT ALLOWED (and store it in the SIM/USIM according to subclause 4.1.2.2);

delete the list of equivalent PLMNs;

increment the counter for "SIM/USIM considered invalid for non-GPRS services" events;


reset the location update attempt counter; 

if the MS maintains a list of "forbidden location areas for non-GPRS services" and a list of "forbidden location areas for GPRS services", proceed as follows:


if the current LAI is already included in the list of "forbidden location areas for GPRS services" or the MS is not operating in MS operation mode A or B, store the current LAI in the list of "forbidden location areas for roaming"; otherwise store the current LAI in the list of "forbidden location areas for non-GPRS services"; and

attempt to select a suitable cell according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] or 3GPP TS 36.304 [121], different from the cell where the LOCATION UPDATING REJECT was received; or
NOTE 2:
The cell on which the reject was received could still be a suitable cell.
ii)
proceed as specified in subclause 4.4.4.7 and;

increment the counter for "SIM/USIM considered invalid for non-GPRS services" events; and
b)
else the MS shall proceed as specified in subclause 4.4.4.7;
3)
if the MM cause value received is #12, #13 or #15, the MS shall additionally proceed as specified in subclause 4.4.4.7;
4)
if the MM cause value received is #11 and the MS is in its HPLMN or in a PLMN that is within the EHPLMN list:


the MS shall delete any LAI, TMSI and ciphering key sequence number stored in the SIM/USIM, reset the location update attempt counter, and set the update status to ROAMING NOT ALLOWED (and store it in the SIM/USIM according to subclause 4.1.2.2). Additionally, the MS shall reset the location update attempt counter. The MS shall store the current LAI in the list of "forbidden location areas for roaming"; and


the MS shall search for a suitable cell in another location area or a tracking area according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] or 3GPP TS 36.304 [121]; and
5)
if the MM cause value received is #11 and if the MS is not in its HPLMN or in a PLMN that is within the EHPLMN list, in addition to the MS requirements specified in subclause 4.4.4.7,
-
if the MS maintains a list of PLMN-specific attempt counters and the PLMN-specific attempt counter for the PLMN sending the reject message has a value less than an MS implementation-specific maximum value, the MS shall increment the PLMN-specific attempt counter for the PLMN.

If the MS receives a CM SERVICE REJECT or ABORT message with MM cause value #6 without integrity protection before the network has activated the integrity protection for the CS domain, the MS shall start timer T3247 with a random value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is not running, and

a)
if the MS maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and the counter has a value less than an MS implementation-specific maximum value, the MS shall:
i)
proceed as specified in subclauses 4.5.1.1 or 4.3.5.2 respectively with the exception that the MS shall not consider the SIM/USIM as invalid for non-GPRS services and;

delete the list of equivalent PLMNs;

increment the counter for "SIM/USIM considered invalid for non-GPRS services" events;


reset the location update attempt counter;


store the current LAI in the list of "forbidden location areas for roaming"; and

search for a suitable cell in another location area or a tracking area according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] or 3GPP TS 36.304 [121]; or
ii)
proceed as specified in subclauses 4.5.1.1 or 4.3.5.2 respectively and;

increment the counter for "SIM/USIM considered invalid for non-GPRS services" events; and
b)
else the MS shall proceed as specified in subclause 4.5.1.1 or 4.3.5.2 respectively.

If the MS receives an ATTACH REJECT or ROUTING AREA UPDATE REJECT message without integrity protection before the network has activated the integrity protection for the PS domain, the MS shall start timer T3247 with a random value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is not running, and shall take the following actions:

6)
if the GMM cause value received is #3, #6, or #8, and

a)
if the MS maintains a counter for "SIM/USIM considered invalid for GPRS services" events and the counter has a value less than an MS implementation-specific maximum value, the MS shall:
i)
set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to subclause 4.1.3.2) and shall delete any RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number;

delete the list of equivalent PLMNs;

increment the counter for "SIM/USIM considered invalid for GPRS services" events;


if the MS maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and the counter has a value less than an MS implementation-specific maximum value, increment the counter for "SIM/USIM considered invalid for non-GPRS services" events;

-
if a GPRS attach or routing area updating procedure was performed, reset the GPRS attach attempt counter or the routing area updating attempt counter, respectively;

store the current LAI in the list of "forbidden location areas for roaming" and enter the state GMM-DEREGISTERED.LIMITED-SERVICE; and

search for a suitable cell in another location area or a tracking area according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] or 3GPP TS 36.304 [121]; or
ii)
proceed as specified in subclauses 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4; and

increment the counter for "SIM/USIM considered invalid for non-GPRS services" events; and
b)
else the MS shall proceed as specified in subclause 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4;
7)
if the GMM cause value received is #7, and

a)
if the MS maintains a counter for "SIM/USIM considered invalid for GPRS services" events and the counter has a value less than an MS implementation-specific maximum value, the MS shall:
i)
set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to subclause 4.1.3.2) and shall delete any RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number;

delete the list of equivalent PLMNs;

increment the counter for "SIM/USIM considered invalid for GPRS services" events;

-
if a GPRS attach or routing area updating procedure was performed, reset the GPRS attach attempt counter or the routing area updating attempt counter, respectively;

enter the state GMM-DEREGISTERED.LIMITED-SERVICE; 

if the MS maintains a list of "forbidden location areas for non-GPRS services" and a list of "forbidden location areas for GPRS services", proceed as follows:


if the current LAI is already included in the list of "forbidden location areas for non-GPRS services" or the MS is operating in MS operation mode C, store the current LAI in the list of "forbidden location areas for roaming"; otherwise store the current LAI in the list of "forbidden location areas for GPRS services"; and

attempt to select a suitable cell according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] or 3GPP TS 36.304 [121], different from the cell where the ATTACH REJECT or ROUTING AREA UPDATING REJECT was received; or
NOTE 3:
The cell on which the reject was received could still be a suitable cell.
ii)
proceed as specified in subclauses 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4; and

increment the counter for "SIM/USIM considered invalid for non-GPRS services" events; and
b)
else the MS shall proceed as specified in subclause 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4;
8)
if the GMM cause value received is #12, #13 or #15, the MS shall additionally proceed as specified in subclauses 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4;
9)
if the GMM cause value received is #11 or #14 and the MS is in its HPLMN or in a PLMN that is within the EHPLMN list:

-
the MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to subclause 4.1.3.2) and shall delete any RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number. The MS shall delete the list of equivalent PLMNs. Additionally, if a GPRS attach or the routing area updating procedure was performed, the MS shall reset the GPRS attach attempt counter or the routing area updating attempt counter respectively;

-
the MS shall store the current LAI in the list of "forbidden location areas for roaming", and enter the state GMM-DEREGISTERED.LIMITED-SERVICE;

-
if S1 mode is supported in the MS, the MS shall handle the EMM parameters EMM state, EPS update status, GUTI, last visited registered TAI, TAI list, KSI and attach attempt counter or tracking area updating attempt counter as specified in 3GPP TS 24.301 [120] for the case when the procedure is rejected with the EMM cause with the same value without integrity protection; and

-
the MS shall search for a suitable cell in another location area or in another tracking area according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] or 3GPP TS 36.304 [121].

10)
if the GMM cause value received is #11 and the MS is not in its HPLMN or in a PLMN that is within the EHPLMN list, the MS shall additionally proceed as specified in subclauses  4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4:

-
Furthermore, if the MS maintains a list of PLMN-specific attempt counters and the PLMN-specific attempt counter for the PLMN sending the reject message has a value less than an MS implementation-specific maximum value, the MS shall increment the PLMN-specific attempt counter for the PLMN.

11)
if the GMM cause value received is #14 and the MS is not in its HPLMN or in a PLMN that is within the EHPLMN list, the MS shall additionally proceed as specified in subclauses 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, and 4.7.5.2.4:

-
Furthermore, if the MS maintains a list of PLMN-specific PS-attempt counters and the PLMN-specific PS-attempt counter for the PLMN sending the reject message has a value less than an MS implementation-specific maximum value, the MS shall increment the PLMN-specific PS-attempt counter for the PLMN.

If the MS receives a SERVICE REJECT message without integrity protection with GMM cause value #3, #6, #7, #8, #11, #12, #13 or #15 before the network has activated the integrity protection for the PS domain, the MS shall start timer T3247 with a random value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is not running, and proceed as specified under items 6, 7, 8, 9 and 10 above.

Upon expiry of timer T3247, the MS shall:

-
erase the list of "forbidden location areas for regional provision of service" and the list of "forbidden location areas for roaming";

-
set the SIM/USIM to valid for non-GPRS services, if
-
the MS does not maintain a counter for "SIM/USIM considered invalid for non-GPRS services" events; or

-
the MS maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and this counter has a value less than an MS implementation-specific maximum value.
-
set the SIM/USIM to valid for GPRS services, if
-
the MS does not maintain a counter for "SIM/USIM considered invalid for GPRS services" events; or

-
the MS maintains a counter for "SIM/USIM considered invalid for GPRS services" events and this counter has a value less than an MS implementation-specific maximum value.
-
erase the list of "forbidden location areas for non-GPRS services" and the list of "forbidden location areas for GPRS services", if the MS maintains these lists;

-
if the MS maintains a list of PLMN-specific attempt counters, for each PLMN-specific attempt counter that has a value greater than zero and less than an MS implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list;

-
if the MS maintains a list of PLMN-specific PS-attempt counters, for each PLMN-specific PS-attempt counter that has a value greater than zero and less than an MS implementation-specific maximum value, remove the respective PLMN from the "forbidden PLMNs for GPRS service" list. If the resulting "forbidden PLMNs for GPRS service" list is empty and the MS is supporting S1 mode, the MS re-enables the E-UTRA capability as specified in 3GPP TS 24.301 [120] for the case when timer T3247 expires;

-
if the MS is supporting S1 mode, handle the list of "forbidden tracking areas for regional provision of service" and the list of "forbidden tracking areas for roaming" as specified in 3GPP TS 24.301 [120] for the case when timer T3247 expires; and

-
initiate a location updating procedure, GPRS attach procedure or routing area updating procedure, if still needed, dependent on MM state and update status, and GMM state and GPRS update status, or perform a PLMN selection according to 3GPP TS 23.122 [14].

If the MS maintains a list of PLMN-specific attempt counters and PLMN-specific PS-attempt counters, when the MS is switched off, the MS shall, for each PLMN-specific attempt counter that has a value greater than zero and less than the MS implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list. When the SIM/USIM is removed, the MS should perform this action.

NOTE 4:
If the respective PLMN was stored in the extension of the "forbidden PLMNs" list, then according to 3GPP TS 23.122 [14] the MS will delete the contents of this extension when the SIM/USIM is removed.
