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1. Overall Description:

SA3 would like to thank RAN2 for their LS on S-TMSI in RAN paging (S3-161933/R2-167293).
On using S-TMSI without MME being in control.

SA3 recommends that the MME should be in control of the S-TMSI in order to ensure frequent updates of the S-TMSI.
SA3 thinks the choice between the two alternatives below (S-TMSI with MME being in control, RAN identifier) should be made by RAN2, based on the following observations by SA3:
On using S-TMSI with MME being in control.
SA3 would like to remind that frequent updates of the S-TMSI are necessary for privacy reasons. Not frequently updated temporary identifiers is an existing privacy threat that allows an attacker to track the subscriber using "non-changing" GUTI/S-TMSI, see [1]. 
SA3 also want to inform RAN2 that, in NextGen, SA3 is discussing solutions to refresh the S-TMSI frequently in order to enhance subscriber's privacy. 

On using RAN identifier
SA3 strongly recommends to ensure frequent updates of the RAN identifier, should it be used for RAN paging. Otherwise it would be possible to track subscribers using “non-changing” RAN identifiers.
General recommendations

For both S-TMSI and RAN identifier, it should be unfeasible for an attacker to link the new identifier with the old identifier of the same subscriber. In addition, synchronous change of S-TMSI and RAN identifier may be required to prevent linking different IDs of the same layer through the other layer. Even though it is low risk, the Uu paging opportunities might allow cross correlation of identities, so it may be good to change the Uu paging opportunities  for the UE synchronously with the two identifiers as well, if the opportunity arises. 
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2. Actions:

To RAN WG2 group.

ACTION: 
SA3 kindly asks RAN2 group to take the above into consideration.
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