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Introduction

During the last few CT1 meetings, CT1 has agreed on a series of Rel-13 CRs for the introduction of 2G GPRS integrity protection, a late security enhancement to the 2G GPRS.
If we look at how the feature was specified in TS 24.008, it seems that it is a mandatory feature for all Rel-13 MSs and networks: 
4.7.1.2a
Integrity protection of layer 3 signalling messages (A/Gb mode only and when integrity protection is required)

4.7.1.2a.1
General

For the MS, integrity protected signalling is mandatory for the GMM messages and SM messagres once a valid UMTS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the GMM messages and SM messages once authentication and ciphering procedure is initiated by the network. …
Note that the title of subclause 4.7.1.2a mentions a condition "when integrity protection is required", but this condition is not explained any further inside the subclause.

From the next subclause, 4.7.1.2a.2, it becomes clear that for such an MS, performing a successful attach in a GERAN not supporting 2G integrity protection is no longer possible, because the ATTACH ACCEPT message is one of the messages that will not be processed by the MS "unless the use of integrity protection has been successfully negotiated".
So there is a problem, because when the first Rel-13 MSs will hit the market, it will still take years until all the GERAN networks are upgraded to Rel-13, and it is not acceptable that Rel-13 MSs will not be able to attach in any pre-Rel-13 network.
In the present discussion paper we will take a closer look at the stage 2 requirements for the support of 2G GPRS integrity protection, and we will make a proposal how to define the applicability of 2G GPRS integrity protection, both on the MS and the network side.

Stage 2 Requirements 
Integrity protection for 2G GPRS was introduced as part of the work on EC-GSM-IoT. According to the stage 2 description for the GPRS radio interface (TS 43.064):

<snip>

3.3.9.4
Improved security

EC-GSM-IoT mandates the use of an improved security framework by both the network and the mobile station, see 3GPP TS 43.020 [20].

<snap>

I.e. there is no support of EC-GSM-IoT without the support of 2G GPRS integrity protection. In the stage 2 description for GSM/GERAN security (TS 43.020), Annex H, we find:

<snip>

H.1.1
General

The provisions in the present Annex apply to procedures between an MS and an SGSN whenever the MS capability contains at least one non-NULL integrity algorithm. 

In particular, the provisions in the present Annex apply to MSs supportingEC-GSM-IoT according to TS 43.064 [20].
H.1.2
Considerations on bidding down attacks

An MS conforming to the provisions in the present Annex shall reject connections to legacy SGSNs that do not provide the enhanced security features described in the present Annex. 

NOTE: The reason for this requirement is that an MS cannot know whether it receives a reply without signalling integrity protection from a genuine legacy SGSN or from a false SGSN that intercepted the request from the MS. Consequently, the MS would be susceptible to bidding down attacks during the Attach procedure that could nullify the security gains offered by the provisions in the present Annex. 

<snap>

So TS 43.020, Annex H.1.1, is linking the support of integrity protection to the support of EC-GSM-IoT (as a particular example), but more generally, it specifies that any MS implementing a non-NULL integrity algorithm has to follow the procedures specified in Annex H.
Annex H.1.2 then forbids any MS compliant to Annex H to maintain a connection to a legacy SGSN that does not support 2G GPRS integrity protection.

As we already indicated in the introduction of this discussion paper, this means that early Rel-13 MSs will not be able to attach in most real life networks – which will be pre-Rel-13 – , if they implement 2G GPRS integrity protection.

Our first conclusion from this is that – (maybe) except for the use case of EC-GSM-IoT – the 3GPP specifications currently do not provide a reasonable strategy for the introduction of 2G GPRS integrity protection in the 'real word'.
Therefore, in our view, in the present situation CT1 should limit the applicability of 2G GPRS integrity protection to MSs supporting EC-GSM-IoT. 
We also note the following note further down in Annex H.3, "Ciphering and integrity mode negotiation":
<snip>

NOTE 1:
Security for PS HO has not been been studied in the scope of Annex H. 

<snap>

As this has issue has not been studied, it is most likely that that in practice it will not work, because the necessary stage 3 protocol enhancements have not been done. (As far as we know PS HO is one of the features not required for EC-GSM-IoT.) In our view this is an additional argument against making the support of integrity protection mandatory for all MSs. 
Support of 2G GPRS integrity protection in an inhomogeneous network 

Unfortunately, this is not yet the end of the discussion, because GERAN2/RAN6 has specified the behaviour of the MS for the actual use of EC-GSM-IoT in a more dynamical way. Even if both the MS and the network are supporting Rel-13 in principle, it is not required that the GERAN is supporting EC-GSM-IoT in every single cell.
According to TS 43.064, the MS can enable and disable "EC operation" dependent on the support of EC-GSM-IoT by the serving cell, and it can decide to disable "EC operation" and return to 'legacy' EGPRS operation even if EC-GSM-IoT is supported by the serving cell:
<snip>

3.3.9.1
General

…
A MS that has enabled EC operation makes use of EC-channels (e.g. EC-PDTCH), except for the FCCH. An EC-GSM-IoT MS shall also support RACH and AGCH, in addition to EC-RACH and EC-AGCH. RACH and AGCH can be used by the MS when in GPRS/EGPRS coverage range (CC1, see subclause 3.3.9.2) if indicated by the network. EC-channels are used in idle mode as well as in packet transfer mode. The MS shall disable EC operation in case it enters a cell that does not support EC-GSM-IoT. The MS may also disable EC operation (see 3GPP TS 45.008) at any time, in which case it operates as if it was in a cell that does not support EC-GSM-IoT. The MS shall inform the network that EC operation has been disabled by e.g. a cell update. A MS that has disabled EC operation is no longer subject to the relaxed mobility related requirements (see sub-clause 3.3.9.3).

<snap>

This is further specified in TS 44.018:
<snip>

3.5.1a.1
Packet paging initiation by the network

…

An EC capable MS whose last uplink transmission was in a cell that does not support EC-GSM-IoT may choose to enable EC operation upon reselection to a cell that supports EC-GSM-IoT. In this case it shall perform an uplink transmission (e.g. a cell update) to update the network (i.e. addition of Coverage Class information) and therefore be reachable for pages on the EC-PCH. 

If EC operation is enabled in the serving cell a MS that supports GPRS services using GPRS/EGPRS TBFs may choose to disable EC operation in which case it shall perform an uplink transmission (e.g. a cell update) to update the network (i.e. removal of Coverage Class information) and therefore be reachable for pages on the PCH. Similarly, if EC operation is enabled in the serving cell a MS that supports GPRS services using GPRS/EGPRS TBFs may reselect to a cell that supports both EC-GSM-IoT and GPRS/EGPRS TBFs and choose to disable EC operation, in which case it shall perform an uplink transmission (e.g. a cell update) to update the network (i.e. removal of Coverage Class information) and therefore be reachable for pages on the PCH.

If EC operation is enabled in the serving cell a MS that performs reselection to a cell that does not support EC-GSM-IoT is not required to perform an uplink transmission (e.g. a cell update) to update the network in the new cell (i.e. the network retains Coverage Class information). An EC capable MS whose last uplink transmission was in a cell that does not support EC-GSM-IoT may choose to not enable EC operation upon reselection to a cell that supports EC-GSM-IoT in which case it is not required to perform an uplink transmission (e.g. a cell update) to update the network in the new cell. 
<snap>

If we assume a case where initially the MS is camping on a cell not supporting EC-GSM-IoT, in principle it cannot even know whether the network supports EC-GSM-IoT in any other cell. E.g. the MS could operate in a part of the network in which neither the GERAN nor the SGSN(s) are supporting EC-GSM-IoT. And according to stage 2, although the MS supports EC-GSM-IoT, it has disabled EC operation when entering that cell.
(Note: In an ideal world, one could assume that a network supporting EC-GSM-IoT will do so homogeneously throughout the whole network. – Unfortunately our Rel-13 MS will have to operate in a real life network, so we should base our analysis on this kind of network. And apparently also GERAN2/RAN6 had some doubt regarding the homogenous deployment of the feature.)
In this situation, in our view it is questionable whether "support of EC-GSM-IoT by the MS" alone is a useful criterion for the MS to decide whether to accept an ATTACH ACCEPT without integrity protection or not.
Maybe a better criterion would be to say:

C1: The ATTACH ACCECPT message needs to be integrity protected, if both the MS and the serving cell in which the attach procedure was initated support EC-GSM-IoT.

This would leave the MS vulnerable to a specific false base station attack during the initial attach: if the very first cell of the new PLMN on which the MS decides to camp is the false GERAN cell, then the false base station could indicate that it does not support EC-GSM-IoT. The MS would then initiate an attach procedure and accept the ATTACH ACCEPT message without integrity protection. But if the MS later reselects to another, genuine cell supporting EC-GSM-IoT, the situation could be repaired if we request that the ROUTING AREA UPDATING ACCEPT then needs to be integrity protected. I.e. we would modify C1 to C2:
C2: The ATTACH ACCECPT and ROUTING AREA UPDATING ACCEPT message needs to be integrity protected, if both the MS and the serving cell in which the attach procedure or routing area updating procedure was initiated support EC-GSM-IoT.
To close the above security gap completely we would either
Alt 1:
need to configure the MS that it does never accept an ATTACH ACCEPT without integrity protection; or

Alt 2:
need to configure the MS per PLMN whether to accept an ATTACH ACCEPT without integrity protection; this 

could be done e.g. on the USIM, in a similar way as proposed recently by SA3 for the CS GSM ciphering 

algorithms A5/x.

If we follow the first alternative (Alt 1), it means that the MSs supporting EC-GSM-IoT will be exclude from getting service in many (or even most of the) PLMNs for a considerable time. This might look more acceptable if it is applied only for MSs supporting EC-GSM-IoT. But note that it will also mean that when a first PLMN supporting EC-GSM-IoT fails, and the other PLMNs do not support EC-GSM-IoT, the MS would not be able to select one of these other PLMNs and register with it. Moreover, SA2 has e.g. discussed ideas that "enhanced coverage" operation could even be interesting for use with smart phones, e.g. if a stolen or lost smart phone is to be found via some location tracking application. So while this alternative looks good from strict "security point of view", we still have doubts whether such a solution is allowing us to cover all the use cases that are interesting in practice.
For the second alternative (Alt 2) there is currently no requirement in stage 2 (TS 43.020), and for Rel-13 it seems a bit late now to add new requirements. 
Cell re-selection and integrity protection
Now let's take it one step further: if we assume to use criterion C2, what happens if the MS then reselects to a neighbour cell where EC-GSM-IoT is not supported? Do we need to fallback to "no integrity protection"? – 
The answer is fortunately: no, at least not if both cells belong to the same routing area. – Because for this case we know that both cells are served by the same SGSN, and since integrity protection is a functionality between UE and SGSN, there is no reason why the integrity protection cannot be maintained.

What if the new cell belongs to a different routing area? – This is getting more complicated, because the new cell can be served by a new SGSN and a-priori it is not clear whether this new SGSN is supporting 2G GPRS integrity protection at all. Especially, it is not clear whether the new SGSN is supporting the Rel-13 version of LLC. But according to TS 24.008, subclause 4.7.1.2a.4, the MS has to send the ROUTING AREA UPDATING REQUEST message integrity protected, i.e. integrity protected on LLC level.
If the new SGSN does not support the Rel-13 version of LLC, it will ignore the Integrity Protection (IP) bit in the header of the UI frame, which was defined as a spare bit up to Rel-12. Consequently, the SGSN will assume that the last 4 octets before the FCS at the end of the UI frame belong the Information Field, i.e. to the ROUTING AREA UPDATING REQUEST message. So GMM will attempt to decode the most significant octet of the MAC as information element identifier (IEI) of a TS 24.008 information element (IE), and dependent on the type of the IE it may attempt to decode the next octet of the MAC as length indicator. In the worst case, the IEI will start with "0000", the SGSN will interpret this as an unknown "comprehension required" IE and it will reject the routing area updating request with the respective GMM cause. The MS will then set the routing area updating attempt counter to 5, start T3302 (default time = 12 min) and optionally perform a PLMN selection. 

However, it is also possible, that by chance the IEI corresponds to an existing IEI, and thus the MS unintentionally signals some 'artefact' information without being aware of it.

In any case, the MS will notice that the GMM response message will not be integrity protected, and therefore it will not accept a ROUTING AREA UPDATING ACCEPT from the SGSN. So eventually, the MS will have used up all its RAU attempts in the new cell, and it may attempt a PLMN selection. If it does not find another PLMN, it needs some way to recover from this situation. E.g., it might help to bar the current cell – where the routing area update failed – for a certain time: firstly, because it might be a false GERAN cell operated by a malicious base station; secondly, it might allow the MS to find a "second best" cell (in terms of radio conditions) which could again support EC-GSM-IoT.
Would it be an option to say that when the new cell belongs to a different routing area and it does not support EC-GSM-IoT, then the MS falls back to non-integrity protected operation? – It would help to overcome the above problems caused by a genuine SGSN not supporting 2G GPRS integrity protection. But it would also make the MS much more vulnerable against false base station attacks, because the false base station would just need to broadcast a RAI different from the RAI of the neighbour cells (which it probably does anyway), and the MS would accept the ROUTING AREA UPDATING ACCEPT message without integrity protection.
Therefore, if we take criterion C2 as a basis, we should supplement it by saying:
C3: Once integrity protection has been started between MS and SGSN, it is maintained (i.e. the MS accepts GMM and SM messages only after successful integrity checking – except for the few cases explicitly mentioned in TS 24.008), until the MS returns to GMM-DEREGISTERED. 

Except for the "protocol hiccups" described on the previous page, with this principle it would be possible to use 2G GPRS integrity protection for MSs supporting EC-GSM-IoT also in an inhomogeneous network deployment. Of course it would be better, if the SGSNs in the whole network would be upgraded to support 2G GPRS integrity protection, but note that for the case that a network is allocating an equivalent PLMN list during attach and RAU, this requirement would then potentially also be applicable to equivalent neighbour PLMNs. 
Conclusion

In sum, we do not think that currently the 3GPP specifications provide a good strategy how to introduce Rel-13 MSs supporting 2G GPRS integrity protection in pre-Rel-13 real life networks. Taking the position that these MSs are not allowed to attach to legacy networks may look like a good solution from the security-theoretical viewpoint, but this solution is bound to fail in practice. Therefore, we suggest that for the time being the applicability of the new feature integrity protection is explicitly limited to MSs supporting EC-GSM-IoT.

Secondly, even for MSs supporting EC-GSM-IoT – which might or might not include smart phones – CT1 is invited to discuss whether a "strict" approach ("never attach to any network without integrity protection") is acceptable in practice, or whether it would not be better to look for something more flexible, like the combination of criterion C2 + C3 above or like a standardized configuration per PLMN (Alt 2).

If 3GPP insists on a "strict", but impractical approach, then there is a risk that individual implementations will go for individual work-arounds – which could result in security gaps more severe than e.g. the one outlined above for the combination C2+C3. 
