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1. Introduction

This paper intends to analyzed alternative solutions that can be used to support PDN connection restriction due to subscription.  
2. Discussion
In Rel-13 for CIoT optimization, a new Attach w/o PDN connection procedure has been defined for LTE in Rel-13. CT1 also agreed to update EMM main states in the UE and the MME to allow the UE to be in EMM-REGISTERD state without establishing a default PDN connection. 

Some UEs (e.g. some metering devices) do not need PDN connections and may instead only require SMS services. Operators request the ability to enforce that such devices do never establish a PDN connection, in networks supporting Attach w/o PDN connection, to avoid unnecessary signalling and use of resources in the EPC.

To allow operators to have such enforcement ability, CT4 has agreed CRs in recent CT4#74 meeting (C4-164056/C4-164058) to define a new PDN-Connection-Restricted flag as part of the user's subscription. For UEs with such PDN restriction in the subscription, the MME should reject an Attach request requesting to establish a PDN connection and any PDN connectivity request for this user:

If the MME and the UE support an Attach without PDN connection (i.e. EMM-REGISTERED without PDN connection) and the PDN-Connection-Restricted flag is set in the received Subscription-Data-Flags AVP, the MME should reject an Attach request requesting to establish a PDN connection and any PDN connectivity request for this user; the MME should also tear down any existing PDN connection for this user.
Such restriction is important to enable the operator to support large number of devices without incurring heavy signalling load and resource usage. It is expected that devices with such subscription could be charged with lower fees. 
In case the CIoT UEs with such PDN connection restriction still request PDN connectivity during attach, the network needs to have a mechanism to reject the PDN connection establishment while still allowing the UE to be attached to the network to receive service.

The following four alternatives have been considered:

Alternative 1):
Reject the UE's request using existing EMM cause #19 "ESM failure" with existing ESM cause #33 "requested service option not subscribed"
UE behavior: 
No UE impact. Same existing UE behavior is applied (as specified in 24.301), the UE may retry or perform PLMN selection:
Upon reception of the EMM cause #19 "ESM failure", if the UE is not configured for NAS signalling low priority and the ESM cause value received in the PDN CONNECTIVITY REJECT message is not #54 "PDN connection does not exist", the UE may set the attach attempt counter to 5. Subsequently, if the UE needs to retransmit the ATTACH REQUEST message to request PDN connectivity towards a different APN, the UE may stop T3411 or T3402, if running, and send the ATTACH REQUEST message. 

….

Further down the same clause it is stated that the UE can perform PLMN selection to select other operator's network: 

-   If the attach attempt counter is equal to 5:
-     the UE shall delete any GUTI, TAI list, last visited registered TAI, list of equivalent PLMNs and KSI, shall set the update status to EU2 NOT UPDATED, and shall start timer T3402. The state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH or optionally to EMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [6];

But as we can see, having the UE to retry attach with PDN connection will not work because same rejection is expected. Also to allow UE option to select another PLMN after finding out that the current one simply cannot provide the requested service is not desirable either. 
Pros: No UE impact
Cons: 

- 
The UE can not tell the true reject reason (from previous use cases for #33), so will not know to initiate attach w/o PDN connection;

- 
UE retry signalling overhead to the core network;

- 
Having the UE to retry with same PDN connectivity request would result in same rejection and locks the UE out of service.

Assessment #1: 
Solution not workable, UE retry signalling and the UE could be locked out of services.
 

Alternative 2):  
Reject the UE's request using a new EMM cause "PDN connection restricted" with existing ESM cause #33 "requested service option not subscribed"
Standalone PDN connectivity request is also rejected using existing ESM cause code #33.
UE behavior: re-initiate attach in order to get service, but without request PDN connection:
 #xy    (PDN connection restricted);
    The UE should re-initiate attach by sending the ATTACH REQUEST message together with an ESM DUMMY MESSAGE contained in the ESM message container information element.
When the new EMM cause is provided to the UE, the UE would be able to know that the true reason for PDN connection rejection is due to subscription restriction. the UE would then be able to request attach without PDN connection.

However for a UE that is already attached without PDN connectivity, if the UE request PDN connection, then because UE is rejected using existing ESM cause code #33, the UE will not be able tell the true reject reason, existing retry behaviour for cause #33 is applied, resulting in the same drawbacks as for Alternative 1.
Pros: 

- 
Works for both piggybacked PDN connectivity requests

- 
UE can obtain service and become attached without PDN connectivity.

Cons: 

- 
New EMM cause code

- 
For standalone PDN connectivity request, the UE can not tell the true reject reason (from previous use cases for #33);

-
For standalone PDN connectivity request, retry signalling overhead to the core network, and having the UE to retry with same PDN connectivity request would result in same rejection.

Assessment #2: 
UE can obtain service and become attached without PDN connectivity, however for standalone PDN connectivity request, the UE can not tell the true reject reason. UE retry signalling overhead
Alternative 3): 
Reject the UE's attach request using a new EMM cause #19 "ESM failure" with a new ESM cause “PDN connection restricted”
UE behavior: re-initiate attach but without request PDN connection：
        Upon reception of the EMM cause #19 "ESM failure":
if the ESM cause value received in the PDN CONNECTIVITY REJECT message is #xx "PDN connection restricted", the UE should re-initiate attach by sending the ATTACH REQUEST message together with an ESM DUMMY MESSAGE contained in the ESM message container information element; and
By using a new ESM cause value to indicate the rejection due to subscription restriction, this alternative allows the UE to be informed of true ESM rejection reason and be able to take subsequent handling properly in a deterministic way.
 

Pros: 

- 
Works for both piggybacked and standalone PDN connectivity requests

-
UE knows the true rejection reason and will not retry same request;

- 
UE can obtain service and become attached without PDN connectivity.

Cons: 

- 
New ESM cause code

Assessment #3: 
With this alternative, UE is restricted for PDN connectivity but can still attach to network to obtain other services. 
Alternative 4): 
Accept the UE's attach request without establishing PDN connection 

Standalone PDN connectivity request is also rejected using existing ESM cause code #33.
Having the network to accept the UE's attach request without establishing PDN connection if both the UE and the MME support EMM-REGISTERED without PDN connection:
if the UE indicated support of EMM-REGISTERED without PDN connection in the UE network capability IE of the ATTACH REQUEST message and the MME supports EMM-REGISTERED without PDN connection and PDN connection is not accepted (e.g. restricted in the UE's subscription as specified in 3GPP TS 29.272 [16C]), send the ATTACH ACCEPT message together with an ESM DUMMY MESSAGE contained in the ESM message container information element;
UE behavior:  the same existing behavior as currently specified in 24.301, subclause 5.5.1.2.4:
If EMM-REGISTERED without PDN connection is supported by the UE and the MME, and the UE receives the ATTACH ACCEPT message combined with an ESM DUMMY MESSAGE, the UE shall send an ATTACH COMPLETE message together with an ESM DUMMY MESSAGE contained in the ESM message container information element to the network.
The end result with this Alternative for piggybacked case is same as Alternative 3), UE is attached without PDN connection at the completion of the attach procedure.  

However this Alternative suffers same drawbacks as Alternative 2 for standalone case. For a UE that is already attached without PDN connectivity, if the UE request PDN connection, then because UE is rejected using existing ESM cause code #33, the UE will not be able tell the true reject reason, existing retry behaviour for cause #33 is applied.

Pros: 

-
No new cause code needs to be introduced;

-
UE is attached to the network with intended services (in comparison, for Alternative 2, UE needs to send attach request again to request attach without PDN, so one less message overhead with the same end result)

- 
Works for piggybacked request, UE can obtain service and become attached without PDN connectivity.

Cons: 

- 
For standalone PDN connectivity request, the UE can not tell the true reject reason (from previous use cases for #33);

-
For standalone PDN connectivity request, retry signalling overhead to the core network, and having the UE to retry with same PDN connectivity request would result in same rejection.

The potential implication for this Alternative is the UE would receive Attach Accept and complete Attach procedure successful while in the meantime, the UE requested PDN is actually not established. So far NAS has no precedence for accepting EMM while rejecting ESM for piggybacked attach request. But considering that Attach without PDN connectivity is newly introduced function, this handling looks to be reasonable. 

Assessment #4: 
With this alternative, UE is restricted for PDN connectivity but can still attach to network to obtain other services. No new cause code needs to be introduced. However it can be viewed that 
Summary of  Assessment: 
 

	Alternatives
	PDN connection restriction
	UE can attach to the network
	UE knows the reason for  initial PDN rejection if requested  during attach
	UE knows the reason for  subsequent PDN rejection if requested after attach
	Solution workable

	Alternative 1: 

new EMM reject cause for reject, use existing ESM cause #33 for subsequent PDN connectivity reject.

	Yes
	No
	No
	No
	No (frequent retries, PLMN selection, UE locked out of service) 

	Alternative 2: 

Reject the UE's request using a new EMM cause "PDN connection restricted" with existing ESM cause #33 "requested service option not subscribed"

	Yes
	Yes
	Yes
	No
	Piggybacked case: Yes 

Standalone case:

No

	Alternative 3:

Reject the UE's attach request using a new EMM cause #19 "ESM failure" with a new ESM cause “PDN connection restricted”

	Yes
	Yes
	Yes
	Yes
	Yes

	Alternative 4:

Accept the UE's attach request without establishing PDN connection if both the UE and the MME support EMM-REGISTERED without PDN connection

	Yes
	Yes
	Yes
	Yes
	Piggybacked case: Yes 

Standalone case:

No
Signalling saving


Conclusion: 
Based on above analysis, it is proposed to select either Alternative 3 or Altertive 4 to enforce UE subscription restriction on PDN connection. 

3. Conclusion

It is proposed to select either Alternative 3 or Altertive 4 to enforce UE subscription restriction on PDN connection.
CRs for Alternative 3 are available under C1-164934 and C1-164935. 

CRs for Alternative 4 are available under C1-164936 and C1-164937. 






































































