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1. Overall Description:

SA3 would like to thank RAN2 for their LS on eDRX paging timing calculation and security concern (S3-160914/R2-164582).
SA3 has security concerns to send additional bits of IMSI to the eNB and use it for paging. SA3 suggest RAN2 to find a solution without using these extra bits of IMSI..  To provide a background please see below a brief analysis on this.
Analysis: eDRX mechanism is not limited to IoT only. Thus, privacy is of concern. IMSIs have 15digits, of which the MCC and MNC part (5 digits) are most likely known. This leaves 10 digits unknown. With the current paging mechanism, by observing the timing of the paging frame, a passive attacker on the air interface can infer already up to 10-14 bit of IMSI which is equivalent to 3-4 digits. The proposed mechanism will divulge up to 3 further digits of the IMSI. This leaves only 3-4 digits of IMSI unknown to a passive attacker. Depending on how IMSIs are assigned, those digits may be easily guessable.  

Also, basing the calculation on a hash of the IMSI does not help much, because the unpredictable part of the IMSIs are short (less than 10 digits), which would allow precomputation of the inverse of the hash function, such as a rainbow table.

It is recommended that RAN2 adopt any solution to base the paging time window without using the extra bits of IMSI, such as use a temporary ID or a bilaterally agreed nonce, etc.

2. Actions:

To RAN2 group.

ACTION: 
SA3 kindly asks RAN2 to take the above into consideration.
3. Date of Next TSG-SA WG3 Meetings:

SA3#85
7-11 November 2016
Santa Cruz de Tenerife, Spain
SA3#86
6-10 February 2016
Sophia Antipolis, France
