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1. Overall Description:

RAN6 thanks SA3 for the LS on legacy security issue. RAN6 has reviewed the CR in S3-161161 as requested and would like to provide the following feedback.

1. In GERAN all RR dedicated connections start in non-encrypted mode and the network decides when to activate encryption of RR dedicated connection.
2. In GERAN some RR dedicated connections may not use encryption for the entire duration. For example when MS performs registration, network may not see the need to activate ciphering after authentication  is complete because rest of the dedicated connection may only be used to deliver registration accept message and then release the RR connection. 
3. In GERAN RR dedicated signalling connections are used for transport of upper layer messages (e.g. MM, SMS, SS, CC) and GERAN does not necessarily know for what purpose the RR dedicated signalling connection is used for (e.g. SMS, Supplementary Services, Attach, Registration update). 

4. When network activates encryption of RR dedicated connection then RR only accepts algorithms that MS supports.

5. During handover, network can signal ciphering algorithm to be used after handover is complete and MS will only accept algorithms that MS supports, otherwise handover failure is returned.
6. During handover MS does not know if target cell belongs to the same PLMN or to a different PLMN. Post handover identification of PLMN ID by the MS may result in the MS releasing the RR connection.
7. Propose the first sentence in the CR in S3-161161 be re-worded as follows:

“The use of Network requests to use non encrypted mode, A5/1, A5/3 or A5/4 shall be rejected by the MS in the MS shall be disabled on a particular visited network if instructed to do so by the SIM/USIM application.”
Note, similar concerns may exist for PS domain but this is outside the scope of RAN6 to comment.

2. Actions:

To SA3 group.

ACTION: 
RAN6 asks SA3 to take to above feedback on CR in S3-161161 into consideration. 
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