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***** First change *****
4.6a
Integrity protection

The LLC layer may provide integrity protection of the frame header and the information field of data frames:

-
The frame header and the information field of UI frames shall be integrity protected whenever layer 3 indicates that the UI frame shall be integrity protected and integrity protection information has been assigned to the TLLI.
For details and usage of integrity protection, see 3GPP TS 43.020 [27].

***** Next change *****
6.4.1.6
Exchange Identification (XID) command/response

This frame shall be used to negotiate and re-negotiate LLC layer parameters and layer‑3 parameters. XID frames can be transmitted in ADM and ABM.

The negotiation procedure is one-step, i.e., one side shall start the process by sending an XID command, offering a certain set of parameters from the applicable parameter repertoire (see table 6) the sending entity wants to negotiate, proposing values within the allowed range. In return, the other side shall send an XID response, either confirming these parameter values by returning the requested values, or offering higher or lower ones in their place. As an optimisation, parameters confirming the requested values may be omitted from the XID response. See table 6 for sense of negotiation. This shall end the negotiation process.

Parameters that are not included in neither the XID command nor in the XID response, shall retain their current values.

The responding side may respond with parameters that were not included in the XID command. A parameter that was not included in the XID command shall in this case be treated as if the current value of the parameter was included in the XID command. The responding side shall include such a parameter in every XID response until the parameter has been explicitly negotiated, either by responding to an XID command that included the parameter, or by explicitly including the parameter the next time an XID command is transmitted.

Both entities shall support the negotiated values, however under certain conditions one or more parameters may need to be re-negotiated (e.g., in the case of a change in SGSN).

XID frames shall always be used with the P/F bit set to 1.

Without any prior XID exchange, default values shall apply.

Negotiated XID parameters shall apply to the LLE identified by the DLCI of the XID frames used, except Version, Reset, IOV‑UI, i-IOV-UI, i-IOV-UI-cnt and MAC-IOV-UI that applies to an LLME (i.e., a TLLI), and except Layer‑3 Parameters that apply to the layer 3 above the LLE.

Table 6 lists the negotiable LLC layer parameters. Figure 11 shows the format of the XID parameter field.
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Figure 11: XID parameter field format

A parameter item consists of one or two type/length octets followed by the value of that parameter. The XID Length (XL) bit indicates whether the Length field is 2 bits or 8 bits long. If XL is set to 0, then Length consists of 2 bits and type/length occupies one octet. If XL is set to 1 then Length consists of 8 bits and type/length occupies two octets. The length indicator gives the number of octets that the value actually occupies. Length shall be set to the value in table 6 for XID parameters that do not have a variable length. The parameter items can be arranged in arbitrary order. The parameter items shall begin in the first octet of the XID information field and follow on contiguously.

Table 6: LLC layer parameter negotiation

	Parameter Name
	Type
	Length
	Format (87654321)
	Range
	Units
	Sense of Negotiation

	Version (LLC version number)
	0
	1
	0000bbbb
	0 through 15
	-
	down

	IOV‑UI (ciphering Input offset value for UI frames), common for all SAPIs of a TLLI
	1
	4
	bbbbbbbb
bbbbbbbb
bbbbbbbb
bbbbbbbb
	0 through 232 ‑ 1
	-
	-

	IOV‑I (ciphering Input offset value for I frames), for the SAPI under negotiation
	2
	4
	bbbbbbbb
bbbbbbbb
bbbbbbbb
bbbbbbbb
	0 through 232 ‑ 1
	-
	-

	T200 (retransmission time-out)
	3
	2
	0000bbbb
bbbbbbbb
	1 through 4 095
	0,1 s
	up

	N200 (maximum number of retransmissions)
	4
	1
	0000bbbb
	1 through 15
	-
	up

	N201‑U (maximum information field length for U and UI frames)
	5
	2
	00000bbb
bbbbbbbb
	140 through 1 520
	octets
	down

	N201‑I (maximum information field length for I frames)
	6
	2
	00000bbb
bbbbbbbb
	140 through 1 520
	octets
	down

	mD (I frame buffer size in the downlink direction)
	7
	2
	0bbbbbbb
bbbbbbbb
	0, 9 through 24 320
	16 octets
	down

	mU (I frame buffer size in the uplink direction)
	8
	2
	0bbbbbbb
bbbbbbbb
	0, 9 through 24 320
	16 octets
	down

	kD (window size in the downlink direction)
	9
	1
	bbbbbbbb
	1 through 255
	frames
	down

	kU (window size in the uplink direction)
	10
	1
	bbbbbbbb
	1 through 255
	frames
	down

	Layer‑3 Parameters
	11
	Variable
	See 3GPP TS 44.065 [11]

	Reset
	12
	0
	-
	-
	-
	-

	i-IOV‑UI (integrity protection Input offset value for UI frames), common for all SAPIs of a TLLI
	13
	4
	bbbbbbbb
bbbbbbbb
bbbbbbbb
bbbbbbbb
	0 through 232 ‑ 1
	-
	-

	i-IOV-UI-cnt (i-IOV update counter)
	14
	1
	bbbbbbbb
	1 through 255
	-
	-

	MAC-IOV‑UI (MAC value created over i-IOV-UI and i-IOV-UI-cnt)
	15
	4
	bbbbbbbb
bbbbbbbb
bbbbbbbb
bbbbbbbb
	0 through 232 ‑ 1
	-
	-

	NOTE 1:
The Range for N201‑U for SAPI 1 is 400 through 1 520 octets, and for SAPIs 2, 7, and 8 270 through 1 520 octets.

NOTE 2:
All other Types and Ranges are reserved for future versions of the present document.

NOTE 3:
The length for Layer‑3 Parameters shall be set equal to the number of octets received from layer 3. If an empty XID block is received from layer 3, the LLE shall include a zero-length Layer‑3 Parameters XID parameter in the XID parameter field to allow the receiving LLE to distinguish between LLC and layer‑3 initiated procedures.


Version shall not be negotiated while in ABM.

Reset shall only be negotiated with an XID frame, and only be transmitted in the downlink direction. If Reset is present in an XID frame, then it shall be the first XID parameter in the XID information field.

IOV‑UI, i-IOV-UI, i-IOV-UI-cnt and MAC-IOV-UI shall only be negotiated in ADM. IOV‑I shall only be negotiated with SABM and UA frames. IOV‑UI, i-IOV-UI, i-IOV-UI-cnt, MAC-IOV-UI and IOV‑I shall only be transmitted in the downlink direction.

T200, N200, and N201‑U can be negotiated in ADM and ABM. The new values of T200 shall only apply to timers set after the negotiation has been completed. If N201‑U is negotiated to a lower value than previously used, then any queued or new U and UI frames that violate the new value of N201‑U should be discarded and not transmitted.

U or UI frames that violate the negotiated value of N201-U may be discarded by the receiver.

If N201‑U is negotiated to a lower value than previously used and the side originating the XID negotiation does not suspend the transfer of U and UI frames for the respective SAPI during the negotiation, then it should apply the proposed value for N201-U already to the U and UI frames transmitted during the negotiation. For received U and UI frames the side originating the XID negotiation shall apply the previous value of N201-U until the negotiation is completed.

N201‑I, mD, mU, kD, and kU can be negotiated to any value in Range in ADM. In ABM, N201‑I, mD, mU, kD, and kU can only be negotiated to the same or higher value as previously used.

***** Next change *****
7.2.1.2
LLGMM-RESET

LLGMM-RESET-REQ shall be used to order LLC in the SGSN to perform an XID negotiation of Reset and IOV‑UI (if ciphering used) and i-IOV-UI (if integrity protection used). The LLC layer shall randomly select the value of IOV‑UI.

LLGMM-RESET-CNF shall be used to inform GMM in the SGSN that a successful XID negotiation of Reset and IOV‑UI(if ciphering used) and i-IOV-UI (if integrity protection used) has been made.
***** Next change *****
7.2.1.7
LLGMM-IOV

LLGMM-IOV-REQ shall be used to order LLC in the SGSN to perform an XID negotiation of IOV‑UI (if ciphering used) and i-IOV-UI (if integrity protection used). The LLC layer shall randomly select the value of IOV‑UI (if ciphering used) and i-IOV-UI (if integrity protection used) .

LLGMM-IOV-CNF shall be used to inform GMM in the SGSN that a successful XID negotiation of IOV‑UI (if ciphering used) and i-IOV-UI (if integrity protection used) have been made.
***** Next change *****
8.5.3.3
Unsuccessful XID negotiation

If a SABM or XID command with an invalid XID information field is received, then the SABM or XID command, respectively, shall be ignored.

If a UA or XID response with an invalid XID information field is received, then the UA or XID response shall be ignored, the SABM or XID command shall be retransmitted, and the retransmission counter shall be incremented. After retransmission of the SABM or XID command N200 times, LLME shall indicate this to GMM by means of the LLGMM-STATUS-IND primitive, and the LLE shall send an LL-RELEASE-IND (Cause = 'Invalid XID Response') to layer 3 if a UA response was received or if the LLE was in ABM state, and enter ADM state if not already in ADM state. If the LLE was in ADM state and the XID command frame contained a Layer‑3 Parameters XID parameter, then the LLE shall send an LL-STATUS-IND (Cause = 'Invalid XID Response') to layer 3.

An XID information field shall be treated as invalid if it:

-
contains an XID parameter field that violates the LLC frame format (see figure 3);

-
contains the Reset, IOV‑UI, i-IOV-UI, i-IOV-UI-cnt, MAC-IOV-UI or IOV‑I parameter in the uplink direction;

-
contains the IOV‑I parameter in an XID frame;

-
contains the Layer‑3 Parameters parameter on a SAPI different from 3, 5, 9, and 11;
-
in the SABM command case, contains the Reset parameter;

-
contains the Reset parameter and this parameter is not the first parameter in the XID information field; or

-
in the UA or XID response case:

-
contains the Reset parameter;

-
contains more than one instance of the same XID parameter type;

-
contains an XID parameter with unrecognised Type field;

-
contains an XID parameter with unsupported length;

-
contains an XID parameter with a value that violates the sense of negotiation; or

-
contains an XID parameter with a value that is out of range (see table 6).

If a SABM or XID command with an XID parameter with an unrecognised Type field is received, then this parameter shall be ignored. If a SABM or XID command contains more than one instance of the same XID parameter type, then all instances except the first instance shall be ignored. If the received XID information field is valid, and if one or more XID parameters with recognised type but with unsupported lengths or out-of-range values are detected, then these parameters shall be responded to with lengths and values set according to the responder's preferences.
***** Next change *****
8.9.0
General
The LLC layer parameters listed in this subclause are associated with each DLCI, except the LLC version number and IOV‑UI, i-IOV-UI, i-IOV-UI-cnt and MAC-IOV-UI that are associated with a TLLI.

A method of assigning these parameters is defined in subclauses 6.4.1.6 and 8.5.3.

Table 9 provides an overview of the LLC layer parameters and summarises the recommended default values to be used in GSM networks. The term default implies that the value defined should be used in the absence of any negotiation of alternative values.

Some of the parameters, e.g., T200, T201, and N200, may have the same name as parameters used in other GSM specifications. All the parameters listed here are local to the LLC layer protocol, and shall not impact or be impacted by parameters with the same name in other specifications.
***** Next change *****
8.9.2
Input Offset Value (IOV)
8.9.2.1
General
The Input Offset Value (IOV) is an LLC layer parameter used for ciphering and integrity protection.
8.9.2.2
IOV values for ciphering (IOV-I and IOV-UI)
IOV is a random 32 bit value, generated by the SGSN. See also annex A.

The value for IOV can be different for I frames and UI frames. IOV‑UI is IOV for UI frames. IOV‑I is IOV for I frames.

The default values of IOV-I and UIV-UI are given in table 9. The following rules apply to the IOV values for ciphering:

-
After a change of ciphering key to a different value a random IOV-I value shall be negotiated. If ABM is re-established for an LLE, and ciphering key is not changed to a different value since ABM was last (re‑)established for this LLE, then a random IOV‑I value shall be negotiated.

-
After a change of ciphering key to a different value, a random IOV-UI value shall be negotiated. If the unconfirmed send state variable V(U) is reset for an LLE, and ciphering key is not changed to a different value since V(U) was last reset for this LLE, then a random IOV‑UI value shall be negotiated.

8.9.2.3
IOV values for integrity protection (i-IOV-UI, i-IOV-UI-cnt and MAC-IOV-UI)
i-IOV-UI is used for UI frames and is a random 32 bit value, generated by the SGSN. See also 3GPP TS 43.020 [27].

The default values of i-IOV-UI, i-IOV-UI-cnt and MAC-IOV-UI are given in table 9. The following rules apply to the IOV values for integrity protection:
-
After a successful authentication, a random i-IOV-UI value shall be negotiated. If the unconfirmed send state variable V(U) is reset for an LLE, and integrity key is not changed to a different value since V(U) was last reset for this LLE, then a random i-IOV‑UI value shall be negotiated.
Editor’s Note:
It proposed to NOT introduce i-IOV for I-frames, as acknowledged operations are not used in live networks.
-
After a successful authentication, both the MS and the SGSN shall store a local counter i-IOV-UI-cnt showing the number of IOV updates since the previous authentication. The counter is incremented by 1 every time the SGSN updates the IOV values. The i-IOV-UI-cnt in the MS side represents the number of successful IOV updates, and shall have the same or a lower value than the value received from the SGSN.
NOTE:
The maximum acceptable difference beween the value of the i-IOV-UI-cnt stored in the MS and the new value received from the SGSN is implementation specific.
-
The MAC-IOV-UI shall be calculated over the i-IOV-UI and the i-IOV-UI-cnt. See 3GPP TS 43.020 [27] annex  H.9.1 for further details.
Editor’s Note:
It is FFS if the MAC (MAC-IOV-UI) also is calculated over the IOV values for ciphering.
***** Next change *****
8.9.9
LLC layer parameter default values

Table 9: LLC layer parameter default values

	LLC
Parameter
	SAPI 1
GMM
	SAPI 2
TOM 2
	SAPI 3
User Data 3
	SAPI 5
User Data 5
	SAPI 7
SMS
	SAPI 8
TOM 8
	SAPI 9
User Data 9
	SAPI 11
User Data 11

	Version
	0

	IOV‑UI
	0

	i-IOV-UI
	0

	i-IOV-UI-cnt
	0

	MAC-IOV-UI
	0

	IOV‑I
	Note 2
	Note 2
	227 x SAPI
	227 x SAPI
	Note 2
	Note 2
	227 x SAPI
	227 x SAPI

	T200 and T201
	5 s
	5 s
	5 s
	10 s
	20 s
	20 s
	20 s
	40 s

	N200
	3
	3
	3
	3
	3
	3
	3
	3

	N201‑U
	400
	270
	500
	500
	270
	270
	500
	500

	N201‑I
	Note 2
	Note 2
	1 503
	1 503
	Note 2
	Note 2
	1 503
	1 503

	mD
	Note 2
	Note 2
	1 520
	760
	Note 2
	Note 2
	380
	190

	mU
	Note 2
	Note 2
	1 520
	760
	Note 2
	Note 2
	380
	190

	kD
	Note 2
	Note 2
	16
	8
	Note 2
	Note 2
	4
	2

	kU
	Note 2
	Note 2
	16
	8
	Note 2
	Note 2
	4
	2

	T100
	3s
	3s
	3s
	3s
	3s
	3s
	3s
	3s

	NOTE 1:
Proper LLC operation requires that timer T200 be greater than the maximum time between transmission of command frames and the reception of their corresponding response or acknowledgement frames.

NOTE 2:
This parameter applies to ABM procedures. ABM operation is not allowed for GMM, SMS, and TOM that use only UI frames for information transfer.

NOTE 3:
The default values for SAPIs 3, 5, 9, and 11 have been chosen to correspond with the four GPRS quality of service delay classes, see 3GPP TS 22.060 [3]. However, there is no fixed relationship between SAPI and delay class. The LLC layer parameters for any SAPI can be negotiated to support any QoS profile, see 3GPP TS 23.060 [5].

NOTE 4:
Proper LLC operation requires that the values for N201‑U and N201‑I are not greater than the maximum number of octets in an information field that can be transmitted or retransmitted over the Gb interface, see 3GPP TS 48.018 [12]. It is the responsibility of the SGSN to negotiate N201‑U and N201‑I to values compatible with the usage of the Gb interface.
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