3GPP TSG CT WG1 Meeting #100





C1-164373
Guilin (P.R. of China), 17-21 October 2016
Source:
Orange
Title:
Reason extension for Diameter error responses
Agenda item:
14.3.8
Document for:
Discussion
1 Introduction

Current SIP error responses do not give clear indication of the exact failure when it comes from a Diameter failure. Because of this, the UE may retry the failed SIP procedure whereas the Diameter failure is permanent. This would increase the network load uneffectively and would impact the customer experience by delaying access to the service requested.   

In a SIP error response, the UE may receive the Diameter protocol cause within the Reason header field. Currently, this capability is defined in TS 24.229 subclause 7.2A.18.9 but only to be used with a cause for protocol failure of GTP-C supporting WLAN (values defined in TS 29.274).
There is no solution to receive the similar information for other interfaces for with there is no one to one mapping possible between Diameter errors and SIP error responses. 
2 Discussion

To be able to convey the accurate information of the Diameter reason for a failure, it would be good to have a solution to provide the complete Diameter information within SIP signalling so that the UE could adopt the best behaviour.
It is proposed to:

1) Modify TS 24.229, TS 29.228 and TS 29.328 to specify how a Diameter procedure failure shall be carried back to the UE by SIP,
2) Modify TS 24.229 to specify how the UE shall behave depending of the received error

Regarding 1) and as there is already a mechanism to convey Diameter information in SIP based on the SIP Reason header field defined in RFC3326, it is proposed to extend this mechanism as follows:

2.1 In TS 24.229:

In addition to the existing parameters of the Reason header, it is proposed to add a new parameter (using the reason-extension=generic-param) for the Vendor-id information.
With that, it would be propose to extend the cause-value parameter with new values having an associated vendor-id value.

Change proposal:

	Protocol value
	Cause value
	Reason-text
	Reason-extension (Vendor_Id)

	DIAMETER
	5001
	User Unknown
	10415

	DIAMETER
	5002
	Identities Don’t Match
	10415

	DIAMETER
	5003
	Identity Not Registered
	10415

	DIAMETER
	5004
	Roaming Not Allowed
	10415

	DIAMETER
	5005
	Identity Already Registered
	10415

	DIAMETER
	5006
	Authorization Scheme Not Supported
	10415

	DIAMETER
	5007
	Error In Assignment Type
	10415

	DIAMETER
	5011
	Feature Unsupported
	10415

	DIAMETER
	5012
	Serving Node Feature Unsupported
	10415

	DIAMETER
	5100
	User Date Not Available
	10415

	DIAMETER
	5101
	Operation Not Allowed
	10415

	DIAMETER
	5102
	User Data Cannot Be Read
	10415

	DIAMETER
	5003
	Authorization Rejected
	0

	DIAMETER
	5012
	Unable to comply
	0

	DIAMETER
	3002
	Unable to deliver
	0

	DIAMETER
	3004
	Too Busy
	0


2.2 In 29.228 (Cx and Dx interfaces)
It is currently not possible for the network to give an exact indication on the failure cause over the Cx interface in case a user request couldn’t succed .

It is proposed the definition of an error code mapping between Diameter and SIP to provide information to the remote UE why a request has been rejected .

Change proposal:

	Reject indication returned by the HSS over Cx
	SIP Cause Code sent to UE
	SIP Reason Header field cause value
	SIP Reason Header field Vendor-id value

	DIAMETER_ERROR_USER_UNKNOWN (5001)
	404 Not found 
	5001
	10415

	DIAMETER_ERROR_IDENTITIES_DONT_MATCH (5002)
	403 Forbidden 
	5002
	10415

	DIAMETER_ERROR_IDENTITY_NOT_REGISTERED (5003)
	403 Forbidden
	5003
	10415

	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004)
	403 Forbidden
	5004
	10415

	DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED (5005)
	403 Forbidden 
	5005
	10415

	DIAMETER_ERROR_AUTH_SCHEME_NOT_SUPPORTED (5006)
	403 Forbidden
	5006
	10415

	DIAMETER_ERROR_IN_ASSIGNMENT_TYPE (5007)
	403 Forbidden 
	5007
	10415

	DIAMETER_ERROR_FEATURE_UNSUPPORTED (5011)
	403 Forbidden 
	5011
	10415

	DIAMETER_ERROR_SERVING_NODE_FEATURE_UNSUPPORTED (5012)


	403 Forbidden 
	5012
	10415

	NOTE 1: Any other protocol or permanent errors from the diameter base protocol, not listed here can be mapped to SIP Cause Code  « 503 Service Unavailable »


2.3 In 29.328 (Sh interface)
It is currently not possible for the network to give an exact indication on the failure cause over the Sh interface in case a user request couldn’t succed .

It is proposed the definition of an error code mapping between Diameter and SIP to provide information to the remote UE why a request has been rejected .

Change proposal:
	Reject indication returned by the HSS over Sh
	SIP Cause Code sent to UE
	SIP Reason header field cause value
	SIP Reason header field Vendor-id value

	DIAMETER_ERROR_USER_DATA_NOT_AVAILABLE (5100)
	408 Request Timeout
	5100
	10415

	DIAMETER_ERROR_OPERATION_NOT_ALLOWED (5101)
	403 Forbidden
	5101
	10415

	DIAMETER_ERROR_USER_DATA_CANNOT_BE_READ (5102)
	403 Forbidden
	5102
	10415

	DIAMETER_ERROR_IDENTITIES_DONT_MATCH (5002)
	403 Forbidden
	5002
	10415

	DIAMETER_ERROR_USER_UNKNOWN (5001)
	404 Not Found
	5001
	10415

	NOTE: Any other protocol or permanent failure from the Diameter base protocol, not listed here, can be mapped to SIP Cause Code « 503 Service Unavailable »


Regarding 2), the work has still to be started.
